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Remote voting is a reality!



0%

2%

4%

6%

8%

10%

12%

14%

16%

18%

20%

1957 ... 1990 1994 1998 2002 2005

18.7%
18.0%

16.0%

13.4%

9.4%

4.9%

Remote voting in Germany
• Did you know that ...

• ... in the latest parliamentary elections 18.7% of 
the votes were cast remotely by post (Briefwahl)?
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• Cheaper and more convenient than supervised voting

• This could increase voter participation

• Voting by post raises many security concerns

• An autograph signature does not authenticate the voter

• An envelope does not guarantee secrecy or integrity

• The post is not always a secure channel

• Really easy to buy/sell votes

• Not that hard to coerce someone to vote as you like

• Still, this has been used in Germany for 50+ years
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software flaws, viruses, Internet worms, trojans, lack of 
physical security, social engineering attacks, etc.

• Network also vulnerable: e.g. voter demographic-based 
DDOS, cache poisoning DNS attacks, etc.

• Still, Internet voting might be just around the corner
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Robustness
• fault tolerance
• availability
• scalability

Verifiability
• universal
• individual

Privacy
• vote-privacy
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• Careful formalization and verification of these 
properties important before widespread adoption



What we did

• General technique for

• modeling remote electronic voting protocols
(in the applied pi-calculus)

• and automatically verifying their security

• New formal definitions of

• soundness - trace property

• coercion-resistance - observational equivalence

• Both definitions amenable to automation in ProVerif

• Proved that our coercion-resistance implies vote-privacy, 
immunity to forced-abstention attacks & receipt-freeness

• Automatically verified the security of the JCJ protocol
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Future work

• Analyze more protocols

• Started with Civitas - variant of JCJ (has implementation)

• Better techniques for observational equivalence

• for instance using symbolic bisimulation

• Analyzing other properties (in the same setting)

• Immunity to randomization attacks (also privacy property)

• Individual and universal verifiability

• More concrete protocol models

• The ultimate goal would be to analyze implementations


