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Secure compilation of verified F* code \
1. Very strong guarantee, stronger than full abstraction {FY

-m 2. Reference monitoring and higher-order contracts

‘7% 3 Machine-checked proofs in F*
P [Cezar et al, TYPES'22, HOPE'22, POPL'24, ICFP'25]

- Dijkstra monads and incorrectness logic
- Dijkstra Monad for Bounding Failure Probability (crypto proofs)
- Separation logic in F* (Pulse)
- F* foundations: demystifying ghost and divergence effects



Secure compilation of compartmentalized C code 9
1. Restricting scope of UB to compromised compartments
A ). CompCert variant to CHERI RISC-V capability machine
——

3. Scalable machine-checked proofs in Rocq ik =

[Jérémy et al, CCS'18, CSF'19, ESOP'20, CSF'22, CCS'24, ITP'25]
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FS-CASA: Formally Secure Compilation @/
Against Spectre Attacks SPECTRE

1. Relative security

— compiled program doesn't leak speculatively more than

what (arbitrary!) source program leaks sequentially

2. Building on FSLH: Flexible Speculative Load Hardening [Jonathan et al, CSF'25]

)
— Extending this to all main Spectre variants
% — Want to implement this defense in LLVM

3. Testing and proving relative security
— Building new Property-Based Testing framework for LLVM and x86 (HW/SW contracts)
— Constructing machine-checked proofs in Rocq for simplified models




Courses we teach in Bochum and Remote

Introduction to Functional
Programming and the

1. Functional Programming (Winter 2025/26) | s

Languages using OCaml

2. Proofs are Programs (Summer 2026)
3. Foundations of Programming Languages, -
Verification, and Security (Winter 2026/27?) "~ - .
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