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Introduction
Our group was involved in the design and evolution of F⋆, a proof assistant and general-purpose functional
programming language with effects targeted at program verification. The F⋆ design combines SMT-based
automation with the power and expressiveness of proof assistants like Coq, which enables users to prove
arbitrarily complex properties using a mix of automatic and interactive proofs [18]. To achieve this we have
introduced full dependent types and tracking of side-effects, while isolating a core language of pure total
functions that can be used to write specifications and proof terms [23]. A key insight we had in F⋆ is that
verification conditions can be computed generically for any effect using Dijkstra monads [3, 4, 16, 20, 27],
which are computational monads indexed by specification monads. Moreover, carefully exposing the com-
putational monad representation of effects can be used to verify relational properties that characterize
many useful notions of security, program refinement, and equivalence [13, 17]. This general treatment of
side-effects also allowed us to implement support for meta-programming and tactics in F⋆ simply as a user
defined effect [18].
Recently, our group has used these innovations of F⋆ for building a formally secure compilation framework
for effectful F⋆ programs using a combination of reference monitoring and higher-order contracts [6, 7,
8]. Our compiler satisfies Robust Relational Hyperproperty Preservation, a very strong secure compilation
criterion that is stronger than full abstraction [1]. We also used ideas we initially developed with the aim
of relational verification in F⋆ [17], to build SSProve, a foundational framework for modular cryptographic
proofs in Coq [2, 14], which won a Distinguished Paper Award at CSF’21 [2]. Closer to practice, F⋆ was used
by our collaborators including Inria and Microsoft Research to verify cryptographic libraries [5, 21, 29] that
were deployed in Mozilla Firefox and the Linux kernel, as well as secure parsers that were deployed in the
Windows kernel [5, 22, 25].
The remainder of this document presents several topics that could be interesting to interns.

1 Dijkstra monads and incorrectness logic

Dijkstra monads are the way F⋆ verifies the correctness of programs for arbitrary monadic effects, i.e., it
proves the absence of bugs with respect to a specification expressed itself as a monad [3, 16, 27]. More
recently the programming languages and verification community has also become interested in proving
incorrectness [19, 28], i.e., proving the presence of bugs with respect to a specification. We are currently in-
vestigating howDijkstramonads can be dualized from correctness to incorrectness. One challenge is finding
dual orderings for correctness and incorrectness specifications, for instance for weakest preconditions.

2 Verification framework for cryptographic security in F⋆

While some of F⋆’s biggest successes have involved verifying cryptographic code [5, 11, 21, 29], the formally
verified properties have so far been limited to functional correctness and memory safety [20]. The cryp-
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tographic security proofs for this code have so far been only done informally on paper, which does not
provide enough assurance, especially for implementations of complex protocols such as TLS and QUIC [5].
We would like to solve this issue by building a novel verification framework for formalizing cryptographic
security proofs in F⋆. A first ingredient for this will be a Dijkstra monad for automatically verifying proba-
bilistic properties of cryptographic code, generalizing prior unary program logics for reasoning about the
probabilities of bad events [9]. A second ingredient will be a probabilistic relational program logic that
is modular in the underlying side-effects [17]. A third ingredient are the higher-level relational reasoning
principles of state-separating proofs (SSP) [10], which we recently formalized in SSProve, a Coq framework
for modular cryptographic proofs [2, 14]. A final ingredient could be using parametricity for providing sim-
ple formal proofs of noninterference properties such as side-channel resistance, which F⋆ cryptographic
libraries achieve by careful type abstraction [20, 29], but which still remains to be carefully formalized.

3 F⋆ foundations: demystifying the ghost and divergence effects

Over the past years, we have demystified many of the features of F⋆, such as Dijkstra Monads [16, 27] and
Monotonic State [4, 7], by showing how they can (at least in theory) be defined on top of standard de-
pendent type theories. Two of the primitive effects of F⋆ have so not yet been illuminated in this way
though: the ghost and divergence effects. In practice, the fact that these effects currently do not have a
Dijkstra Monad representation prevents extrinsic reasoning by monadic reification about code with these
side-effects. The ghost effect that allows for computationally irrelevant code could maybe be given a rep-
resentation in terms of a free monad with specific operations [7]. Also the connection between F⋆’s ghost
effect and Extensional Type Theory could be interesting to investigate [26].
The open problem of providing a Dijkstra Monad representation for Div and the other F⋆ effects that build
on this effect seemsmuchmore challenging. When computing the universe of arrow typeswith such effects
F⋆ discards the universe of the effect representation and also the universe of the result type. This is used in
particular to implement in F⋆ divergent state effects that allow for higher-order state [24]. It could be that
ideas from guarded type theory [15] or guarded interaction trees [12] could help build intuition for this.
Finally, the relation between these effects and subtyping is also somewhat unclear, and in fact soundness
problems were recently found when allowing subtyping for ghost or divergent arrows.1
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