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Abstract

Modern processors use speculative execution to optimize performance in the case
of pipeline stalls. Speculative side-channel attacks leverage this feature to break the
isolation between processes and exfiltrate sensitive information, even from programs
verified not to leak in the absence of speculation. SpecIBT is a combined hardware
and software defense against Spectre PHT and BTB attacks whose novel contribution
is the precise detection of misspeculation on indirect calls.

Spectre mitigations are complex and easy to get wrong; the use of formal methods
increases confidence in their correctness. SpecIBT has been formally verified with
mechanized proofs in the Rocq Prover to satisfy relative security: the target program in
the presence of speculation does not leak more than the source program in its absence.
A key component of the relative security proof is a backward compiler correctness
lemma stating that the concrete implementation of SpecIBT is correct with respect to
its abstract specification. The proof of this lemma was my contribution to this work,

and the topic of this thesis.
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1 Introduction

1.1 Background

Programmers generally think of program execution as sequential; that is, the explicitly spec-
ified control flow is respected. For example, if a branch condition evaluates to false during
sequential execution, the branch ought not to be taken. Sequential execution is an appropri-
ate abstraction for everything from high-level programming languages down to ISA-level, as
we expect these to express our intentions with respect to program behavior, and we expect
(correct) compilation to preserve these intentions. But this abstraction breaks down at the

microarchitectural level.

Modern processors are deeply pipelined, which increases throughput by breaking the process-
ing of an instruction into stages so that multiple instructions can be processed at different
stages at the same time. Pipeline stalls occur when a piece of data needed to complete a
processing stage for a given instruction is not available, causing delays in the processing
of subsequent instructions that depend on it. Speculative execution is a CPU optimization
where instructions are processed before it is certain that they are supposed to be, avoid-
ing stalls. Hardware predictors attempt to guess the most likely outcome based on recent
history (for example, the outcomes of recent conditional branches are stored in the branch
history buffer). An incorrect prediction’s immediate result is a sequentially impossible exe-
cution, such as a branch being taken even though the branch condition is false. Once it is
discovered that the prediction is incorrect, the effects of such an execution are reverted in
the microarchitecture, and never reach the architecture. However, if the program accessed
memory speculatively, the data will have been cached, and this effect is not reverted. Cache
side-channel attacks can be used to infer the value of data accessed by the program during

speculation.



Cache attacks, like speculative attacks, are an instance of the more general class of side-
channel attacks, where the system working as intended entails an unintended leakage of
information. A carefully crafted speculative attack will target a sequentially impossible
execution involving secret-dependent memory accesses, and infer the value of the secret
through cache manipulation [3]. There are many variants of cache attack, but all of them
rely on the sharing of hardware resources between processes. Such sharing enables an attacker
process to manipulate cache state in such a way that it is possible to infer information about
the victim’s execution via timing attacks [4, 5]. In particular, if the victim process makes

secret-dependent memory accesses, the attacker may be able to infer the value of the secret.

SpecIBT is a new mitigation presented by my co-authors and myself [1], extending the secure
compilation scheme known as Ultimate Speculative Load Hardening (USLH). USLH, on its
own, effectively detects and mitigates Spectre PHT attacks [6], but it is not sufficiently
powerful to protect against Spectre BTB attacks, in which the attacker can misspeculate to
arbitrary locations in the program, circumventing USLH protections [7]. To provide partial
protection against Spectre BTB attacks, SpecIBT uses a hardware protection mechanism
known as Intel Control-Flow Enforcement Technology (CET), which induces a hardware
fault if the attacker misspeculates to any location other than a valid call target [8]. Because
this still allows for some misspeculation to go undetected, SpecIBT adds a novel software-
based protection that detects when a Spectre BTB attacker misspeculates to the wrong valid
call target—one that differs from the sequentially intended call target [1]. Once speculation
is detected, mitigations are triggered, in the form of masking sensitive data so that no
information is leaked to the attacker. Thus SpecIBT offers precise detection and mitigation

of Spectre PHT and BTB, preventing all speculative leaks arising from such attacks.

The original SpecIBT preprint [1| also claimed automatic protection against Spectre RSB

attacks, which target the return stack buffer, via the Intel CET shadow stack. However, it



turned out that more active protections were required, which motivated the second iteration
of SpecIBT, called Triosecuris [9] (so named because it protects against all three variants:

PHT, BTB, and RSB). This thesis only considers PHT and BTB attacks.

The absence of speculative leaks is formalized as relative security, where the target pro-
gram, executing speculatively, does not leak more than the source program in the absence
of speculative execution [10, 11]. Our formalization uses a toy language, MINIMIR, similar
in level to LLVM Machine IR. It is both the source and the target language for the SpecIBT
transformation. We use a sequential semantics to model execution of the source program
in the absence of speculation; a speculative semantics that models a powerful attacker with
full control over hardware predictors; and an ideal semantics, as introduced by Shivakumar
et al. [12], that models both the adversarial environment of the speculative semantics and
the protections afforded by SpecIBT. The source program executes in the sequential seman-
tics and the ideal semantics, the latter of which functions as a specification that correctly
expresses the program behavior we desire to enforce with the SpecIBT transformation. The
transformed program executes in the adversarial environment of the speculative semantics,

against which it should be protected, provided we implemented SpecIBT correctly.

Our proof of relative security is decomposed into two parts, the first one being a backward
compiler correctness lemma that proves that our implementation of SpecIBT satisfies its
specification as expressed by the ideal semantics. We then use an unwinding lemma to
prove that relative security holds between the source program sequentially and ideally. This
thesis describes the backward compiler correctness lemma and its proof, after establishing

background for the work in which it is situated.

All proofs associated with SpecIBT /Triosecuris have been mechanized in Rocq. 1 have

provided these proofs as an artifact to accompany this thesis.



1.2 My Contribution

The research that culminated in first SpecIBT, and then Triosecuris, also led to the writing
of this thesis. In this section, I will describe the relation of my thesis to the published work,

and clearly delineate my contribution.

I worked on SpecIBT [1] during a research internship at the Max Planck Institute for Security
and Privacy (MPI-SP) in 2025. My primary contribution to SpecIBT was the compiler
correctness single cycle lemma. It is 489 lines of code, corresponding to the lemma named
ultimate_slh_bcc_single_cycle_refactor, starting at line 1616 of MiniCET_Index.v in
the SpecIBT artifact). Most of the code in this proof is my own, with the exception of a
part of the call case. The call case was not quite finished by the time my internship ended,

so Yonghyun Kim, one of my mentors, completed it.

I also made other, minor contributions to the Rocq development: parts of the speculative
and ideal semantics, some of the functions used to compute synchronization, the branch
case of the program transformation, and a few small lemmas. Additionally, I had previously
extended existing Rocq proofs of relative security for a version of the SpecIBT transformation
implemented on a high-level toy language to include indirect calls and indexing on the number

of steps in the target execution, as a proof of concept.

The SpecIBT preprint was published as J. Baumann, Y. Kim, Y. Farba, C. Hritcu, and J.
Leatherman-Brooks, “SpecIBT: Formally verified protection against speculative control-flow

hijacking”, 2026, https://arxiv.org/abs/2601.22978v1.

Triosecuris was published as J. Baumann, Y. Kim, Y. Farba, C. Hritcu, and J. Leatherman-
Brooks, “Triosecuris: Formally verified protection against speculative control-flow hijacking”,
CSF 2026 — 39th IEEE Computer Security Foundations Symposium,

https://doi.org/10.1109/CSF68417.2026.00036.



The final publication briefly describes the compiler correctness lemma, gives a high-level
proof sketch, and cites this thesis as providing a more detailed description (nineteen pages

to the publication’s one).

The rest of my thesis establishes context for understanding the lemma and its proof, and in
so doing inevitably covers some of the same ground covered by the publication. Specifically,
in sections 2-5 I present contextual material that is also presented in the publication, and
reuse (sometimes adapted) figures and listings from the publication. However, all of the
writing in this thesis is my own, and represents my own understanding of the work. No text
is directly incorporated from the publication, except where it appears in definitions, figure

captions, etc., and all such instances are accompanied by a citation.

1.3 Roadmap

In §2 I offer an overview of speculative attacks and defenses, describe SpecIBT’s novel contri-
bution, and briefly state and justify our threat model and security definition. Additionally, I
describe the SpecIBT transformation informally by example. All remaining sections describe
the formalization. In §3 I introduce the syntax of the MINIMIR language and justify the
language level we chose. In §4 I give a precise definition of the transformation. The various
semantics are discussed in §5. A proof sketch of relative security for SpecIBT is offered in

§6. The backward compiler correctness lemma is considered in depth in §7.



2 Speculative Attacks and Defenses

2.1 Attacks

Speculative execution is triggered when a piece of data needed to complete a processing
stage for a given instruction is not available, causing delays in the processing of subsequent
instructions that depend on it. To avoid such delays, hardware predictors make informed
guesses as to the most likely outcome for the instruction, based on recent history, and

execution proceeds down a speculative path.

Once the data arrives, the correct execution path can be determined. If the prediction was
wrong, most effects of speculative execution are thrown away, meaning that they are never
committed architecturally. However, speculative memory accesses may leave data in the
cache. This enables a side channel-an information leak that occurs as a by-product of the
system functioning as intended. Through attacks such as Flush+Reload [13], an attacker
can leverage the difference in timing between a cache access and a main memory access to
determine whether a piece of data was cached during the execution of the victim program.
This can lead to the inference of details about the contents of the victim’s memory [4].
Attacker-controlled speculation can escalate the severity of leakage to include data that

would never be accessed sequentially.

In order to mount a speculative attack, the attacker first identifies a suitable program point
where a mispredicted branch or indirect call for which they control the inputs will lead to
leakage of data that is not sequentially accessible. The attacker then mistrains the appropriate
predictor by repeatedly executing the victim process with innocuous inputs leading to a
certain prediction, and then executing it with malicious inputs for which this prediction is
incorrect. This causes the processor to proceed with a sequentially impossible execution.

Finally, the attacker uses a cache attack to infer the value of the data left in the cache by



this execution [3, 4].

Speculative attacks are differentiated by the specific predictor that is mistrained. The pattern
history table (PHT) feeds the outcome of the most recent execution of a conditional branch
into an algorithm to determine whether the branch is likely to be taken again. The branch
target buffer (BTB) stores recent targets of indirect control-flow instructions, and is used
to predict the next target. The return stack buffer (RSB) works similarly with respect to
predicting the next return location of an indirect call. These are exploited by Spectre PHT,

BTB, and RSB, respectively.

2.2 Defenses

SpecIBT is a new defense against speculative control-flow attacks. It is built on top of
Ultimate Speculative Load Hardening (USLH), a software-based defense that, on its own,
protects against Spectre PHT [6|, and Intel’s hardware-based Control-Flow Enforcement
Technology (CET), which provides a coarse-grained level of protection against misspeculation
on indirect calls [8]. SpecIBT’s novel contribution is a software-based technique that improves

upon Intel CET by precisely detecting when such misspeculation is occurring.

2.2.1 USLH and Spectre PHT

It is useful to separate defense against speculative attacks into two separate stages: detection
and mitigation. USLH detects and mitigates Spectre PHT. It detects speculation by using
a predicated instruction to check whether the branch condition evaluates to what it should
for each arm of the branch: true if taken, false if not. Predicated instructions perform such
checks with branchless logic, making them unsusceptible to misprediction. Misspeculation
is detected when the attacker has steered execution to the incorrect arm of the branch. In

this case, the dedicated misspeculation flag (msf) register is set, which triggers masking of



sensitive data from that point on. Leaks are still permitted to occur, but masking ensures

that no information is transmitted.

Note that the msf register state is monotonic, meaning that once it is set, it remains set.

We do not model rollbacks in our formalization.

Example 1. To provide an intuition for how Spectre PHT attacks work, and how USLH
detects and mitigates them, we present a snippet of vulnerable source code in Listing 1;
partially transformed target code where detection has been implemented but not mitigation

in Listing 2; and fully transformed target code, including mitigation, in Listing 3.

Listing 1 (Vulnerable program (adapted from [3])).

branch (i < a_len) tol

rl < load[a + 7]

72 <— load[b+ (512 % r1)]

Listing 1 shows a bounds check on array a. The attacker will train the predictor with values
of i that are within bounds, so that it will learn to predict the branch taken, and then supply
an out-of-bounds 7. We assume that all data not intended to be accessed sequentially by the
program is secret. The predictor will cause the branch to be taken with the out-of-bounds
1, so that a + i indexes secret data, which is placed in r1 by the first load. The second load
computes its index using the secret data, multiplied by the cache line size (512), introducing

the possibility of inferring it via cache attack [3].



Listing 2 (Detection of misspeculation by USLH (adapted from [3])).

branch (i < a_len) to !’

msf 1= (i <a_len)?1: msf

msf 1= (—(t <a_len)?1: msf)

jump [

rl < load[a + 7]

72 < load[b + (512 % r1)]

Listing 2 shows only the detection mechanism of USLH. An instruction is added inside each
arm of the branch, that uses the unpredicted conditional move to check whether the branch
condition evaluates to the opposite of what it should for that arm. If so, the dedicated msf
register is set. Branch targets may be arrived at from multiple branch and jump instructions;
the added block disambiguates which one so that it’s clear which branch condition to check.
In our running example, an out-of-bounds ¢ would make the branch condition false, and
this would be detected by the first instruction in I’. No mitigations have been added yet to

prevent the leak of secret data in block [; this is shown in Listing 3.

In Listing 3, masking is applied to the branch condition if misspeculation was detected earlier,
so that a value of false is leaked, regardless of the original value of the branch condition. If
misspeculation is initiated with the branch instruction, the branch condition will be leaked,

but misspeculation will be detected at the next instruction, as shown in Listing 2. Then, in



the case of a taken branch, masking will be applied to both load addresses, so that the first
load is no longer out of bounds. The computation of the address of the second load will thus

no longer depend on a secret value, and the attacker will not be able to infer anything.

Listing 3 (Mitigation of misspeculation by USLH (adapted from [3])).

branch ((msf =1)?70:(i < a_len)) to '

msf := (i <a_len)?1: msf

U

msf = (=(i <a_len)?1: msf)

jump [
l:
rl <« load[(msf =1)?20:(a+1)]
r2 <+ load[(msf = 1)20:(b+ (512% i))]

2.2.2 Intel CET and Spectre BTB

Spectre BTB is a more powerful attack than Spectre PHT, because the attacker, by mis-
training the BTB, gains the ability to use indirect call instructions to divert control flow to
any location in the program. Notably, USLH protections are of no use against such attacks,
as the detection and mitigation described in Example 1 can be speculated past by a BTB

attacker [7].

In the listings below, the & notation is used to denote function pointers, and the call

10



instruction is an indirect call.
Example 2. Consider the following vulnerable source program:

Listing 4 (Vulnerable program (from [1])).

calln :branch (argl < len) to It
fun_1:
fun := &fun_ 1

j ump lcont

fun_2: x < load[base + argl]
It : fun :=&fun_2
y < load[x]
jump lcont

leont : call fun

Either fun 1 or fun 2 will be stored in fun and called in the [.,,; block, depending on
whether the branch is taken or not. If fun 2 is called, there is the possibility of leakage.

The call instruction in the [.,,; block is a potential site of misspeculation for a BTB attacker.

Listing 5 below shows this program with only USLH protections added. The attacker could
allow the branch to fall through, legitimately, so that fun_1 is stored in fun and [, is
jumped to, and the msf register remains unset. Once in [, such an attack can be mounted
which directly overwrites the call to fun_ 1 with a call to fun_ 2. Once in the fun_ 2block, msf
will not have been set, because the attacker’s misspeculation wasn’t detected, so potentially

sensitive data will be exposed to the attacker via the pair of load instructions.

Intel CET does not fully mitigate such attacks, but it does reduce the attack surface. Intel
CET statically overapproximates the set of reachable call target blocks for a given program

and checks, during runtime, whether an indirect call has transferred control to the entry to

11



Listing 5 (Vulnerable program + USLH (from [1])).

calln :branch (argl < len) to [’
msf := (argl < len)?1: msf fun_1:

fun := &fun_ 1

jump Leont
fun_2: x< load[(msf =1)70:(base + argl)]
Iy : msf :=(argl > len)?1: msf y < load[(msf =1)70 :x]
jump [T

It : fun :=&fun_2

j ump lcont

leont © call fun

one of these blocks or not. We model this by adding the ctarget instruction to all call target
blocks (see Listing 6 below) and requiring that it is encountered immediately after a call.
If not, a fault occurs. This prevents misspeculation to the middle of any block, and to the
beginning of a block that is not a possible function entry point with respect to the program.
It does not, however, prevent the attack described above, as both fun 1 and fun 2 are

reachable, depending on whether or not the initial branch is taken.

SpecIBT is able to precisely detect BTB attacks like the one above. Listing 6 below shows a
program instrumented with SpecIBT protections. SpecIBT’s novel contribution is to store
the intended call target in the dedicated callee register on the caller side [1]. (Here, that
means fun_ 1 gets stored.) Then on the callee side, the contents of callee are checked against
the current location, and the msf register is set if they don’t match. Thus when the subse-

quent loads execute, the data is masked and nothing is leaked to the attacker.

12



Listing 6 (Vulnerable program + SpecIBT (from [1])).

calln :branch (argl < len) to [’

msf := (argl < len)?1: msf

fun := &fun_ 1

j ump lcont

fun 1 : ctarget

msf = (callee # &fun_1)?1: msf

I

msf := (argl > len)?1: msf

jump [T

It : fun :=&fun_2

j ump lcont

fun_ 2

ctarget

msf 1= (callee # &fun_2)71:

msf

x < load[(msf =1)?0 :(base + argl)]

y « load[(msf =1)70:x]

leont @ callee := fun

call fun

2.2.3 Threat Model and Security Definition

We seek to mitigate against Spectre PHT and BTB attacks, so our threat model assumes
an attacker with full control over these predictors. Our security definition follows from the
fact that we seek to protect arbitrary programs. By “arbitrary”, we mean programs that
do not enforce a distinction between secret and public data, and that do not follow the
cryptographic constant-time (CCT) programming discipline. The CCT discipline requires
that instructions vulnerable to timing attacks (control flow and memory access instructions,
and variable-time instructions) not be secret-dependent. CCT programs typically use an
information flow control type system that types registers and memory locations as holding

secret or public data, and restricts the flow of secrets into public locations. Such programs

13




can be proven secure against timing attacks in the absence of speculation [14]. Arbitrary
programs cannot be assumed to distinguish between secret and public data (any memory

location might hold secret data), and might have leaks even in the absence of speculation.

Relative Security SpecIBT seeks to protect arbitrary programs from leaks arising from
speculative attacks. Sequential leaks are out of scope; we only seek to ensure that no new
leaks can be introduced during speculative execution. Given this objective, relative security
is an appropriate choice of security definition: it states that the target program, executing

speculatively, will not leak more than the source program executing sequentially [10, 11].

Formalizing relative security requires the notion of indistinguishability: two executions of a
program are indistinguishable if they emit the same observation trace so that an attacker can-
not infer information about the program by comparing them. This property is also referred
to as observational equivalence. Relative security is stated as an implication from source to
target: if two runs of the source program in the sequential semantics satisfy observational
equivalence, then two runs of the target in the speculative semantics satisfy observational
equivalence. This rules out handling source programs with leaks; as previously noted, these

should be out of scope for our mitigation.
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3 The MiniMIR Language

MINIMIR is a simple untyped imperative language with basic blocks, similar in level to
LLVM Machine IR (hence its name). It is the source and target language for SpecIBT.
MINIMIR is similar in some ways to assembly code, but its instructions take arbitrary
expressions as arguments; this allows us to make use of necessary higher-level constructs

such as the constant-time conditional.

ecexpi=neN number
| & € FP function pointer
| XeR register
| opy(e, ..., €) arithmetic operator
|b?e:e constant-time conditional
c € inst 1= skip do nothing
| X :=e assignment
| branch e to [ conditional branch
| jump { unconditional jump
| X < load[e] load from address
| store[e] <+ e store to address
| calle indirect call
| ctarget call-target marker
| ret return

b€ blk = (I,([inst], T/L1))
p € prog = [blK]

Figure 1: Language syntax (adapted from [1])

3.1 Syntax

As shown in Figure 1, a MINIMIR program is a list of basic blocks, where a block is a tuple
consisting of a list of instructions and a boolean annotation designating the block as a call
target or not. Block indices are used as labels for block lookup in control-flow instructions.

Instructions, as mentioned previously, take arbitrary expressions as arguments; these include

15



arithmetic operators, registers, constant-time conditionals, numbers, and function pointers.
Constant-time conditional expressions are central to the USLH defense strategy: they allow
the transformation of an instruction into a predicated instruction. As mentioned in §2.2.1,
predicated instructions use branchless logic to evaluate conditionals, so an attacker cannot
misspeculate past instructions added by SpecIBT to detect or mitigate attacks. A function
pointer is a label that refers to a call target block. Function pointer expressions, denoted by

&l, evaluate to function pointer values, denoted by &l.

Instructions include ctarget, our version of endbranch, which is a no-op in the source
program and appears only at the head of call target blocks in the target program. The call

instruction is an indirect call; branch and jump are direct.

Values are either natural numbers, function pointers, or undefined values. As shown in
Figure 3, the only operation that is defined on function pointers is an equality comparison,
which is needed for our mitigation (see Figure 2b). Undefined values are the result of any
other operation performed on function pointers, or of any operation performed on a function
pointer and a number. We discuss the reason for including undefined values in our language

in §3.4.

3.2 Language Level

MiniMIR is a low-level intermediate language. This is by design: USLH-based compilation
passes are best placed relatively late in the compilation process to reduce the chances that
subsequent passes will break the protections it affords [15]. It is therefore reasonable to won-
der why we did not design the language to be even more low-level, for example, completely
linearized with no basic blocks, and having already translated function pointers to numbers?
To see why especially the distinction between function pointers and numbers is necessary, it

is useful to consider the SpecIBT transformation on indirect calls (We examine this in detail

16



in Figure 2b).

SpecIBT adds two instructions to the head of each call target block. Without blocks and
block annotations, call target addresses would need to be explicitly declared, so that SpecIBT
would know where to insert the two instructions that are added at the head of every call
target block. However, because of this insertion of instructions, the call target address
would need to be adjusted in the call instruction. Furthermore, with a linearized program,
such adjustments would propagate through the entire program, requiring further, cumulative
adjustments. Not only that, but any values stored in registers or memory might or might not
be eventually used as call target addresses, and only those so used would need adjustment. It
is easier to encode the distinction between function pointers and numbers into the language,

and easier, too, to use annotated blocks to identify call targets.

3.3 Well-formedness

We define a well-formedness predicate that adds additional restrictions not expressed in
the syntax. A well-formed program is nonempty and contains only well-formed blocks.
A well-formed block is nonempty; ends with a ret or jump instruction (no fallthrough is
allowed from block to block); and contains only well-formed instructions. An instruction
is well-formed if all of its expressions are well-formed. The instructions branch and jump
are well-formed only if their labels do not refer to call target blocks. Well-formedness is
defined recursively on expressions such that all their subexpressions are well-formed, and
function pointer expressions must refer to call target blocks (although call instructions are
not required to have function pointer arguments; as mentioned above, this is consistent with

how the argument of an indirect call is computed at runtime).
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3.4 Undefined Values

If comparisons between function pointers and numbers are defined, our program transfor-
mation does not preserve sequential behavior. This is because it adds instructions that will
result, during linearization, in the adjustment of function pointer addresses, so that one of the
numbers in the comparison will be different and the comparison might turn out differently

as a result.

However, choosing to treat such comparisons as undefined behavior also creates problems,
this time directly related to SpecIBT mitigations. If misspeculation has been detected, then
all loads and all stores will access address 0 of memory. This can lead to a scenario where,
sequentially, a function pointer is stored to address i, a number is loaded from address j,
where ¢ # j, and then the number is used in a number-number comparison. However,
speculatively, ¢ = j = 0, and it will be the function pointer that is loaded, resulting in a
function pointer-number comparison [1]|. In this case, the source program will not encounter
undefined behavior, but the target program will. This breaks relative security, because two
executions of the source program will be observationally equivalent, but two executions of

the target program cannot be, if one of them encounters undefined behavior.

The third option is to use undefined values. This defines comparisons between numbers and
function pointers under misspeculation. The only concern would be if an undefined value
were to be used as the argument of a memory access or control-flow instruction. However,

under misspeculation these arguments will all be masked to 0, so this is not a concern.
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4 The SpecIBT transformation

As shown in Figure 2, the SpecIBT transformation acts on programs at the instruction,

block, and whole-program levels. In this section, I will briefly walk through how this works

at each level.

(i) 2 (7 A) where 7 is emitted code (a basic block fragment) and
A is a list of added basic blocks.

7: Blk £ list inst A : Prog £ list Blk.

[skip], [])

[skip], [])
[x + load[msf 20 :ell,[])

( storel[e] < e’ ) = ([store[msf 20 : el «+ €'],[])

( branch e to ! ) = ([branch €’ to I*;msf =€’ ?1: msf], A*)
where ¢/ = msf ?0: e,l* is a fresh label.

A* = [msf 1= —€/ ?1: msf;jump []

(skip ) =
( ctarget ) =
( x « load[e] ) =

o~ o~ o~ —~

(call e ) = ([callee := €’;call €'],][])
where e/ = msf 7280 : e

(a) Translation of individual instructions

( blk ) £ let (71,A1),..., (7, Ag) be translations of i; € blk
in (il—H—u-—H—fk, A1+|—-~~+|—Ak).

pre, 2 [ ctarget; msf := (callee = &l) 2 msf : 1 ].

( (1, blk) ) 2 let (blk',A) = ( bk ) in
{(p'rel -+ blk’, A) iflis a procedure entry basic block.

(bik', A)

otherwise.

(b) Translation of basic blocks

(p)2let (p',A) 2 map/—\ccum()\(k7 blk). ( (k, blk) ), p) in
P’ H A

(¢) Translation of full programs

Figure 2: SpecIBT transformation (adapted from [1])
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On the instruction level (Figure 2a), SpecIBT takes an instruction and returns a pair; a list
of instructions and a list of added blocks. The list of instructions may contain any of the
following: added instructions as well as the source instruction with its argument wrapped
in a constant-time conditional (in the case of branch and call); the source instruction with
its expression wrapped in a constant-time conditional (in the case of load and store); or
just the original, unaltered instruction. When SpecIBT encounters a use of the ctarget
instruction by the source program, it turns it into a skip. The list of added blocks will be
empty except in the case of branch instructions, where it will contain the interposing block
added by SpecIBT (see Listing 2). Because this part of the transformation is applied to a

list of instructions, it returns a list of pairs.

On the block level (Figure 2b), SpecIBT first unzips the list into a single pair containing the
full sequence of added instructions and the sequence of added blocks, in the order in which
they were added. Then it prepends two instructions to each call target block: ctarget,
which models Intel CET protections, and the instruction that implements SpecIBT’s novel
protection mechanism on the callee side by setting the msf register if the stored call target
label doesn’t match the block label. This part of the transformation takes a block and
returns a pair containing the block’s transformed instruction list (we ignore the call target

block annotation in this description) and the list of added blocks.

On the program level (Figure 2c), we start with a list of transformed blocks as defined above.
MapAccum collects all the original blocks in order and all the added blocks in order, returns

a pair containing each, and finally appends the added blocks to the transformed original

blocks.
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5 Semantics

Our formalization uses three semantics: sequential (Figure 4), speculative (Figure 5) and
ideal (Figure 6).! The sequential semantics model program execution in the absence of
speculation. The speculative semantics model program execution in the presence of specu-
lation, and the ideal semantics model an environment with both speculation and SpecIBT

protections built in.

opi=+|—|*x|=|<[A]—
llzlg if Ulz&ll,l}gz&lg,op is =
v10p Ve = { standard if vi,vy € N
uv otherwise
[[n]]p =n
[&l], = &l

[z], = ()
[[61 op 62]]p = [[61]],) op [[62]]p
[b?e;r:es], =if [b], # O then [e], else [es],

Figure 3: Evaluation of expressions (from [1])

5.1 Sequential Semantics

The sequential semantics, shown in Figure 4, model program execution when control flow is
not altered by speculative mispredictions. A sequential step is denoted as g, where O is the
observation associated with the step (e if no observation is emitted). Multi-step execution
is the reflexive, transitive closure of the single-step relation. It is written as 2>*, where the

arrow with star denotes zero or more steps. Instruction fetch is denoted by p[pc] = i, and

IPrograms are fixed in the semantics, although there is no notation indicating this.
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plpc] = skip
(pc, p, i, stk = (pc + 1, p, p, stk)
plpc] =z :=e [e],=v
(pc, p, i, stk) = (pc + 1, [z — v]p, u, stk)

p[pc]=branch e to I [e],=n b=(n#0)
pc’=if b then (1,0) else pc+1

(pe, p, 1, sth) C20 (pe! p, p, stk)

SEQ_ SKIP

SEQ ASGN

SEQ_BRANCH

p[pc] = jump {
(pc, p, i, stk)y = ((1,0), p, pu, stk)

plpc] = x < loadle]l [e],=n pln]=v

(pc, p, i, sth) <= (pe + 1, [z v]p, p, sth)

SEQ_JumP

SEQ__LoAaD

c]| = store[e]l «— ¢ e, =n [, =v
o, Sroms P17 [, =n_[],

(pc, p, . sth) 22 (pe + 1, p, [ v v, sth)

plpc] =calle [e], =&l

(pe, p, s sth) 25 ((1,0), p, 1, (pe + 1) == sth)

SEQ_ CALL

p[pc] = ctarget
(pc, p, p, stk) = (pc + 1, p, p, stk)

SEQ CTARGET

SEQ RET Plpe] = ret
~ Ape,p, o pc stk <> (pc, p, p, stk)
SEQ TERM p[[pc]] —ret

(pc, p, . []) = Term

Figure 4: Sequential semantics for MINIMIR (from [1])

evaluation of expressions with respect to register state by [e],, defined in Figure 3.2

The state of a running program is represented in the sequential semantics as (pc, p, i1, stk),
where pc is the program counter, which consists of a block label [ and an offset o specifying
an instruction within the block; p is the register state, a mapping of identifiers to values;

1 is the memory state, a flat array of values accessed by index, and stk is the stack, a list

2Tf an expression is ill-formed and would trigger undefined behavior when evaluated, this is avoided in
the case where misspeculation is already occurring and the expression is masked; the mask always has the
correct type.
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of program counters. Normal termination is represented in the semantics as Term. Normal
termination occurs when p[[pc] = ret and stk = [ ]. Term and Fault are considered as final

states; no sequential rules lead to faulting.

A program’s current state is undefined if it is non-final and there exists no rule to step to
a successor state. There is no explicit representation in the transition rules for undefined
states. Undefined behavior for each rule can be inferred by enumerating the ways in which
its premises could be falsified. For example, the source program p would encounter undefined

behavior on call e if [e], # &l.

Taken branches, calls, and jumps go to the first instruction in the target block; the sequential
semantics do not allow jumps to the middle of a block. As mentioned in §3.3, due to well-
formedness, calls can only go to call target blocks, and branches and jumps can only go to
non-call-target blocks. Call target blocks and non-call-target blocks are disjoint sets. Calls
push the return address onto the stack. Returns pop the saved pc off the stack and jump to
it in the successor state. Termination is defined as a return where the stack is empty. There
is a rule here for the SEQ_ CTARGET instruction, but it only advances the program counter;
ctarget is treated as a no-op sequentially. The SpecIBT transformation erases all ctarget

instructions to be sure that they only occur where the transformation places them.

In all three semantics, it is possible for a single step of execution to produce an observation,
which is information leaked to the attacker. Multiple execution steps produce a sequence of
such observations, referred to as a trace. Observations on a single step are represented in
the semantics above the transition arrow as OBranch b, OCall I, OLoad n, and OStore n,
where b is a branch condition, [ is a call target label, and n is a memory address. This model
of sequential leakage is justified by the fact that an attacker can infer information about a
program sequentially from timing differences due to control flow or memory accesses [14].

When there is no observation produced by a step, this is represented with e above the arrow.
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5.2 Speculative Semantics

SPEC__ SKIP Plpc] = skip
- (pc, p, i, sth, L, ms) = (pc+ 1, p, u, stk, L, ms)
cJ]=xz:=¢ [e],=v
SPEC__ASGN Plrc] lel,

(pc, p, i, sth, L, ms) <x(pc+ 1, [z v]p, p, sth, L, ms)

p[pc]=branch e to I [e],=n b=(n#0)
pc’=if b then (1,0) else pc+1  ms'=msV(b#D')
) OBranch b ’ .
(pc, p, p, stk, L, ms)y ————(pc’, p, p, stk, L, ms")
DBranch b’

SPEC_BRANCH

p[pc] = jump

SPEC__Jump 5
(pc, p, p, stk, L, ms) =((1,0), p, u, stk, L, ms)

plpc] = x < loadle]l [e],=n pln]=v

(pc, p, p, stk, L, ms) M>S(pc + 1, [z — v]p, p, stk, L, ms)

SPEC_LoAD

p[pc] = storele]l <€ [e],=n [€],=v

(pe, p, s sth, L, ms) 22 (pe + 1, p, [n e vlp, sth, L, ms)

SPEC_STORE

plpc] =callte [e], =&l ms" =msV (pc' # (1,0))

SPEC__CALL o

<pC, Ps 1, Stka 1, 7n’5> W<pc,7 Py 1, (pC + 1) - Stk7 T, ’TTY/S/>
Jall pc’
c| = ret
SPEC_RET Plrc]

(pc, p, p, pc’ i sth, L, ms) %g(pc’,p,u, stk, L, ms)

p[pc] = ret
(pe, p, i, [], L, ms) < Term

SPEC_TERM

p[pc] = ctarget

SPEC_CTARGET .
pe, p, i, Stk T, ms) —x(pc + 1, p, i, stk, L, ms
. Pyt
p[pc] =i i # ctarget

SPEC_FauLr .
(pc, p, i, stk, T, ms) —Fault

Figure 5: Speculative semantics for MINIMIR (from [1])

The speculative semantics (Fig. 5) is an extension of the sequential semantics (additions in
gold font) with attacker directives, two flags added to the state, and two additional transition

rules modeling Intel CET. Transitions are represented by %s. The small s differentiates
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speculative transitions from sequential ones, and D is an option type representing either a

singleton list containing the attacker directive consumed by the step, or an empty list if there

is no directive associated with the step. When there is no directive consumed by a step, this

is represented with e below the arrow. Multistep speculative execution is represented by
s

%* (n), where D denotes the sequence of attacker directives consumed by an n-step program

execution.

Attacker Model We use directives to model a powerful speculative attacker with full
control over hardware predictors. This is a sound overapproximation, meaning that we have
modeled an unrealistically powerful attacker in order to guarantee that our mitigation does
not fail to protect against any capability a real-world attacker might have. This approach also
allows us to avoid needing to model hardware details, which would make our formalization,

especially the proofs, more complex.

The attacker can trigger misspeculation with the control-flow instructions, branch and call,
using directives DBranch b and DCall pc, respectively. This corresponds to our threat
model, where the attacks we consider are Spectre PHT and BTB. Misspeculation is occurring
when the attacker’s choice of branch condition or call target differs from the branch condition

or call target that would be used sequentially.

Speculative State Configuration In the speculative semantics, the flags ¢t and ms are
added to program state: (pc, p, , stk, ct, ms). The former is part of the modeling of Intel
CET protections, and the latter mirrors the state of the msf register, and of the ideal ms
flag.® The ct flag is set to true when a ctarget instruction is expected, immediately after a

call instruction, as part of detecting misspeculation on calls.

3Unlike in the ideal semantics, the ms flag is not modeling anything in the hardware, and, unlike the msf
register, whether or not it is set does not affect the subsequent execution of the program. It is only there to
facilitate the proofs. It can be assumed to be always in step with msf and ideal ms.
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Fault states are represented in the semantics as Fault. This state is the result of misspecu-

lating to anywhere other than the head of a call target block.

Transition Rules SPEC BRANCH uses the attacker directive as the branch condition and
detects misspeculation if it is different from the sequential branch condition. The sequential
branch condition is leaked. SPEC CALL uses the attacker directive as call target location,
and detects misspeculation if its label is different from that of the sequential call target,
which is leaked, or if its offset is nonzero (sequential calls only go to zero offsets). The ct flag
is set in the successor state in expectation of a ctarget instruction, and the return address

pushed onto the stack.

The new transition rules, SPEC__FAULT and SPEC__ CTARGET, model the two possible out-
comes of misspeculation on a call instruction in the presence of Intel CET protections. The
former enforces faulting when ¢t = T but the instruction is not ctarget, while the latter

unsets ct when the instruction is ctarget.

5.3 Ideal Semantics

The notion of an "idealized" semantics comes from the work of Shivakumar et al. [12], where it
is the starting point for the design of the concrete program transformation. The authors first
identify a security property based on their threat model, and then design an ideal semantics
that expresses both the adversarial environment and the protections necessary to guarantee
security in the adversarial environment. From that semantics, they then define an imple-
mentation, which is the concrete program transformation. Finally, they prove that a source
program executing ideally and a target program hardened with the concrete transformation
executing speculatively will exhibit the same behaviors and are therefore equivalent. There-
fore the transformation guarantees security in the adversarial environment. We adopted this

notion and general approach, using our own threat model and security definition.
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p[pc] = branch e to ! if ms then Oelse [¢], =n b= (n#0)
pc’ = if V' then (1,0) else pc +1 ms' = msV (b # )
OBranch b

/ /
<pC, P 1, Stka ms) W<pc ) Ps Stka ms >

IDEAL BRANCH

p[pc] = x < load[e]l if ms then Oelse [e], =n pun]=wv
(pc, p, p, stk, ms) M>Z<pc + 1, [z = v]p, , stk, ms)

IbpEAL  LoAD

plpc] = store[e] <= €' if ms then Oelse [¢], =n [€],=v

IDEAL STORE OSior

<pC, Py 1, Stka mS> —>l<pc +1, Ps [n = U]Nﬂ Stkv mS)

p[pc] = call e if ms then «0 else [¢], =&l ms" =msV (I' #1)
lp| > 1" IsCallTarget(p[l']) o =0

OCalll / / /
i [ ) » M 1) tka
Do) ((I';0"), py pu, (pe + 1) =2 stk, ms”)

IDEAL CALL
(pc, p, p, stk, ms)

plpc] = call e if ms then &0 else [e] , = «!
Ip| < 1"V —IsCallTarget(p[l']) V (o' # 0)
0Calll

sth, ms) —29M L Eaule
(pc, p, p, stk, ms) ety

IpEAL CALL FAULT

Figure 6: Ideal semantics for MINIMIR (selected rules, adapted from [1])

The ideal semantics (Figure 6) is an extension of the speculative semantics (additions in
gold font) with protections mirroring those of the concrete SpecIBT transformation. Ideal
execution is represented by %. Multistep ideal execution is represented by %ﬁ. The ideal

state configuration is the same as the speculative, but without the ct flag: (pc, p, i, stk, ms).

Ideal Transition Rules IDEAL BRANCH, IDEAL LOAD, and IDEAL STORE are the
same as their speculative counterparts, except that they enforce masking directly, using
the ms flag. IDEAL CALL and IDEAL CALL_FAULT handle the cases where the attacker
directive goes to a call target block or not. Instead of doing this with the ctarget instruction
and the ct flag, as with the target program, the conditions under which a fault would occur

or not are built directly into the transition rules as premises.

Misspeculation is tracked using the ms flag, because the source program does not use the msf

register. Unlike in the speculative semantics, the ms flag in the ideal semantics influences
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program execution by controlling when masking is enforced.
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6 Relative Security for SpecIBT

Theorem 1 states that, if two executions of the source program in the sequential semantics
are indistinguishable based on leakage (2), then two executions of the target program in the
speculative semantics will also be indistinguishable (4). We use p F to denote that the
semantics is parameterized by the program, so it is fixed for an execution. We use (| p ) to

denote a program transformed by SpecIBT.

Each source/target pair of executions must begin with related register states. The ~ relation

on registers in (3) is given in Definition 6.

Some side conditions, collected in (1), must hold as well: the source program must be well-
formed, as specified in §3, and it must not use the dedicated target registers callee and msf

or the ctarget instruction. These conditions must hold throughout the proofs.

The remaining conditions are specific to proofs handling the program entry point. The callee
register must indicate, for both target executions, that the program has been entered via a
call to block 0, which must be designated as a call target block (notice also that the ct flag
is set for both executions, as shown in (4)), and the msf register must contain 0, indicating
that misspeculation is not yet occurring at the start of the program (notice also that the
ideal ms flag is unset (L) in (4)).

Theorem 1 (Relative Security for SpecIBT (from [1])).

wf _prog(p) A callee, msf ¢ VARS(p) A

IsCallTarget(p[0]) A ctarget ¢ p A

= (1)
P} (callee) = &0 A phy(callee) = &0 A
pi(msf) =0 A py(msf) =0
P ((0,0), p1, 1, []) = ((0,0), p2, pi2, []) = (2)
p1~ ) Apa~ Py = 3)
(p)FA(0,0),p1, 11, [], T, L) ~s ((0,0), p5, p2, [], T, L) (4)
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The notion of indistinguishability is formalized as observational equivalence. Two program
executions are observationally equivalent if, given the same sequence of directives,
they emit the same observation trace, or if one of the observation traces is a prefix of the
other. The ~ and =, symbols are shorthand for sequential and speculative observational

equivalence, respectively.

Definition 1 (Sequential Observational Equivalence (from [1])). Two sequential states (s;)

and (sg) are observationally equivalent under the sequential semantics of program p, written

ph (s1) ~ (sq) iff

VOl,Og.pl—(31> —1>* /\p|_<82> —2>* :>01§02

O; s O, denotes that, instead of the both lists being equal, O; may be a prefix of O, or
vice versa. This is required because the two executions are not required to be of the same
length. The use of the - symbol for successor states means that they don’t matter enough

to specify.

Definition 2 (Speculative Observational Equivalence (from [1])). Two speculative states
(s1) and (sg) are observationally equivalent under the speculative semantics of program p,

written p = (s1) ~ (sq) iff

VD,Ol,OQ.pl—<81>%§;-/\p|—<82> %;:>01§02

We define observational equivalence in the ideal semantics, ~2;, in an analogous way, with

—+ replaced by —.
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6.1 Relative Security

To prove relative security, we first prove a backward compiler correctness result, showing
equivalence between a speculative execution of the target and an ideal execution of the

source.
Lemma 1 (Backwards compiler correctness, top-level (from [1])).
wf _prog(p) A callee, msf ¢ VARS(p) A

IsCallTarget(p[0]) A ctarget ¢ p A = (5)
P (callee) = &0 A p'(msf) =0

(P D {0,000 (], T 1) 25 = (6)
o = (7)
pl—((0,0),p,u,[],L) Eg (8)

The goal of Theorem 1, (4), unfolds to Definition 2. The premises of Definition 2 are target
executions in the speculative semantics. We can introduce these as premises in Theorem 1,
and then apply Lemma 1 to them. Since Lemma 1 is an implication from a target execution in
the speculative semantics (6) to a source execution in the ideal semantics (8), the application
will result in the substitution of ideal observational equivalence for speculative in the goal

of Theorem 1.

This leaves us with a connection to make between the source program executing in the
sequential semantics and the source program executing in the ideal semantics. Until mis-
speculation begins, these executions are the same, so observational equivalence in the se-
quential semantics will imply it in the ideal. After misspeculation begins, which, because
the sequential semantics are deterministic, it will do at the same point in both executions,
we use an unwinding lemma to establish that two ideal executions with the same directive

sequence, program counter, and stack state will produce equivalent observation traces, due
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to masking [1].
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7 Backward Compiler Correctness

We now consider Lemma 1 in depth. §7.1 and §7.1.1 give an overview of compiler correct-
ness and simulations, respectively. §7.2 presents the backward compiler correctness lemma,
decomposing it into a top-level statement (§7.2.1); a more general statement proved by in-
duction (§7.2.2); and a single-cycle lemma that establishes equivalence between multiple

steps of the target program and a single step of the source program (§7.2.3).

7.1 Compiler Correctness

A correct compiler preserves the meaning of the source program, as determined by its observ-
able behavior. A target program produced by a correct compiler will only produce behaviors
that are a subset of source behaviors: this is known as refinement. Observable behavior
includes divergence, normal termination, faulting, undefined behavior, and, of course, obser-
vation traces [2]. We use a compiler correctness proof to establish behavioral equivalence
between the target program executing in the speculative semantics and the source
program executing in the ideal semantics. This is a somewhat off-label usage of com-
piler correctness, first introduced by Shivakumar et al. [12], where the correctness referred to

is that of the SpecIBT transformation with respect to its specification in the ideal semantics.

7.1.1 Simulations

Simulations, a form of equivalence relation between programs, are commonly used to express
compiler correctness. The strongest type of simulation, called a bisimulation, describes a

source and target program that exhibit exactly the same behaviors.

41t typically also includes input and output, but MiniMIR does not have these.
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Definition 3 (Bisimulation (from [2])). A source program s and target program ¢ simulate

each other iff

VB, t || B< s | B,where for p | B we say program p exhibits behavior B.

For each implication direction, the semantics in the premise is being simulated, and the

semantics in the conclusion is doing the simulating.

This is often too strong, as some compilers might remove source behaviors (optimizations
often do this), or add target behaviors, as discussed above. In these cases, it may be useful
to limit the simulation to one direction of implication or the other. The directions are
distinguished by whether the premise quantifies over all possible executions of the target

(backward) or of the source (forward).

Definition 4 (Backward Simulation (from [2])). A source program s simulates a target
program ¢t iff
VB, tl B= sl B.

We use a backward simulation because it is required to be able to apply the backward

compiler correctness result to the premises of Equation 4 in Theorem 1, as described in §6.1.

Simulation Diagrams The typical structure of simulation proofs can be visualized with
a simulation diagram. Figure 7 shows a simulation where the target program takes one or
more steps corresponding to a single step of the source. Once this is established for a single
source step, it can be proved for the whole program by strong® induction on the length of

the target execution.

5The need for strong induction is due to the fact that we are using a single target cycle as the induction
step, and when this is longer than 1 step, regular induction no longer suffices.
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Let S be a source state, and T be a target state. Solid lines denote premises, and dashed
lines denote conclusions. The same goes for arrows, which denote state transitions. The
+ symbol denotes one or more steps of execution. The diagram below represents the
statement

T ~ S, and T —=" T’, then 3 9 such that § - S A T' ~ S

Figure 7: Simulation diagram for SpecIBT (adapted from |[2])

e T ~ S: the state invariant ~ holds for a pair of arbitrary source and target states

o T -3+ T'": T can take one or more steps to a successor state 1", possibly producing

an observation trace t
e It must be shown that:
~ S -5 S S can take a single step to a successor state S’, producing trace t
— T" ~ §’: the state invariant holds for source and target successor states

We use this definition because SpecIBT sometimes adds instructions. We refer to T’ A X

as a single cycle of the target.®

Definition 5 (Single Cycle). The length of a single cycle for the target program depends

upon which source instruction ¢ we consider.

e If 7 is a branch whose condition is true, SpecIBT adds two instructions in the inter-

SHere and in all subsequent discussions of the compiler correctness proof, source is a shorthand for source
program executing in the speculative semantics, and target is a shorthand for target program executing in the
speculative semantics.
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posing block, and the length of the single cycle is 3.

e If 7 is a branch whose condition is false, SpecIBT appends an instruction, and the

length of the single cycle is 2.

e If 7is a call, SpecIBT prepends an instruction and adds two additional instructions

at the head of the call target block. The length of the single cycle is 4.
e Otherwise, the length of the single cycle is 1.

(Refer to Figure 2 for the specific instructions added.)

State Invariant State invariants impose conditions on how program states are related
when equality is too strong a constraint. The state invariant, in our setting, is mostly
about handling synchronization between the source and target programs, given that SpecIBT
may add instructions. This means that the program counters won’t always match, and
therefore the contents of stacks might not either. Synchronization is also necessary because
the speculative semantics model the detection of misspeculation with the msf register, while
the ideal semantics abstract this to the ms’ flag; these must be shown to be synchronized
with respect to both the timing and the outcome of detection.® Registers require a relation
that isn’t equality only because the target program uses the dedicated registers msf and

callee, which the source must not use. Memory is assumed to be the same for each program.

Definition 6. The state invariant is defined as a relation ~ parameterized by a source pro-
gram and indexed by ideal and speculative state configurations, written as (pc, p, u, stk, ms) ~

(pc', p', u, stk', ct, ms). Individual aspects of state are considered as follows:

e A source program counter pc and target program counter pc’ are synchronized, written

pc ~ pc’, iff

"Both the speculative and the ideal semantics contain the ms flag; it only affects program state in the
ideal semantics.
8The msf register uses numbers to represent the boolean values of the ms flag: 1 for true, 0 for false.
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— Their labels are the same. (SpecIBT doesn’t move instructions to different blocks.)
— The offset of pc¢’ is obtained by:

x Adding 2 if the label of pc refers to a call target block. (SpecIBT adds two

instructions to the head of each call target block.)

* Adding 1 for each branch or call instruction in the block prior to the in-
struction pointed to by p[pc]. (SpecIBT adds one instruction for each of

these.)

e p~ piff p =, excepting the dedicated target registers msf and callee, which the

source doesn’t use, and msf =1 if ms =T, 0 if L.

o stk ~ stk' iff stk and stk’ contain the same number of program counters and these are

pairwise synchronized.

7.2 The Proof

This section contains in-depth descriptions of the proofs of Lemma 1 (§7.2.1), Lemma 2
(§7.2.2), and Lemma 3 (§7.2.3).

7.2.1 Lemma 1

Before we begin, it is worth restating Lemma 1 here, for convenience:

SideConditions =

(] p D F <(070)7p/7/147 H,T,J_> —>: =

D
pr~p =

o,
pF <(0,0),p,u,[],J_> 5_5

Proof of Lemma 1. Lemma 1 states that observational equivalence holds between target and
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source executions starting from

((0,0), 0,1, [, T, L) and ((0,0), p, , [], L),

respectively, given the same sequence of directives for both, p ~ p’, and the collection of side

conditions in (5).

Lemma 1 is not sufficiently general to be proved by induction. Lemma 2 is a more general
statement of correctness, requiring the ~ relation to hold between source and target starting
state configurations, not just register states. We can’t begin with it because source and target
program counters are not synchronized at the program entry point: the target execution
begins halfway through the usual single cycle (see Definition 5) for a call instruction. Once
the target program has gone two steps, synchronization will hold for all aspects of program
state and the simulation can begin. In this proof, we must show observational equivalence

for target executions of length n < 2.

e If n = 0, the target execution consumes no directive and produces no observation,

which the source can match by taking a reflexive step.

e If n =1, we know that the target step was on a ctarget instruction, by (5) and from
our knowledge of how SpecIBT transforms call target blocks (see §4). Therefore the
SPEC_CTARGET rule applies (see Figure 5). Because it consumes no directive and
produces no observation, the source once again preserves observational equivalence

with a reflexive step.

e If n = 2, we know that the second target step was on the instruction msf := (callee
= &0) 2 msf : 1, by our knowledge of how SpecIBT transforms call target blocks
and because the previous instruction was ctarget. The SPEC ASGN rule applies,
updating the msf register with the outcome of the callee check and advancing the

target program counter to (0,2).
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A synchronization point (where Definition 6 holds) has now been reached, with zero or
more target steps remaining. We then apply Lemma 2, the more general backward compiler
correctness proof by induction, to handle the simulation. The more general state invariant is
satisfied, because the only register assignment was to msf, and the target program counter

is at (0,2) to the source’s (0,0) in a call target block.

0
7.2.2 Induction proof
Lemma 2 (Backwards compiler correctness, general (from [1])).
wf _prog(p) A
callee, msf ¢ VARS(p) N | = 9)
ctarget ¢ p
(p)F (scl) 2% (se2) = (10)
(scl) ~ (icl) = (11)
ph (icl) J5 (ic2) (12)

Lemma 2 states that, given a target execution of n steps which consumes a sequence of
attacker directives and emits a sequence of observations, a state invariant which holds on
starting source and target states, and some side conditions, there exists a source execution

which, consuming the same sequence of directives, emits the same observations.

Proof of Lemma 2. We prove Lemma 2 by strong induction on the length of the target
execution, which we abbreviate as LenT'gt. The base case, where LenT'gt = 0, is easily
satisfied by the source also taking zero steps. In both cases, the successor state is the start
state, no directives are consumed, and no observations are produced. The rest of the proof

assumes that LenTgt > 0.
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The application of the induction hypothesis is only necessary if the remaining target execu-
tion is longer than a single step. Therefore, this proof cases over the length of the target
execution (LenTgt) relative to the length of a single cycle (LenCycle). LenCycle is
determined by the number of target instructions added by SpecIBT, which is based on the
source instruction, as specified in Definition 5. We introduce a premise, StepsinCycle, that

computes the length of a cycle accordingly; it is always between 1 and 4, inclusive.

It is also important to know which target instructions are added for which values of program
counter so that we can link a speculative transition rule to each step in the target execution.
This is defined through a match relation (Definition 7) on source and target instructions.
A matching target instruction is the one that begins the target single cycle, but the match
relation also specifies instructions for the rest of the cycle, with the exception of the call

instruction, because we do not know statically whether the call will fault or not.

There are three possibilities for the inductive case: the target execution might be shorter

than, the same length as, or longer than a single cycle. We consider each of these.

— If LenTgt < LenCycle, we must show that, for all partial target executions of length <
LenCycle, observational equivalence holds between target and source. LenCycle = 1 is an

impossible case because LenTgt > 0. This rules out all instructions except branch and call.

e Instruction is branch: LenTygtis known to be nonzero and also strictly less than LenCy-
cle; therefore we consider partial executions of length 1 and 2 if the branch is taken,

and of length 1 if the branch is not taken.

— By Definition 7, we know that the first target step uses the SPEC__BRANCH

transition rule, so we can also assume its premises (see Figure 5).

— These are similar enough to the premises of IDEAL BRANCH (see Figure 6) that

we can infer it as the ideal transition rule; the only difference is in the usage of
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msf vs ms, and we know by the state invariant (see Definition 6) that these are

aligned.

— The observation generated by each branch step, given the same directive, is the

same: (OBranch b, where b is the sequential value of the branch condition).

— The only case left to consider is if the branch is taken and the target program
goes one more step. By the match relation, we know the transition rule used will
be SPEC ASGN. This does not produce an observation; therefore observational

equivalence is preserved for all possible partial executions of the target.

e Instruction is call: LenTygtis known to be nonzero and also strictly less than LenClycle;

therefore we consider partial executions of length 1, 2, and 3.

— LenTgt = 1: by Definition 7, the SPEC__ASGN transition rule applies, with state
updates pc’ — pc’ + 1 and p' — [callee — (msf = 1)?0:e]p’. No observation is

emitted, so a reflexive source step preserves equivalence.

— LenTgt = 2 or 3: by Definition 7, the SPEC _CALL rule applies. We have to
consider both the second and third target step here, because whether a fault oc-
curs depends on the attacker directive, which is consumed in the SPEC_ CALL
step. But the fault itself does not occur until the third step, which is either
SPEC _CTARGET or SPEC__FAULT, depending on whether or not a ctarget in-

struction is encountered.

Because the source program does not use the ctarget instruction, the premises
for its IDEAL CALL and IDEAL CALL FAULT rules have to express the same
conditions for faulting or not by referring to the attacker directive. A fault occurs

if any of the following are the case:

x The attacker directive’s label is out of bounds with respect to the source
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program. For the target program, this ensures that a ctarget instruction
was not encountered, because the added blocks are not call target blocks
(see Figure 2), and the only other possibility is that the directive was out of

bounds with respect to the target program as well.

x The attacker directive’s label does not refer to a call target block. This also
ensures that a ctarget instruction was not encountered by the target pro-

gram, because SpecIBT only adds ctarget to the head of call target blocks.

x The offset is nonzero. ctarget is only added at offset zero, so this also ensures

that the target does not encounter a ctarget.

Therefore, the source and target will fault under the same circumstances. The
only other requirement for observational equivalence is the observation emitted,
which in the case of SPEC_CALL, IDEAL CALL, and IDEAL CALL FAULT is
the sequentially intended call target location. Because masking proceeds in lock-
step given msf ~ ms, either both expressions will be masked or neither of them
will be. Therefore observational equivalence holds for partial target cycles of 2 and
3 steps. Finally, the remaining premises of the ideal transition rules are satisfied

by those of the speculative transition rules, by converting msf to ms.

— If LenTgt = LenCycle, we have a target execution of between 1 and 4 steps, and we must
show that the source can execute a single step that preserves observational equivalence.
We case over the possible types of final target state: running, undefined, fault, or normal

termination.’

e Running state: We apply Lemma 3, introducing (16) as a premise stating that the

source takes a single step, producing the same observation trace as the target and also

9The state Undef is an artifact of the testing process.
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ending in a running state. Since this is also the proof goal, we are done.

e Undefined state: This is an impossible case because no transition rule in the specu-

lative semantics ends in an explicitly specified undefined state.

e Fault state: This is also an impossible case because the only speculative transition
rule where the successor state is a fault is SPEC__ FAULT. But if this occurs, the target
execution is over in 3 steps, but a single cycle for call is 4 steps, and it is assumed

that the target execution is the length of a single cycle.

e Normal termination: This is an impossible case unless the instruction is ret and
the stack is empty, in which case the transition rule SPEC_ TERM applies. The source
can take a corresponding step.!” Because it produces the same observation trace as

the target and also ends in Term, we are done.

—1If LenTgt > LenC'ycle, we can apply Lemma 3 to prove a single step of the simulation, and
the induction hypothesis to prove the rest. We therefore split the target execution into two
parts, where the first has length LenCycle, and the second has length LenT gt — LenCycle.
The sequences of directives and observations are also split accordingly. That such a split is

possible is proven by induction on the length of a single cycle.

We have the necessary conditions to apply Lemma 3, as its premises are those of Lemma 2
(except StepsInCycle, which was introduced earlier). Applying it gives us the conjunction
(16) as a premise, the right conjunct of which satisfies Definition 6 as required by the induc-
tion hypothesis, since the successor states of the single step are the start states of the rest

of the execution. Now we have the necessary conditions to apply the induction hypothesis.

Induction hypothesis The induction hypothesis states that Lemma 2 is the case for all

target executions of length m, where m < n and n = LenTgt — 1. The target execution

10We do not show this rule in Figure 6, but it applies under the same conditions as SPEC_ TERM.

43



we're considering has length LenT'gt — LenCycle, so the inequality to be satisfied once
the induction hypothesis has been applied becomes (LenT'gt — LenCycle) < (LenTgt — 1).
It is satisfied, because we know by (13) (StepsIinCycle) that LenCycle is, at minimum, 1.
(This demonstrates why we need strong induction in the first place-recall that LenCycle is
anywhere from 1 to 4, and regular induction would only allow us to prove a result for single

cycles of length 1.)

The application of the induction hypothesis gives us the premise that, for any target execu-
tion is longer than a single cycle, there is a corresponding source execution that preserves

observational equivalence. This is also the proof goal (12), so we are done.

O
7.2.3 Single cycle proof
Lemma 3 (Backwards compiler correctness, single cycle (adapted from [1])).
wf _prog(p) A
callee, msf ¢ VARS(p) A = (13)
ctarget ¢ p A StepsInCycle(p,icl,D) =n
(p)F (scl) 24 (se2) = (14)
(scl) ~ (icl) = (15)
pl—(icl)%<i02>/\(sc2)~<i02> (16)

Lemma 3 states that, given a target execution whose length is a single cycle, and given that
the state invariant (see Definition 6) holds between target and source starting states, we
must show that the source can take a single step such that observational equivalence (see
Definition 2) holds between target and source, and the state invariant is preserved in target

and source successor states. The usual side conditions are also assumed.
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Proof of Lemma 3. In order to reason about a single cycle (see Definition 5) of target ex-
ecution, we must first establish which target instructions get executed for a given source
instruction. Knowing by Equation 15 that starting target and source program counters are
synchronized according to Definition 6, we define a match relation that defines which target
instruction begins a single cycle (this instruction is said to match the corresponding source
instruction). It further defines, for branch and call, which extra instructions are added for

which values of target program counter.

Definition 7 (Match Relation). Given source and target program counters pc and pc’, where

pc ~ pc’, and p[pc] = i means instruction i is fetched from program p with program counter

pe:
matches
plpc] = = + load[e] (p)pc] =2+ load[(msf =1)20: €]
matches
p[pc] = storele] « ¢ (pDpc] = storel(msf =1)?20:e] + €
matches , ,
p[pe] = branch e to I (p )[pc'] =branch ((msf =1)?0:¢) tol

(p)pc' +1] =msf := ((msf =1)?0:€)71: msf

(p [T, 0] =msf :=(=((msf =1)20:¢))?1: msf

(p DI, )] = jump 1

where, supposing p has n blocks total and branch e to [ is the m'* branch instruction in p,

I'=(n—-1)+m.

45



matches (pD[pc'] = callee := (msf =1)?0:¢

plpc] = calle

(pD[pd +1] =call (msf =1)?0:¢

Otherwise, Vi, p[pc] = i matches ( p | [pc] = .

Note: for call instructions, we also expect the following two target instructions at the

head of any call target block with label I:

(p)[(,0)] = ctarget

(p ), 1)] = msf :=(callee =1) 2 msf : 1

However, the match relation does not specify this, because it is only one of two possible
outcomes. The attacker might jump to a location that isn’t the beginning of a call target

block, in which case a fault will occur. This distinction is handled in the proofs.

It is worth reiterating the assumptions we have collected thus far:

e The state invariant (Definition 6) holds between source and target start states: program
counters, registers, memories, the stack, and between the speculative msf register and

the ideal ms flag (15).

e The matching relation (Definition 7) holds between a given source instruction and
the corresponding target single cycle, showing which instructions are executed by the

target, and therefore which speculative transition rules are used.
e The target executes for the length of a single cycle (13).

e Side conditions hold as detailed in (14). The target execution length is the same as

that of a single cycle.
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We proceed by casing over source instruction type. For each source instruction, we infer
the instructions in the target single cycle, using Definition 7. Given the premises above, we
must show that the ideal step on the source instruction is such that observational equivalence
holds for source and target executions, and the state invariant (Definition 6) holds for source

and target successor states.

In each case, we execute the target, keeping track of the premises of each step, which we
can also assume; the state updates specified by each transition rule, which will define the
target successor state; the type of state the target execution ends in; and the observation
trace emitted by the target steps. This information is used to infer the source step and
justify it (target premises tend to be similar to source premises, for matching steps, with a

few exceptions), and to evaluate whether the state invariant holds at the end.

Branch We must show that the single step of the source and single cycle of the target,
as specified by Definition 7, are observationally equivalent and preserve the state invariant.
We make case distinctions on whether or not misspeculation is already occurring, and if it
isn’t, whether or not the attacker’s choice of branch condition differs from the sequential
branch condition (if it does, misspeculation is initiated).!’ There are six subcases that arise
from this, shown in Table 1. Note that AB stands for attacker branch, and SB for sequential

branch.'?

Table 1 shows the six possible subcases for a target branch instruction executing specu-
latively, and summarizes the state changes that occur in the target program during each
possible cycle. The case where the attacker chooses to take the branch and misspeculation

is already occurring is presented in more detail as an example.

HRecall that misspeculation is monotonic; once msf and ms are set, they remain set.
12A reminder that the msf register has value 0 if unset and 1 if set, corresponding to the ideal ms flag’s
1 and T values, respectively.
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AB taken AB not taken
leak: false (masked) | leak: false (masked)

msf =1 msf (already) set msf (already) set
leak: true leak: true
msf =0/ 5B taken msf not set msf set
B leak: false leak: false
msf =0 A SB not taken msf set msf not set

Table 1: Branch subcases

Example 3 (Branch subcase). Table 2 walks through the 3-step target execution where
the attacker chooses to take the branch and misspeculation is already occurring. We must
prove observational equivalence between this series of steps and the step taken on the source
instruction branch e to [ in the ideal semantics, and that the state invariant holds for the

resulting source and target states.

PC Instruction Transition rule | Effects on State
pc’ ~ pc | branch ((msf =1)?0:¢e) tol’ | SPEC_ BRANCH | OBranch false
(',0) msf :=-=07?1: msf SPEC__ASGN [msf — 1]p
(", 1) jump ! SPEC__ JUMP pc’ = (1,0)

Table 2: Target single cycle, attacker takes branch, already misspeculating

The target program start state is (pc’, p', p, stk’, L, T). Since msf ~ ms, by Definition 6,
P (msf) = 1. Hence, due to masking, the branch condition evaluates to 0 in Table 2.
Had misspeculation not already been occurring, it would have been detected in the next
step. As it is, setting msf to 1 is redundant. The jump brings the target execution to the

synchronization point.

Target state at the end of the single cycle is ((1,0), [msf +— 1]p, u, stk, L, T), and the obser-

vation emitted is OBranch false.

We can construct a corresponding source step in the ideal semantics. Because the source

instruction is branch e to [, the IDEAL BRANCH transition rule applies; however, it is
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necessary to have all the premises. These are:
e p[pc] = branch e to I: true, by the case we're in.

o if ms then O else [e], =n A (n # 0) = b, where b = the branch condition. Given that

msf ~ ms, this is also true: ms = T, so n = 0 and b = false.

e pc’ = if b/ then (1,0) else pc + 1, where V' is the attacker directive: identical to its

speculative counterpart
e ms’' = msV (b#1l): identical to its speculative counterpart

Since we have all the premises, we can apply IDEAL BRANCH. The resulting ideal configu-
ration is ((,0), p, i, stk, T), and the observation emitted is OBranch false. By Definition 6,
((1,0), p, p, stk, T) ~ ((1,0), [msf +— 1]p, u, stk, L, T), and the observations are the same for

both executions. This is what we needed to show to prove this subcase.

The other five cases proceed much like this one.

Call The source instruction is call e. We must show that the single step of the source
and single cycle of the target, as specified by Definition 7, are observationally equivalent
(including whether a fault occurs under the same circumstances for each) and preserve the

state invariant.

By StepsInCycle, the number of steps in the target single cycle is 4, and by Equation 14, the
target execution takes 4 steps. By Definition 7, the target steps we can assume are shown

in Table 3. By the premises of SPEC__ CALL, we know that e evaluates to &l.

Given attacker directive DCall (I, 0"):

The target program start state is (pc’, p', u, stk’, L, ms). We can assume the premises of

SPEC__ASGN and SPEC _CALL (see Figure 5).
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PC Instruction Transition rule | Effects on State

pc’ ~ pc | callee := ((msf =1)?0:e) | SPEC_ ASGN [callee — (msf =1)?0:¢]p’
pc’+1 | call ((msf =1)?0:¢) SPEC_ CALL stk' — (pc’ +2) = stk’ A
ct=TA

OCall ((msf =1)?0:¢e) A
ms=ms V (l#1" VvV o' #0)

Table 3: Target single cycle, call, first two steps
By the end of the second step, the target program state is

((I",0"), [callee — (msf =1)20:elp,p, (pc’ +2) :: sth’, T,ms VvV (I #1" Vv o #0),

and observation OCall ((msf = 1) 70 : e) has been emitted.

If DCall (I",0") goes to the head of a call target block, the next instruction is ctarget.
Otherwise, execution faults. However, by Equation 14 and StepsinCycle, the target single
cycle for call is 4 steps. Therefore, faulting is an impossible case and DCall (I, 0") must go
to the head of a call target block. By Figure 2b, the first two instructions are ctarget and

msf = (callee =1") ? msf : 1. The transition rules and effects on state are shown in Table 4.

PC Instruction Transition rule Effects on State
(I”,0) | ctarget SPEC_CTARGET | ¢t =1
(1",1) | msf = (callee =1")?msf : 1 | SPEC_ ASGN [msf — (callee =1")? msf : 1]p’

Table 4: Target single cycle, call, third and fourth steps

SpecIBT detects misspeculation on the wrong call target block in the fourth step of target
execution. By the end of the single cycle, at the synchronization point, the target program

state is

((1",2), [msf = (callee = 1") 2 msf : 1][callee — (msf =1)?0: €]p,

w, (pe’ +2) = stk’, L,ms v (pc’ # (1",0")).

Now we must show that the source program, given source instruction call e, can take a step
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in the ideal semantics, such that observational equivalence holds, and the state invariant is

preserved when a fault does not occur.

Observational equivalence holds with respect to faulting behavior By SPEC FAULT,
the target faults whenever ¢t = T A ( p )[(I",0")] # ctarget. The source does not use
the ctarget instruction in this way (it is a no-op if it happens to appear), and the ideal
semantics do not contain the ct flag. Instead, the premises of IDEAL CALL__FAULT enforce
that a fault occurs for any one of three reasons: (1) I” > |p|, or (2) —IsCallTarget(p[l"]),
or (3) 0" # 0. These are the same conditions under which a ctarget instruction placed by

SpecIBT will not be encountered (see Figure 2b).

IDEAL CALL specifies that calls will succeed under the logical negation of the conditions
specified by IDEAL CALL FAULT (see Figure 6). It would seem that this ensures that
source and target will fault, or not, under the same conditions. However, there is a small
complication. The length of the source program is less than or equal to the target program
(el < |( p)|)- If the source program contains branch instructions, its length is strictly
less than that of the target program. It is reasonable to wonder whether a call that is in-
bounds for the target is also in-bounds for the source, and whether a call target block in the
target is also a call target block in the source. Because the SpecIBT transformation does
not alter either the index or the call target annotation of existing blocks, but only appends
new branch target blocks (see Figure 2a), the conditions under which a fault occurs remain
the same for both source and target, even though their lengths are not necessarily the same.

Observational equivalence holds with respect to the type of successor state reached.

Source Execution When the source program doesn’t fault, the IDEAL CALL transition
rule is used. The source start state is (pc, p, i, stk, ms). The premises of this rule are goals

to be satisfied before it can be applied. For attacker directive DCall (I”,0"):
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lp| > 1"

e IsCallTarget(p[l"])

e 0" =0

e p[pc] =calle

e if ms then &0 else [e] , = &l
e ms=msV(l#1")

Given that the target execution completed a single cycle without faulting, and given the
discussion in the previous section, we know that (I, 0”) satisfies the first three requirements.
We already have a premise that satisfies the fourth requirement; otherwise we would not be

in the call case.
The last two goals are premises of SPEC__ CALL.

e SPEC_ CALL premise: [e], = &I, where e = (msf =1) 7«0 : e

IDEAL__ CALL goal: if ms then &0 else [e], = &l

e SPEC_ CALL premise: ms = ms V ((I",0") # (1,0))

IDEAL CALL goal: ms = ms V (I #1)

In the first case, the premise and the goal are essentially identical because, by Definition 6,
msf ~ ms. In the second case, we already know o” = 0, because the target didn’t fault (re-
member they both use the same directive), so the premise and goal are the same. Therefore,

we can assume that the source can take a step as defined by IDEAL CALL, and shown in

Table 5.

PC | Instruction | Transition rule | Effects on State
pc | calle IDEAL _CALL | if ms then &0 else [e], A ms=msV (I" #1)

Table 5: Source call
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Given attacker directive DCall (I, 0"):

The source successor state is ((I”,0), p, u, (pc + 1) = stk,ms vV (I" #1)).

Observational Equivalence We must show that the source and target executions emit
the same observation. This will apply for both faulting and non-faulting executions, because
the observation is emitted before the fault takes place. The speculative semantics (see
Figure 5) dictate that the observation emitted by the target program will be of [ if the msf
register was already set in the starting state, and of &0 if it wasn’t. In the source program,
the ideal semantics (see Figure 6) dictate that masking of [ occurs if the ideal ms flag is set
in the starting state. By Definition 6, these will always be in the same state in the starting

state, so the observations emitted will also always be the same.

State Invariant Preserved We must show that the state invariant is preserved in source

and target executions that do not fault. The target successor state is
((I”,2), [msf — (callee =1") ? msf : 1][callee — (msf =1)?20:¢e]p’, p, (pc’ +2) =2 stk’, L, msV (pc’ # (I",0")).

The source successor state is ((I”,0), p, u, (pc + 1) = stk,ms vV (I" #1)).

(I",0) ~ (I",2): synchronized as per Definition 6, since we are at a call target block.

® p ~ [msf — (callee = 1I")? msf : 1][callee — (msf = 1)20:¢|p’: synchronized, since the only
updates have been to msf and callee, which are excluded from the relation, and p ~ p/

by (15).

(pc+1) :: sth ~ (pc’ +2) =2 stk": (pc+1) ~ (pc’ + 2), because one instruction is added

to the target when the source instruction is a call. By (15), stk ~ stk'.

e ms ~ msf: given a non-faulting execution path, speculation is detected in each seman-

tics on the basis of whether {” = [. We know that ms ~ msf at the start, so it must
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be the case that ms ~ msf in the successor states.
Therefore, the state invariant is preserved in source and target executions that do not fault.

]
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8 Related Work

Compiler correctness and ideal semantics Our overall proof structure, and especially
the use of the ideal semantics as a specification for our transformation, owes much to the
work of Shivakumar et al. [12]. Differences are as expected, given that they are seeking
to protect only cryptographic programs in a source language that uses an information flow
control type system to enable proofs that source programs are sequentially free of leaks. For
example, their security definition, relative noninterference, assumes the distinction between
secret and public data, whereas we seek to protect programs that make no such distinction.
Their transformation, like ours, has speculative load hardening as a basis, but their variant
applies masking under more limited conditions than ours, because the source programs they
consider are already relatively well-protected. They have formal proofs of the correctness of

their transformation, but not mechanized proofs.

From sections 2 and 3 of the work of Xavier Leroy [2|, we adopt the notions of semantic
preservation, simulation relation, and safety preservation, the backward compiler correctness

proof technique, and (adapted) simulation diagram.

Relative security Our use of relative security as a suitable security definition for programs
that might be sequentially leaky comes from the work of Baumann et al. [10]. The definition
states that the target program, executing speculatively, should not leak more than the source
program, executing sequentially. This is appropriate for a compiler transformation on a
program whose source code might contain nonspeculative leaks, which are not in scope for
our mitigation. Previous work has used the name "relative security", but not in conjunction

with this definition.
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9 Conclusion

This thesis has described the role played by compiler correctness in formal proofs of relative
security. The ideal semantics define a specification for the SpecIBT transformation such that
source programs executing ideally should enjoy the same protections against speculative
attack as transformed programs executing in the speculative semantics. We introduced
the backward compiler correctness technique used to prove equivalence for such executions,
including the idea of a simulation diagram describing the method of proof for a single step
of simulation between target and source. We then examined the nested proofs in great
detail, from the top-level statement covering the first two steps of the target program to a
simulation point from the program entry point, to the more general lemma statement, to

the single-cycle statement whose proof follows the simulation diagram.

Security, correctness, and safety are not only important, but subtle, and proving these prop-
erties is complex and difficult. Publications with an audience of experts tend to elide many
details, dispatching proofs like the one considered here in a single paragraph. This document
might serve as a reminder of the level of complexity being abstracted away by high-level
sketches, and a justification, if one is needed, for the continued drive toward mechanized

specifications and proofs, and the increased certainty that they provide.
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Appendix A Supplemental File Information

The following supplemental files accompany this thesis.

Artifact

The Rocq development containing the compiler correctness lemma and surrounding work
described by this thesis.

File type: .zip, .v, .md
File name: specibt.zip
File size: 82 KB

Required software: See README.md for required software and build instructions.
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