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Abstract

One of the important challenges when designing and analyzing cryptographic protocols is
the enforcement of security properties in the presence of compromised participants. This
paper presents a general technique for strengthening cryptographic protocols in order to satisfy
authorization policies despite participant compromise. The central idea is to automatically
transform the original cryptographic protocols by adding non-interactive zero-knowledge
proofs. Each participant proves that the messages sent to the other participants are generated
in accordance to the protocol. The zero-knowledge proofs are forwarded to ensure the correct
behavior of all participants involved in the protocol, without revealing any secret data. We
use an enhanced type system for zero-knowledge to verify that the transformed protocols
conform to their authorization policy even if some participants are compromised. Finally, we
developed a tool that automatically generates ML implementations of protocols based on
zero-knowledge proofs. The protocol transformation, the verification, and the generation of
protocol implementations are fully automated.

1 Introduction

A central challenge in the design of security protocols for modern applications is devising protocols
that satisfy strong security properties. Ideally, the designer should only have to consider restricted
security threats (e.g., honest-but-curious participants); automated tools should then strengthen
the original protocols so that they withstand stronger attacks (e.g., malicious participants).
In this paper, we automatically strengthen protocols so that they withstand attacks even in
the presence of compromised participants. The notion of “security despite compromise” [14]
captures the intuition that an invalid authorization decision by an uncompromised participant
should only arise if participants on which the decision logically depends are compromised. The
impact of participant compromise should be thus apparent from the policy, without having to
study the details of the protocol.

Zero-knowledge proof&ﬂ [17, [I5] are a natural candidate for strengthening protocols so that
they achieve security despite compromise since they allow the participants to prove that they
correctly generated the messages they send, without revealing any secret data. Zero-knowledge
proofs go beyond the traditional understanding of cryptography that only ensures secrecy and
authenticity of a communication. This primitive’s unique security features, combined with the
recent advent of efficient cryptographic implementations of zero-knowledge proofs for special

LA zero-knowledge proof combines two seemingly contradictory properties. First, it is a proof of a statement
that cannot be forged, i.e., it is impossible, or at least computationally infeasible, to produce a zero-knowledge
proof of a wrong statement. Second, a zero-knowledge proof does not reveal any information besides the bare fact
that the statement is valid.



classes of problems, have paved the way for their deployment in modern applications. For
instance, zero-knowledge proofs can guarantee authentication yet preserve the anonymity of
protocol participants, as in the Civitas electronic voting protocol [10], or the Pseudo Trust
protocol [19], or they can prove the reception of a certificate from a trusted server without
revealing the actual content, as in the Direct Anonymous Attestation (DAA) protocol [9].
Although highly desirable, there is no computer-aided support for using zero-knowledge proofs
in the design of security protocols: in the aforementioned applications, these primitives were
used in the design by leading security researchers, and still security vulnerabilities in some of
those protocols were subsequently discovered [24] [5].

1.1 Owur Contributions

We present a general technique for strengthening security protocols in order to satisfy authoriza-
tion policies despite participant compromise, as well as an enhanced type system for verifying that
the strengthened protocols are indeed in conformance with their policy even if some participants
are compromised.

The central idea is to automatically transform the original security protocols by including
non-interactive zero-knowledge proofs. Each participant proves that the messages sent to the
other participants are generated in accordance to the protocol. The zero-knowledge proofs are
forwarded to ensure the correct behaviour of all participants involved in the protocol, without
revealing any secret dataﬂ Our approach is general and can strengthen any protocol based
on public-key encryption, digital signatures, hashes, and symmetric encryption. Moreover, the
transformation automatically derives proper type annotations for the strengthened protocol
provided that the original protocol is augmented with type annotations. In general, this frees
protocol designers from inspecting the strengthened protocol to conduct a successful security
analysis, and only requires them to properly design the original, simpler protocol.

The type system extends our previous type system for zero-knowledge [4] to the setting of
participant compromise. In particular, instead of relying on unconditionally secure types, we give
a precise characterization of when a type is compromised in the form of a logical formula. We
use refinement types that contain such logical formulas together with union types to express type
information that is conditioned by a participant not being compromised. We use intersection and
union types to infer very precise type information about the secret witnesses of zero-knowledge
proofs. These improvements lead to a much more fine-grained analysis that can deal with
compromised participants, but also increase the overall precision and expressivity of the type
system.

Finally, we developed a tool that automatically implements protocols based on zero-knowledge
proofs in RCF [7], a core calculus of ML. These implementations can be linked either against a
concrete cryptographic library, or against a symbolic one where the cryptographic primitives are
considered fully reliable building blocks. We use another type-checker to verify the security of
the generated RCF implementation with respect to the symbolic cryptographic library. The
overall workflow for generating secure ML implementations is depicted in Figure

In general, this translation validation approach has the advantage that even if we apply
drastic optimizations, or completely reimplement the transformation, we do not need to redo any
proofs. While a direct proof of correctness of the translation would provide stronger guarantees
for any generated protocol implementation without relying on any validator, this far from
trivial proof would need to be redone every time the transformation is changed, e.g., when

2The compromised participants can leak any data they receive so, while our transformation preserves secrecy
in the uncompromised setting, secrecy cannot be enforced when some participants are compromised. What our
transformation enforces in case of partial compromise is conformance to the authorization policy.



Figure 1 Workflow for Generating Secure ML Implementations
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applying any optimization. We believe that the added benefits of having such a direct proof are
greatly outweighed by the amount of work necessary to create it and keep it up-to-date as the
transformation evolves.

1.2 Related Work

Security despite compromised participants was introduced by Fournet et al. [14]. The authors
observe that in order to fix a protocol that is not secure despite compromise one can either
weaken the authorization policy to document all dependencies between participants or correct
the specification of the protocol in order to avoid such dependencies. We take the latter
approach. Our current work provides a systematic technique for removing dependencies between
participants and achieving security despite compromise.

The closest work to ours is by Corin et al. [I1], who automatically compile high-level
specifications of multi-party protocols based on session types (and not involving cryptography)
into cryptographic implementations that are secure despite participant compromise. The
generated cryptographic implementations are efficient and are guaranteed to adhere to the original
specification even if some of the participants are compromised. The original transformation did
not consider secrecy (all messages were assumed to be public) or payload binding (the generated
protocols were susceptible to message substitution attacks), but these limitations have recently
been addressed by the authors [8]. While the original transformation was proven correct [11],
the more recent one [8] relies on a type-checker [7] for verifying that each of the generated
cryptographic implementations is secure.

The main difference with respect to [11l 8] is that our translation takes a cryptographic
protocol as input, not a higher-level specification of a multi-party protocol. This is conceptually



different and has the advantage of providing an effective way to strengthen existing cryptographic
protocols. Furthermore, our approach may in principle allow the original protocol and the
strengthened one to interoperate, assuming the former has a flexible enough message format.
On the other hand, the transformation proposed in [§] directly returns executable protocol
implementations, while the implementations we generate use functions for creating and verifying
zero-knowledge proofs that currently have to be implemented by handﬂ

The idea of strengthening security protocols with zero-knowledge proofs was used by Goldreich
et al. to transform secure multi-party computation protocols that are secure against honest-
but-curious adversaries into protocols secure against compromised participants [16] [15]. They
work in the setting of computational cryptography, while we work in the symbolic one. Another
important difference is that their solution requires broadcast communication for the generated
protocol, while we only need point-to-point communication and preserve the message flow of the
original protocol.

Katz and Yung [18], and later Cortier et al. [I2] proposed transformations from protocols
secure against passive, eavesdropping attackers to protocols secure against active attacks. Bellare
et al. transform a protocol that is secure when the communication between parties is authenticated
into one that is secure even if this assumption is not satisfied [6]. Datta et al. [13] propose a
methodology for modular development of protocols where security properties are added to a
protocol through generic transformations. Abadi et al. [2] give a compiler for protocols using
secure channels into implementations that use cryptography.

Translation validation, as introduced by Pnueli et al. [22], is an accepted technique for
detecting compiler bugs and preventing incorrect code from being run. Since the validator is
usually developed independently from the compiler and uses very different algorithms, translation
validation significantly increases the confidence of the user in the compilation process. The
validator can use a variety of techniques, from program analysis and symbolic execution [20), 26],
to model checking and theorem proving [22), 27]. In the current paper we use a type-checker to
validate the results of our translation.

Type systems are particularly salient tools to statically and automatically enforce authoriza-
tion policies on abstract protocol specifications [I4] and on concrete protocol implementations [7].
Type systems require little human effort and provide security proofs for an unbounded number of
protocol executions. Furthermore, the analysis is modular, compositional, and usually guaranteed
to terminate. Fournet et al. [I4] proposed a type system that can be used to analyze conformance
with authorization policies in the presence of compromised participants. Our previous type
system for zero-knowledge [4] extends the one by Fournet et al. to handle zero-knowledge;
however, it crucially relies on unconditionally secure types, which makes it unsuitable for dealing
with security despite compromise. In the current work we remove this limitation by using a
logical characterization of when a type is compromised, and by extending the type system with
union and intersection types [21].

1.3 Outline

Section [2| uses an illustrative example to explain our technique. Section [3| describes the generic
transformation and applies it to this example. Our enhanced type system for zero-knowledge is
presented in Section [dl Section describes two methods that can be used to handle symmetric
encryption. Section [b| presents our tool for automatically generating ML implementations of
protocols based on zero-knowledge proofs. Section [6] concludes and provides directions for future
work. Appendix [A] describes the syntax and semantics of the calculus we use to specify both

3A symbolic version of these functions is still generated automatically and can be used for verification and
debugging.



the original and the transformed protocols. Appendix [B] presents our enhanced type system
for zero-knowledge. Appendix [C] describes the transformation algorithm in full detail. Finally,
Appendix [D] lists the complete code of the example using asymmetric cryptography, before
and after the transformation. The implementation of the transformation [3] and that of the
type-checker [4] are available online.

2 Illustrative Example

This section reviews authorization policies, introduces the problem of participant compromise,
and illustrates the fundamental ideas of our protocol transformation. As a running example, we
consider a simple protocol involving a user, a proxy, and an online store. This protocol is inspired
by a protocol proposed by Fournet et al. [I4]. The main difference is that we use asymmetric
cryptography in the first message, while the original protocol uses symmetric encryption. In the
long version of this paper [3] we discuss how our transformation handles symmetric encryption
and apply these ideas to the original protocol by Fournet et al. [14].

User Proxy Store

assume Request(u, q)
—sign(enc((q,p),pk(kpp)).ku)>
assume Registered (u)
—sign(enc((u,q),pk(ks)),kps)—>
assert Authenticate(u, q)

In this protocol, the user u sends a query g and a password p to the proxy. This data is first
encrypted with the public key pk(kpg) of the proxy and then signed with u’s signing key k.
The proxy verifies the signature and decrypts the message, checks that the password is correct,
and sends the user’s name and the query to the online store. This data is first encrypted with
the public key pk(kg) of the store and then signed with the signing key kpg of the proxy.

2.1 Authorization Policies and Safety

As proposed in [14], 4], we model the security goal of this protocol as an authorization policy.
The fundamental idea is to decorate security-related protocol events by predicates and to express
the security property of interest as a logical formula over such predicates. Predicates are split
into assumptions and assertions, and we say that a protocol is safe if and only if in all protocol
executions each assertion is entailed by the assumptions made earlier in the execution and
by the authorization policy. If a protocol is safe when executed in parallel with an arbitrary
attacker, then we say that the protocol is robustly safe. The protocol above is decorated with
two assumptions and one assertion: the assumption Request(u, q) states that the user u is willing
to send a query ¢, the assumption Registered(u) states that the user w is registered in the system,
and the assertion Authenticate(u, q) states that the online store authenticates the query ¢ sent
by user u.

The goal of this protocol is that the online store authenticates the query ¢ as coming from w
only if u has indeed sent query ¢ and wu is registered in the system. This is formulated as the
following authorization policy:

Yu, q.Request(u, q) A Registered(u) = Authenticate(u, q) (1)



We want Authenticate(u, ¢) to be entailed in all executions of the protocol that reach the assert.
Since the only way to obtain this predicate is by using rule (1]}, which only applies if the assertions
Request(u, q) and Registered(u) have been previously executed, this policy enforces that the store
authenticates ¢ only if a registered user requested ¢. Please note that all authorization decisions
that are not explicitly allowed by the policy are disallowed.

2.2 Security Despite Compromised Participants

If all the participants are honest then the protocol above is robustly safe with respect to
authorization policy . The intuitive reason is that: (i) the messages exchanged in the protocol
cannot be forged by the attacker, since they are digitally signed; (i) the user sends the first
message to the proxy only after assuming Request(u, ¢); and (iii) the proxy sends the second
message to the store only after receiving the first message and assuming Registered(u).

We now investigate what happens if some of the participants are compromised. We model the
compromise of a participant v by (a) revealing all her secrets to the attacker; (b) removing the code
of v, since it is controlled by the attacker; and (c¢) introducing the assumption Compromised(v).
Since the attacker can impersonate v and send messages on her behalf without assuming any
predicate, we make the convention that for each assumption F' in the code of v we have a rule of
the form Compromised(v) = F' in the authorization policy. In our example we have two such
additional rules:

Compromised(user) = Vq.Request(u, q) (2)
Compromised(proxy) = Vu.Registered(u). (3)

With these additional rules the protocol is robustly safe even when the user is compromised,
since the only way for the attacker to interact with the honest proxy is to follow the protocol
and, by impersonating the user, to authenticate a query with a valid password. This is, however,
harmless since the attacker is just following the protocol. The protocol is vacuously safe if the
store is compromised, since no assertion has to be justified; moreover, it is safe if both the
proxy and the user are compromised, since in this case the two hypotheses of rule are always
entailed.

Therefore the only interesting case is when the proxy is compromised and the other partic-
ipants are not. In this case, we introduce the assumption Compromised(prozy), which by
implies that Vu.Registered(u). Still, the compromised proxy might send a message to the store
without having received any query from the user, which would lead to an Authenticate(u, q)
assertion that is not logically entailed by the preceding assumptions. Notice that the only
way to infer Authenticate(u, q) is using rule , and this requires that both Request(u,q) and
Registered(u) hold. However, since the user did not issue a request, the Request(u, ¢) predicate
is not entailed in the system.

As suggested in [14], we could document the attack by weakening the authorization policy.
This could be achieved by introducing a new rule stating that if the proxy is compromised,
then Vu,q. Request(u,q) holds. In this paper we take a different approach and, instead of
weakening the authorization policy and accepting the attack, we propose a general methodology
to strengthen any protocol so that such attacks are prevented.

2.3 Symbolic Representation of Zero-knowledge

Before illustrating our approach, we briefly recap the technique introduced in [5] to symbolically
represent zero-knowledge proofs. Zero-knowledge proofs are expressed as terms of the form



zk5(1\7 ‘N ) The statement S of the zero-knowledge proof is a Boolean formula built over
cryptographic operations and the place-holders a; and (3; that refer to the terms M; and
Nj, respectively. The terms M; form the private component of the proof and will never be
revealed, while the terms N; form the public component of the proof and are revealed to
the verifier. The verification of a zero-knowledge proof succeeds if and only if the statement
obtained after the instantiation of the place-holders, S{M /@}{N/3}, holds true. For instance,
ZKcheck(a1,B1 )~z (SiEN(M, k), m; vk(k)) is a zero-knowledge proof showing the knowledge of a
signature that can be successfully checked with the verification key vk(k). Notice that the proof
reveals neither the signature sign(m, k) nor the message m. We refer the interested reader to
Appendix for more detail.

2.4 Strengthening the Protocol

The central idea of our technique is to replace each message exchanged in the protocol with a
non-interactive zero-knowledge proof showing that the message has been correctly generated.
Additionally, zero-knowledge proofs are forwarded by each participant in order to allow the
others to independently check that all the participants have followed the protocol. For instance,
the protocol considered before is transformed as follows:

User Proxy Store
ZK1
ZK1,ZK
Si = enc((ar,az2), B2) = Ba A check(B3, B1) ~ fa
01,0 B1 B2 Bs Ba
L —— ——
ZK1 2 zks, (0P vk(ku), pk(kpr), sign(enc((g, p). pk(kpr)), kv ) enc((g, p), pk(kpr)) )
Sy = check(Bs, B1) ~ By Adec(Bo, az) ~ (a1, a2) A B3 = pk(asz) A
Br = enc((Bs, a1), B2) A check(fBs, B1) ~ Br
a1,a2,a3 B1 B2 B3 Ba Bs
A ——
7Ky = stz(q’pa kPE;Vk(kPS)7pk(ks)7pk(kPE)?Vk(kU)?Slgn(enc((qap)vpk(kPE));kU)7
Be Br Bs Bo

sign(enc((u, q), pk(ks)), kps),enc((u, q), pk(ks)),f@\7 enc((q,p), pk(kpr)) )
The first zero-knowledge proof states that the message sign (enc((q,p), pk(ka)), l-cU) sent by the

user complies with the protocol specification: the verification of this message with the user’s
verification key succeeds (check((s, 31) ~» [34) and the result is the encryption of the query and
the password with the proxy’s encryption key (enc((aq,2),32) = (4). We model proofs of
knowledge, so the user proves to know the secret query «; and the secret password as, not just
that they exist.

The public component contains only messages that were public in the original protocol.
The query and the password are placed in the private component since they were encrypted in
the original protocol and could be secretsﬂ Furthermore, notice that the statement S7 simply
describes the operations performed by the user, except for the signature generation which is
replaced by the signature verification (this is necessary to preserve the secrecy of the signing key).

“Here and throughout the paper, we write M to denote a sequence of terms M, ..., M,.
5We need to ensure that no secret messages are leaked by the transformation, at least in case all participants
are honest.



In general, the statement of the generated zero-knowledge proof is computed as the conjunction
of the individual operations performed to produce the output message.

The second zero-knowledge proof states that the message (5 received from the user complies
with the protocol, i.e., it is the signature (check(fs, 34) ~» (B9)) of an encryption of two secret
terms «; and g (dec(fg, a3) ~» (a1, a2)). The zero-knowledge proof additionally ensures that
the message (s sent by the proxy is the signature (check(fs, 31) ~ (7) of an encryption of the
user’s name and the query oy received from the user (87 = enc((fs, @1), 32)). The statement
So guarantees that the query «; signed by the user is the same as the one signed by the proxy.
Also notice that the proof does not reveal the secret password as received from the user.

The resulting protocol is secure despite compromise, since a compromised proxy can no
longer cheat the store by pretending to have received a query from the user. The query will be
authenticated only if the store can verify the two zero-knowledge proofs sent by the proxy, and
the semantics of these proofs ensures that the proxy is able to generate a valid proof only it has
previously received the query from the user. More precisely, the protocol is robustly safe with
respect to the authorization policy since (i) the signature of the user cannot be forged by
the attacker (we recall that the user is not compromised), (ii) the user outputs the signature
only after assuming Request(u, q); and (iii) the proxy (compromised or not) can generate the
second zero-knowledge proof only if it has previously received a signed query from the user. If
we compare these properties of the protocol with the ones ensuring the robust safety of the
original protocol, which are listed at the beginning of Section we can immediately see that
the we no longer rely on the integrity of the proxy but just on the cryptographic semantics of
zero-knowledge proofs.

2.5 Symmetric Encryption

Our technique can be easily extended to deal with symmetric key cryptography. As an example,
we choose the protocol from [14].

U P S

assume Request(u, q)

senc(q,kyp)——>

assume Registered(u)
7Sign((u7Q)7kP )%

assert Authenticate(u, q)

The main difference from the protocol considered so far is that the first message is encrypted
with a symmetric-key and the second message is signed but not encrypted. The authorization
policy for this protocol is the same as the one for the original protocol, and also in this case
the authorization policy is satisfied if all participants are honest, but it is violated if the proxy
is compromised. It is not obvious how to strengthen the protocol in order to enforce the
authorization policy in the case of participant compromise. The problem is that the proxy
cannot reveal the secret key kyp shared with the user, and proving to the store that the query
was encrypted with some secret key does not add anything to the security of the protocol, since
the ciphertext might have been generated by the proxy as well. In other words, we need a way
to guarantee the authenticity of the ciphertext. We propose two different techniques to achieve



that. A first solution is to assume a public-key infrastructure and to let the user prove the
knowledge of her private key. The protocol obtained after the transformation is as follows:

User Proxy Store
ZKlﬂ
K\ ZKo—>
S £ ﬂz = senc(ag, Oél) A ﬂl = pk(ag) :
o1,02,a3 B1 B2
A —_——N N — —
ZK\ £ zks, (kup,ku,q; pk(ku),senc(q, kup))
Sy £ sdec(B2, 1) ~ fB5 Aver(B3, 1) ~ (B4, B5)
o B1 B2 B3 B4 s
=~ — . A A
ZKy £ zkg,(kup;vk(kp),senc(q, kup),sign((u,q),kp), u " q )

The first zero-knowledge proof ensures that the prover knows the private part of the user’s
key-pair and binds this proof of knowledge to the ciphertext. This binding guarantees the
authenticity of the ciphertext. Note that we model non-malleable zero-knowledge proofs, i.e.,
it is impossible to change the ciphertext in the proof without redoing the proof from scratch,
which requires the knowledge of the user’s private key. The second zero-knowledge proof ensures
that the query is the same as the one encrypted in the ciphertext received from the user. This
can be checked by the store by verifying the two zero-knowledge proofs and checking that the
symmetric ciphertext in the public component of ZK | matches the one in the public component
of ZK5. The protocol above is robustly safe with respect to the authorization policy since
(i) the first zero-knowledge proof cannot be forged by the attacker (we recall that the user is
not compromised), (i) the user u outputs this proof only after assuming Request(u, q); and (i7)
the store accepts the authentication request from the user only if the proxy can prove that the
query is obtained by the decryption of a ciphertext (ZK3) and this ciphertext is bound to the
proof of knowledge of u’s private key (ZK1).

The first zero-knowledge proof guarantees the authenticity of the query but clearly reveals
the identity of the user. In order to guarantee authenticity without breaking the anonymity
of the user, we adopt a technique proposed in [19] to achieve authentication in anonymous
peer-to-peer protocols. The basic idea is to associate to each user a public pseudonym hash(n),
where n is a secret known only to the user. This pseudonym replaces the user’s identifier in the
protocol. In order to authenticate a message, the user has just to prove the knowledge of the
secret n. Our transformation supports this technique as well. The first zero-knowledge proof is
of the following form:

S Bo = senc(ag, 041) AP = hash(ag) :

1,002,003 B1 B2

N ’
ZK1 £ zkg, (kup,n,q;hash(n),senc(q, kyp))

The first zero-knowledge proof ensures that the user knows the secret n associated to her public
pseudonym hash(n) and, similarly to the previous protocol, binds this proof of knowledge to the
ciphertext. The second zero-knowledge proof is similar to the one in previous protocol. The
resulting protocol is robustly safe with respect to the authorization policy .



3 Transformation

This section presents our transformation for strengthening cryptographic protocols with zero-
knowledge proofs in order to achieve security despite compromise. Given the space constraints,
we only provide a high-level overview of the transformation and show the transformation in
detail when applied to the protocol from Section 2l The complete technical description of the
transformation can be found in the long version of this paper [3].

3.1 High-level Overview of the Transformation

Our transformation takes as input a spi calculus process (see Appendix that is a parallel
composition of participants which communicate by sending messages to each other on public
channels. We require that there is at most one sender and one receiver on each public channel,
and that the induced message flow graph is acyclic.

The transformation relies on the information obtained from two static analyses of the original
protocol. The first is secrecy analysis, which for each output message returns the secret values
and the public values occurring in that message. For instance, restricted names that are not
sent in clear are regarded as private, together with signing and decryption keys, and variables
storing the result of a decryption. Free names, public keys, and verification keys are considered
public. This information is used when generating zero-knowledge proofs to determine which
terms should occur in the private component and which ones in the public component.

Second, we use a data-dependency analysis that for each output performed by a participant
computes the previous inputs on which the output depends (directly or indirectly), as well as
the cryptographic operations performed by the participant to obtain the output values from
the input ones. This is done by analyzing the sequential code of each protocol participant and
recording all performed cryptographic operations as a substitution that can be applied to the
output term. Among others, this information is used to determine what zero-knowledge proofs
have to be forwarded together with the proof replacing an output message. In our example the
message output by the proxy contains a query received from the user, so in the transformed
protocol the proxy needs to forward the zero-knowledge proof received from the user.

Once the static analyses are performed the transformation proceeds in three steps: The first
step is zero-knowledge proof generation, which replaces each output message by the corresponding
zero-knowledge proof together with the proofs that have to be forwarded. The zero-knowledge
proof generation is defined by induction on the structure of the term output in the original
protocol, but where the variables whose values are computed by the participant from received
inputs are replaced by the symbolic representation provided by the data-dependency analysis.
The second step is zero-knowledge verification generation, which after each input introduces
additional checks that verify all the received zero-knowledge proofs. The shape we require for the
original process allows the transformation to easily determine which output corresponds to each
input, and therefore which zero-knowledge proofs need to be checked after each input. The last
step is the transformation of types. We assume that the user provides typing annotations for the
original protocol from which our algorithm generates typing annotations for the strengthened
protocol. Types are discussed in Section [4]

Please note that the transformation only affects the structure of the messages sent and
processed by the participants, and leaves unchanged: the top-level structure, the message flow,
as well as the authorization policy, assumptions and assertions of the original protocol. Therefore
showing that the transformed protocol is well-typed (and therefore robustly safe) implies that it
conforms to the original authorization policy (even if some participants are compromised). In
the following we illustrate the first two steps of the transformation on the example from Section

2l
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3.2 Transforming the Example

The spi calculus process specifying the expected behavior of the user in the example from Section

2 is as follows:
new ¢.( assume Request(u,q) |

OUt(CbSign(enC((Qap)v pk(kPE))v kU)) )
The names p, ky7, kpr are bound by top-level restrictions. Secrecy analysis returns

secret values : ¢, p, ky public values :  pk(kpg), vk(ky), c1

In the following, we show how to automatically construct the private component sec, the public
component pub, and the statement S of the zero-knowledge proof ZK; replacing the output term
sign(enc((q,p), pk(kpr)), kv ). We start with the true statement and empty private and public
components. Since the considered term is a signature, we add to the statement the conjunct
check(B1, B2) ~ (3, proving that the term enc((q,p), pk(kpg)) has been signed by the user. In
order to preserve the secrecy of the signing key, we prove that the verification of the signature
with the user’s verification key vk(ky) succeeds and returns enc((q, p), pk(kpg)). Notice that the
signature is added to the public component (since it is sent on a public channel) together with
the verification key and the ciphertext.

Term = sign(enc((q,p), pk(kpg)), ku)

S = check(B1, B2) ~ O3
Sec = £
pU’b = sign(enc((q,p), pk(kPE))a kU)’ Vk(k:U)’ enc((q,p), pk(kPE))

The remaining part of the statement is obtained from the nested encryption. The statement is
extended to prove that the message signed by the user is the encryption of two secret terms.
The names ¢ and p are added to the private component, while the proxy’s public key pk(kpg) is
added to the public component.

Term = sign(enc((q, p), pk(kpr)), ku)

S = enc((a1,a2),B1) = B3 A check(B1, B2) ~ B3
sec = p,q
pub = sign(enc((q,p), pk(kpr)), ku), vk(ku),enc((q,p), pk(kpr)), pk(kpE)

Finally, the terms in the public component are re-arranged so that public terms occur in the
beginning followed by the original output message. The statement is changed accordingly. This
rearrangement of public terms is necessary for the verification of the zero-knowledge proofs:
the semantics requires the messages checked for equality by the verifier be contained in the
first part of the public component (see Appendix [A.3). The result of this rearrangement is the
zero-knowledge proof ZK shown in Section

We now illustrate how the the zero-knowledge proof ZK, is generated. The spi calculus
specification of the proxy is as follows:

(assume Registered(u) |
in(c1, z).let 1 = check(x, vk(ky)) then
let (zo,z3) = dec(x1, kpg) then out(co, sign(enc((u,x2), pk(ks)), kps)) )
The secrecy analysis returns

secret values: 9,23, kpg, kps

public values: ¢, co, z, x1,vk(kps), pk(ks), pk(kpg), vk(kr ), w

11



The generation of the statement for the output term sign(enc((u, x2), pk(ks)), kps) is similar to
the generation of the statement for the message output by the user. In this case, however, only
T9 is added to the private component, while u is added to the public component. The statement
proves that the proxy has signed an encryption of the pair consisting of the name v and of a
secret term.

S enc((Bs, 1), f1) = B3 A check(S1, B2) ~~ B3

sec = X
pub = sign(enc((u,x2),pk(ks)), kps), vk(kps), enc((u,z2), pk(ks)), pk(ks),u

As opposed to the term output by the user, the signature output by the proxy contains a variable
9, whose value is computed by the proxy from the input x. A honest proxy has to compute z2
by checking whether x is a valid signature made with ky and in case this succeeds decrypting
the result with kpg. This information is returned by the data-dependency analysis, so we add
conjuncts check(z, vk(ky)) ~» x1 and dec(x1, kpg) ~ (z2,23) to the generated statement:

S = check(Bs, o) ~ B A dec(fs, a3) ~ (a1, a2) A Br = pk(az)
Nenc((Bs, a1), Ba) = B3 A check(B1, B2) ~~ (3
sec = x2,13,kpp

pUb = Sign(enc((u7$2)7pk(kS))kaS)’ Vk(kPS)a enc((uva)apk(kS))a
pk(ks), u, x1, pk(kpg),z, vk(ky)

The statement guarantees that the query xo and the secret password are obtained by the
decryption of a ciphertext (dec(fg, a3) ~ (a1, ae)) signed by the user (check(fs, B9) ~» B¢). The
equality B7 = pk(as) guarantees that the private key used in the decryption corresponds to the
public key of the proxy. Notice that u, pk(ks), and the ciphertext x; are inserted into the public
component. The proxy’s decryption key and the password x5 are instead included in the private
component. The password is in the private component since it was obtained by decrypting a
ciphertext with the proxy’s private key. The zero-knowledge proof ZKs shown in Section [2.4]is
obtained by rearranging the terms in the public component, as previously discussed. Finally, the
signature output by the proxy in the original protocol is replaced by the zero-knowledge proof
ZK 5 together with the zero-knowledge proof ZK; received from the user, on which the values in
ZK o depend. The code for the original protocol and the code obtained after the transformation
is shown in Appendix [D} while Appendix [C] describes the transformation algorithm in full detail.

4 Type System for Zero-knowledge

We use an enhanced type system for zero-knowledge to statically verify the security despite
compromise of the protocols generated by our transformation. This type system extends our
previous one [4] to the setting of compromised participants. In particular, instead of relying on
unconditionally secure types, we give a precise characterization of when a type is compromised
in the form of a logical formula (Section . Furthermore, we add union and intersection types
to [4] (Section [4.4). The union types are used together with refinement types (i.e., types that
contain logical formulas) to express type information that is conditioned by a participant being
uncompromised (Section . Additionally, we use intersection and union types to infer very
precise type information about the secret witnesses of zero-knowledge proofs (Section .

4.1 Basic Types

Messages are given security-related types. The syntax of types is reported in Table [1} Type Un
(untrusted) describes messages possibly known to the adversary, while messages of type Private
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Table 1 Basic types

T,U:= T ,Un,Ch(T),Pair(x:T,U) ,{z:T|C}
SigKey(T') , VerKey(T) , Signed(T")
PrivKey(T') , PubKey(T') , PubEnc(T)
Hash(T) ,SymKey(T') , SymEnc(T)

Notations: Private = Ch(T) and L £ {x : Un | false}.
{C}&{x:Un|C}and {C |} £ {z: T | C}, where in both cases = & fv(C).

are not revealed to the adversary. Channels carrying messages of type T" are given type Ch(T).
So Ch(Un) is the type of a public channel where the attacker can read and write messages.

Pairs are given dependent types of the form Pair(x : T',U), where the type U of the second
component of the pair can depend on the value z of the first component (For non-dependent
pair types we omit the unused variable and write Pair(7,U).). As in [I4, [7] we use refinement
types to associate logical formulas to messages. The refinement type {z : T' | C'} contains all
messages M of type T for which the formula C{M/x} is entailed by the current environment.
For instance, {x : Un | Good(x)} is the type of all public messages M for which the predicate
Good(M) holds.

Additionally, we consider types for the different cryptographic primitives. For digital
signatures, SigKey(7') and VerKey(T') denote the types of the signing and verification keys for
messages of type T, while Signed(7T') is the type of signed messages of type T. A key of type
SigKey(T') can only be used to sign messages of type T', where the type T is in general annotated
by the user. Similarly, PubKey(T") and PrivKey(7T) denote the types of public encryption keys
and of decryption keys for messages of type T', while PubEnc(7T) is the type of a public-key
encryption of a message of type T'. Finally, the type SymEnc(7T') is given to encryptions done
using symmetric keys of type SymKey(T"). In all these cases the type T is usually a refinement
type conveying a logical formula. For instance, SigKey({x : Private | Good(z)}) is the type of
keys that can only be used to sign private messages for which we know that the Good predicate
holds.

As usual, a typing environment I' is a set of bindings between names (or variables) and types.

4.1.1 Typing the Original Example (Uncompromised Setting)

We illustrate the type system on the original protocol from Section [2| Since the query ¢ the
user sends to the proxy is not secret, but authentic, we give it type {Un | Request(u, z,)}. The
password p is of course secret and is given type Private. The payload sent by the user, the pair
(q,p), can therefore be typed to T = Pair({z, : Un | Request(u, z,)}, z, : Private). The public
key of the proxy pk(kpg) is used to encrypt messages of type T} so we give it type PubKey(77).
Similarly, the signing key of the user ky is used to sign the term enc((q,p), pk(kpg)), so we
give it the type SigKey(PubEnc(7})), while the corresponding verification key vk(ky) has type
VerKey(PubEnc(77)). Once the proxy verifies the signature using vk(ky), decrypts the result
using kpg, and splits the pair into ¢ and p it can be sure not only that ¢ is of type Un and p is
of type Private, but also that Request(u, ¢) holds, i.e., the user has indeed issued a request.

In a very similar way, the signing key of the proxy kpg is given type SigKey(PubEnc(T%)),
where T5 is the dependent pair type (z, : Un, z, : Un){Request(x,,, z,) A Registered(z,)}, which
conveys the conjunction of two logical predicates. If the store successfully checks the signature
using vk(kpg) the resulting message will have type PubEnc(T3). Since kg has type PubKey(T%)
it can be used to decrypt this message and obtain the user name u and the query ¢, for which
Request(u, ) A Registered(u) holds. By the authorization policy given in Section [2] this logically
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implies Authenticate(u, q). The authentication request is thus justified by the policy, so if all
participants are honest the original protocol is secure (robustly safe).

4.2 Subtyping and Kinding

All messages sent to and received from an untrusted channel have type Un, since such channels
are considered under the complete control of the adversary. However, a system in which only
names and variables of type Un could be communicated over the untrusted network would be
too restrictive, e.g., encryptions could not be sent over the network. We therefore consider a
subtyping relation on types, which allows a term of a subtype to be used in all contexts that
require a term of a supertype. This preorder is used to compare types with the special type
Un. In particular, we allow messages having a type T that is a subtype of Un, denoted T" <: Un,
to be sent over the untrusted network, and we say that the type T has kind public in this case.
Similarly, we allow messages of type Un that are received from the untrusted network to be used
as messages of type U, provided that Un <: U, and in this case we say that type U has kind
tainted.

For example, in our type system the types PubKey(7') and VerKey(T) are always public,
meaning that public-key encryption keys as well as signature verification keys can always be
sent over an untrusted channel without compromising the security of the protocol. On the other
hand, PrivKey(T') is public only if T" is also public, since sending to the adversary a private key
that decrypts confidential messages will most likely compromise the security of the protocol.
Finally, type Private is neither public nor tainted, while type Un is always public and tainted.

In the following, we address in more detail some interesting subtyping and kinding rules
related to refinement types, the top type, and the bottom type, which are reported in Table
The type T is a supertype of any type (by SUB-TOP), while the refinement type {z : T | C'} is a
subtype of any 7" that is a supertype of T' (SUB-REFINE-LEFT). Notice that {z : T' | C'} is also
a subtype of T, since subtyping is reflexive (by SUB-REFL). The bottom type L is encoded as
{z : Un | false}. This is the empty type that is a subtype of all types (by SUB-REFINE-EMPTY),
since in any typing environment —false is logically entailed. Since type T is also a supertype of
Un it is tainted, but it is not public. Dually, type L is public but not tainted.

A useful property of refinement types in our type system is that {x : T' | C'} is equivalent by
subtypingﬁ to T in an environment in which the formula Vz.C holds, and equivalent to type
1 in case the formula Vz.—C holds. Together with the property that {z : T | C'} is always a
subtype of T' and the transitivity of subtyping, this implies that a refinement type {z : T' | C'} is
public if T" is public (since {z : T' | C'} <: T' <: Un) or if the formula Vz.—=C' is entailed by the
environment (since {z : T'| C} <:> L <: Un). Conversely, type {z : T' | C'} is tainted if T is
tainted and additionally Va.C holds (cf. KIND-REFINE-TNT). In the following, we use { C [}
to denote the refinement type {z : T | C'}, where x does not appear in C. Note that, since we
assume a classical authorization logic that fulfills the law of excluded middle, type { C' |} is either
equivalent to T (if C holds), or to L (if =C holds).

4.3 Logical Characterization of Kinding and Subtyping

We capture the precise conditions that a typing environment needs to satisfy in order for a type
to be public (or tainted) as a logical formula. We define a function pub that given any type T'
returns a formula which is entailed by a typing environment if and only if type T is public in
this environment. In a similar way tnt provides a logical characterization of taintedness. Since

SWe call types T and U equivalent by subtyping if both 7' <: U and U <: T.
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Table 2 Rules for refinement types and top

Subtyping
SuB-PUB-TNT SUB-REFL SuB-Topr
I'ET:: pub I'-U: tnt =T I'=T
T <:U I'ET <:T I'ET <: T
SUB-REFINE-LEFT SUB-REFINE-EMPTY
FH{z:T|C} reT<: T F'H{z:T|C} Fz:TE-C
CH{z:T|C}<:T FE{z:T|C}y<:T
SUB-REFINE-RIGHT
F=T<:T Fe:TEC
T <:{x:T"|C}
Kinding
KiND-TorP-TNT KiNnD-Tor-PuB KIND-REFINE-PUB KIND-REFINE-EMPTY-PUB
ko I' = false I'=1T:: pub Fz:TE-C
['ET:tnt I'=T:: pub 'F{x:T|C} : pub 'E{z:T|C} : pub

KIND-REFINE-TNT
LT : tnt Fz:TEC

FF{x:T|C}:tnt

Notation: The judgments I' = T and I'" F ¢ rule the well-formedness of types and typing
environments, while I' = C states that C' is logically entailed from the formulas occurring in the
refinement types in I.

in the current type system we do not have any unconditionally secure types these two functions
are total.

Since type Un is always public and tainted and since true is valid in any environment, we
have pub(Un) = tnt(Un) = true. Conversely, type Private is neither public and nor tainted.
However, in an inconsistent environment, in which false is entailed, it is harmless (and useful)
to consider type Private to be both public and taintedﬂ so equivalent to Un. So we have that
pub(Private) = tnt(Private) = false.

In order for a channel type Ch(T") to be public the type of the payload needs to be both
public and tainted, so pub(Ch(T")) = pub(T) A tnt(T"). As intuitively explained at the end of
the previous subsection, for refinement types we have pub({z : T | C'}) = pub(T") V Vz.=C" and
tnt({z : T | C}) = tnt(T) AVz.C. The types of the cryptographic primitives are also easy to
handle. For instance, pub(PubKey(T")) = pub(VerKey(T')) = true, pub(PrivKey(T")) = pub(T)
and pub(SigKey(T")) = tnt(T).

In a similar way, we define a function sub(7', U) that precisely captures the conditions under
which T is a subtype of U. The precise definition is given in Table [I9]in Appendix [B]

4.4 Union and Intersection Types

"In an inconsistent environment all assertions are justified (false implies everything). Furthermore, in such
an environment all types become equivalent to Un, so by an argument similar to “opponent typability” any
well-formed protocol is also well-typed.
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Table 3 Typing rules for Union and Intersection Types

Term and Process Typing

AND SuUB
'-M:T T'FM:U '-M:T TFT<:T'
I'EM:TANU '-M:T
Proc-CASE

'FEM:TVU I'z:TEHP rz:URP
I'tFcasez =M inP

Subtyping
SuB-AND-LB SUB-AND-GREATEST SUB-OR-SMALLEST
I'ET, <:U I'ET <:Uh I'ET <: Uy I'ETy <. U I'ET, <. U
TETINTy <: U I'ET <:U; AUy 'ETyVvTy <:U
SuB-Or-UB
T < U;
I'ET <:U; VU,
Kinding
KIND-AND-PUB KIND-AND-TNT KIiND-ORr-PuUB
I'ET,;: pub I'=T: tnt I'+U : tnt I'ET:: pub I'HU:: pub
I'=Ty AT i pub T'EFTAU : tnt I'-TvVU:: pub

KIND-OR-TNT
I'ET; :: tnt

I'Ty Vv T, tnt

We extend the type system from [4] with union and intersection types [2I]. The typing and
subtyping rules are reported in Table

A message has type T'AU if and only if it has both type T and type U (cf. AND). Intuitively,
the set of messages of type T' A U is the intersection between the set of messages of type 1" and
the set of messages of type U. Also, if a message has type T then it also has type T'V U for
any U (cf. SuB and SUB-OR-UB). However if all we know about a message is that it has type
T Vv U we cannot safely perform operations on this message that are specific to type T but not
to U. The code that uses this message has to be sufficiently “parametric” so that it type-checks
both if the message has type T and if it has type U.

The type 11 A Tb is a subtype of U if 17 is a subtype of U or if T5 is a subtype of U
(cf. SuB-AND-LB), while T is a subtype of U; A Us if it is subtype of both U; and Uy (cf.
SUB-AND-GREATEST). Similarly, T} A T is public if T or U are public, while T'A U is tainted if
both T and U are tainted. The rules for intersection types are dual. Some useful properties of
union and intersection types are that T'A T and T'V L are equivalent by subtyping to T; T'A L
is equivalent to L; and TV T is equivalent to T.

More important, union types can be used together with refinement types to express conditional
type information. For instance the type Private V { C'|} is private only in an environment in
which the formula C does not hold (e.g., Private VV { false } <:> Private V L <:> Private). In
case C holds the type is equivalent to T (e.g., Private V { true } <:> Private V T <:> T), so in
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this case Private V { C'|} carries no valuable type information. This technique is most useful
in conjunction with the logical characterization of kinding from Section For instance, the
type T'V { —pub(T) [ is equivalent by subtyping to T if T is a secret type, and to T if T
is public (this will be exploited in Section . Similarly, we can express type information
that is conditioned by a participant being uncompromised. Assuming that the predicate
Compromised(v) is entailed by the environment if and only if v is compromised, then we
can define a type PrivateUnlessP that is private if and only if the proxy is uncompromised
as {Private | ~Compromised(prozy)} V {Un | Compromised(prozy)} (this will be exploited in
Section [4.5).

Intersection types are used together with union types to combine type information, in order
to infer more precise types for the secret witnesses of a zero-knowledge proof.

4.5 Compromising Participants

As explained in Section when a participant v is compromised all its secrets are revealed to
the attacker and the predicate Compromised(v) is added to the environment. However, we need
to make the types of p’s secrets public, in order to be able to reveal them to the attacker. For
instance, in the protocol from Section [2 when compromising the proxy the type of the decryption
key kpgr needs to be made public. However, once we replace the type annotation of this key
from PrivKey(T}) to Un, other types need to be changed as well. The type of the signing key of
the user ky is used to sign an encryption done with pk(kpg), so one could change the type of kg
from SigKey(PubEnc(77)) to SigKey(PubEnc(Un)), which is actually equivalent to Un. This type
would be, however, weaker than necessary. The fact that the store is compromised does not affect
the fact that the user assumes Request(u, ¢), so we can give ki type SigKey(PubEnc(77)), where
T{ = Pair({zq : Un | Request(u, z4)}, xp : Un). Similar changes need to be done manually for the
other type annotations, resulting in a specification that differs from the original uncompromised
one only with respect to the type annotations.

However, having two different specifications that need to be kept in sync would be error
prone. As proposed by Fournet et al. [14], we use only one set of type annotations for both the
uncompromised and the compromised scenarios, containing types that are secure only under the
condition that certain participants are uncompromised.

4.5.1 Typing the Original Example (Compromised Setting)

We illustrate this on our running example. The type of the payload sent by the user, which
used to be T = Pair({z4 : Un | Request(u, z4)}, x, : Private), is now changed to T} = Pair({z, :
Un | Request(u, z4)}, zp : PrivateUnlessP). In the uncompromised setting =~Compromised(prozy)
is entailed in the system, type PrivateUnlessP is equivalent to Private, and 77} is equivalent to
T). However, if the proxy is compromised then the predicate Compromised(prozy) is entailed,
PrivateUnlessP is equivalent to Un and T} is equivalent to 77. Using this we can give ky type
SigKey(PubEnc(17)) and kpg type PrivKey(T7).

In the uncompromised setting, the payload sent by the proxy has type Tp = (z,, : Un,z :
Un){Request(z,, z4) A Registered(z,,) }. However, once the proxy is compromised, the attacker can
replace this payload with a message of his choice, so the type of this payload becomes Un. In order
to be able to handle both scenarios we give this payload type T5 = {T% | ~Compromised(prozy)}V
{Un | Compromised(prozy)}. The types of kps and kg are updated accordingly.

With these changed annotations in place we can still successfully type-check the example
protocol in the case all participants are honest (see Section , but in addition we can also try
to check the protocol in case the proxy is corrupted. The latter check will however fail since the
store is going to obtain a payload of type 75. Since the proxy is compromised, 75 is equivalent
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to Un, and provides no guarantees that could justify the authentication of the request. This is
not surprising since, as explained in Section the original protocol is not secure if the proxy
is compromised.

4.6 Type-checking Zero-knowledge

As first done in [4], we give a zero-knowledge proof zkg(N; M) a type of the form ZKProofg(y :
T;3z.C'). This type lists the types of the arguments in the public component and contains a
logical formula of the form Jzy,...,x,.C, where the arguments in the private component are
existentially quantified. The type system guarantees that C{Kf JZ}H{ M /y} is entailed by the
environment. For instance, the proof ZK sent by the user to the proxy in the strengthened
protocol, which was defined in Section as:

an,as Bt B2 Bs Pa
e, N —
ZkSl ( q,p ;Vk(kU)> pk(kPE)7 sign (enc((Q7p)a pk(kPE))v kU) ) enc((QaP)? pk(kPE)) )

where S1 £ enc((a1, a2), 32) = B4 A check(B3, B1) ~ B4, is given type:

ZKProofg, ( y1:VerKey(PubEnc(TY)), y2:PubKey(TY),
y3:Signed(PubEnc(TY)),  ya:PubEnc(TY); 3z1,22.Ch)

where C7 = enc((z1,22),y2) = ya A Red(check(ys,y1),v4) A Request(u,x2). There is a direct
correspondence between the four values in the public component, and the types given to the
variables y; to y4. Also, the first two conjuncts in C directly correspond to the statement
S1. It is always safe to include the proved statement in the formula being conveyed by the
zero-knowledge type, since the verification of the proof succeeds only if the statement is valid.

However, very often conveying the statement alone does not suffice to type-check the
examples we have tried, since the statement only talks about terms and does not mention any
logical predicate. The predicates are dependent on the particular protocol and policy, and
are automatically inferred by our transformation. For instance, in our example the original
message from the user to the proxy was conveying the predicate Request(u, q), so this predicate
is added by the transformation to the formula Cy. Our type-checker verifies that these additional
predicates are indeed justified by the statement and by the types of the public components
checked for equality by the verifier of the proof.

4.6.1 Typing the Strengthened Example (Compromised Setting)

We illustrate this by type-checking the store in the strengthened protocol in case the proxy is
compromised. We start with ZK 1, the zero-knowledge proof created by the user, intended to be
forwarded by the (actually compromised) proxy and then verified by the store. The first two
public messages in ZK 1, vk(ky) and pk(kpg), are checked for equality against the values the
store already has. If the verification of ZK succeeds, the store knows that y; and yo have indeed
type VerKey(PubEnc(77)) and PubKey(T7), respectively. However, since the proof is received
from an untrusted source, it could have been generated by the attacker, so the other public
components, y3 and y4, are given type Un. For the private components x; and x5 the store has
no information whatsoever, so he gives them type T. Using this initial type information and the
fact that the statement enc((x1,z2),y2) = ya A check(ys, y1) ~ y4 holds, the type-checker tries
to infer additional information.

Since y; has type VerKey(PubEnc(75)) and check(ys, y1) ~» y4 holds, we infer that y4 has
type PubEnc(77y) Vv { tnt(PubEnc(17)) [}, i-e., ys4 has type PubEnc(7}) under the condition that
the type PubEnc(T7) is not tainted. If this type was tainted then the type VerKey(PubEnc(75))
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is equivalent to Un. However, this is not the case since the user is not compromised. So the
new type inferred for y4 is equivalent to PubEnc(77) V L and therefore to PubEnc(T5). Since y4
also has type Un from before, the most precise type we can give to it is the intersection type
PubEnc(77) A Un. Since PubEnc(77) is public this happens to be equivalent to just PubEnc(77).
Since y4 has type PubEnc(T7) and enc((z1,z2),y2) = ya we can infer that (z1,z2) has type
Ty V { tnt(T7) [}. Since the user is not compromised tnt(77}) = false so (z1,x2) has type T5.
This implies that the predicate Request(u,x2) holds, and thus justifies the type annotation
automatically generated by the transformation.

The proof ZK 4 is easier to type-check since its type just contains Ss, but no additional
predicates. This means that its successful verification only conveys certain relations between terms.
These relations are, however, critical for linking the different messages. Most importantly, they
ensure that the query received in ZK 5 is the same as variable x5 in ZK; for which Request(u, z2)
holds by the verification of ZK 1, as explained above. Since the proxy is compromised the
predicate Registered(u) holds. So in the strengthened protocol the authentication decision of the
store is indeed justified by the authorization policy, even if the proxy is compromised.

5 Generating Implementations

We have developed a tool, called Spi2RCF, that automatically implements protocols based
on zero-knowledge proofs. The tool takes as input protocols in the same variant of the spi
calculus as used by the translation from Section |3| (see Appendix . It generates reference
implementations in RCF [7], a core calculus of ML. These implementations can be linked either
against a concrete cryptographic library, or against a symbolic one where the cryptographic
primitives are considered fully reliable building blocks and represented using a mechanism for
dynamic sealing.

The transformation works as follows. In a pre-processing stage all the nested applications
of cryptographic primitives are eliminated using let statements, and the protocol is put into a
normal form [23]. The constructors and destructors from the spi calculus are then translated
into calls to the corresponding RCF functions.

Types are also translated, and this is in some cases challenging, since certain primitive
types from the spi calculus have no direct correspondent in RCF, where the types of cryp-
tographic primitives are encoded using more primitive types. For instance, the type of the
user’s signing key ky in the original protocol from Section [2| is SigKey(PubEnc(T}")) where
T} = Pair(zq : Un,{z, : PrivateUnlessP | Request(u, z4)}). However in RCF the type PubEnc
does not exist and encrypted messages are given type Un. Still we encode this type as
SK ({z : Un | Jyy, yq. encrypted(kpe, (Yu,Yq), ©) A Request(u,yq)}), where encrypted is a predi-
cate that is obtained when calling the encryption and decryption functions, and for which the
following injectivity property holds:

Vk,mi,ma,c. encrypted(k,myi,c) A encrypted(k,ma,c) = mi = ma,

corresponding to the determinism of decryption. The Request predicate is now conveyed by
the signature rather than by the encryption, still using the encrypted predicate we can link it
to the message obtained by the decryption. Note however that this translation only works for
transferring logical formulas, and types such as PubEnc(Private) or PubEnc(SymKey(T')) cannot
be faithfully translated.

A previous version of the transformation that did not include zero-knowledge and considered
weaker types for the spi calculus primitives (e.g., encryption returned Un not PubEnc(7T)) was
proved to preserve typability, and therefore the security properties of the input protocol [25].
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As the example above suggests this is not always the case for the current transformation.
Nevertheless, the current transformation is a lot more useful since it applies to much more
protocols (with the weaker types the original protocol in Section 2| would for instance be rejected).
As done for the translation in Section [3] we use a type-checker to validate the security of the
generated RCF implementation [7] with respect to the symbolic cryptographic library.

6 Conclusions and Future Work

We have presented a general automated technique to strengthen cryptographic protocols in order
to make them resistant to compromised participants. Our approach relies on non-interactive
zero-knowledge proofs that are used by each honest participant to prove that she has generated
the messages sent to other participants in accordance to the protocol, without revealing any
of her secrets. The zero-knowledge proofs are forwarded to ensure the correct behaviour of all
participants involved in the protocol. We prove the safety despite compromise of the transformed
protocols by using an enhanced type system that can automatically analyze protocols using
zero-knowledge in the setting of participant compromise. Finally, we developed a tool called
Spi2RCF that automatically implements protocols based on zero-knowledge proofs in a core
calculus of ML.

We plan to work on the efficiency of the transformationfrom Section [3| For instance, we
can apply techniques similar to the ones proposed in [II], 8] to reduce the number of zero-
knowledge proofs forwarded by each participant. Our approach is specifically suited to reason
about optimizations since we use a type-checker to check if the transformed process is robustly
safe despite compromised participants, and another type-checker to verify that this property
carries over to the generated ML implementation. This translation validation approach has
the advantage that even if we apply drastic optimizations, or completely reimplement the
transformation, we do not need to redo any proofs.

Finally, while Spi2RCF can generate protocol implementations that can link against a
symbolic as well as a concrete zero-knowledge library, the task of concretely implementing the
employed cryptographic zero-knowledge proof systems is still manual and non-trivial at the
moment. We plan to investigate automating this process.
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A Spi Calculus with Constructors, Destructors and Zero-knowledge

In this paper we consider a variant of the spi calculus with arbitrary constructors and destructors
similar to the ones in [, [14], and extended with zero-knowledge proofs [4]. This appendix
overviews the syntax and semantics of the calculus.

In the following we identify any phrase ¢ of syntax up to consistent renaming of bound names
and variables. We say that ¢ is closed if it does not have any free variables. We write ¢{¢'/x}
for the outcome of the capture-avoiding substitution of ¢’ for each free occurrence of z in ¢.

A.1 Constructors and Terms

Constructors are function symbols that are used to build terms. The set of constructors we
consider in this papeﬁneludes pk that yields the public encryption key corresponding to a
decryption key; enc for public-key encryption; vk that yields the verification key corresponding
to a signing key; sign for digital signatures; and hash for hashes.

The set of terms (Table , ranged over by K, L, M and N, is the free algebra built from
names (a, b, ¢, m, n, and k), variables (z, y, 2z, v, and w), pairs ((M1,M;)), and constructors
applied to other terms (f(Mj, ..., My)). We let u range over both names and variables.

Table 4 Terms and constructors

K,L,M,N = terms
a,b,ec,m,n, k names
T,Y, 2,0, W variables
(M,N) pair

f(My,...,M,) constructor application (f of arity n)

e 1 2 1 .. 2 1 2 0 n+m 0 0
J = pk’,enc?, vk',sign”, hash”, senc®, ok™, zk;, "5, a7, 3;

Note: zk,, . s is only defined when S is an (n, m)-statement.

Notation:We write (M, ..., M,) to mean (M, (Ma,...,(M,,0k))).

A.2 Destructors

Destructors are partial functions that processes can apply to terms, and are ranged over by g
(Table . The semantics of destructors is specified by the reduction relation | (Table @): given
the terms M, ..., M,, as arguments, the destructor g can either succeed and provide a term N
as a result (which we denote as g(My, ..., M,) | N) or it can fail (denoted as g(Mj, ..., M,) |f).
The dec destructor decrypts an encrypted message given the corresponding decryption key. The
check destructor checks a signed message using a verification key, and if this succeeds returns
the message without the signature.

Table 5 Syntax of destructors

g u= idl,dec2,check2,sdec2,public%,verfjﬁws
Note: ver-™L g is only defined when S is an (n, m)-statement and I € [1,m].

80ur type-checker supports arbitrary constructors and destructors in a generic way.
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Table 6 Semantics of destructors g(My,...,M,) | N

id(M)

dec(enc(M, pk(K)), K)
check(sign(M, K), vk(K))
sdec(senc(M, K),~K)

public,,, (kn.m.s (N, M)) )
Vern,m,l,S(an,m,S(N, Mla . ,Mla . ,Mm)a Mla cee ,MZ) ‘U <Ml+17 ceey Mm> iff [S{N/&}{M/ﬂ}]] = true

ceecee
Egiiii

Notation: M = My, ..., M,.
Notation: We write g(My,..., M,) ¥ if none of the rules above applies, i.e., the destructor
fails.

A.3 Representing Zero-knowledge Proofs

Constructing Zero-knowledge Proofs. As proposed in [4], a non-interactive zero-knowledge

proof of a statement S is represented as a term of the form zk,, ;, g(N1, ..., Np; My, ..., My,),
where N1,..., N, and My, ..., M,, are two sequences of terms. The proof keeps the terms in
Ny, ..., N, secret, while the terms M, ..., M, are revealed.

Statements. The statements conveyed by zero-knowledge proofs are special Boolean formulas
ranged over by S. Statements are formed using equalities between terms, a special ~» predicate
capturing the destructor reduction relation, as well as conjunctions and disjunctions of such
basic statements. The syntax of statements is given in Table

Table 7 Syntax of statements

S, P = statements
g(My,..., M)~ N destructor reduction
M=N term equality
S1 N Ss conjunction
S1V Sy disjunction
true
false

The statement S used in a term zky ., 5(Ni,..., Np; Mi,..., M,y,) is called an (n,m)-
statement. It does not contain names or variables, and uses the placeholders a; and 3;, with
i € [1,n] and j € [1,m], to refer to the secret terms N; and public terms M;. For instance,
the zero-knowledge term zky o (dec(enc(81,82),01))~3 ( % ; ™, pk(k) ) proves the knowledge of the
decryption key k corresponding to the public encryption key pk(k). More precisely, the statement
reads: “There exists a secret key k such that the decryption of the ciphertext enc(m, pk(k)) with
this key yields m”. As mentioned before, m and pk(k) are revealed by the proof while k& is kept
secret.

Verifying Zero-knowledge Proofs. The destructor ver,, ,,; ¢ verifies the validity of a zero-
knowledge proof. It takes as arguments a proof together with [ terms that are matched against
the first [ arguments in the public component of the proof. If the proof is valid, then ver,, ,,; s
returns the other m — [ public arguments. A proof is valid if and only if the statement obtained
by substituting all o;’s and §;’s in S with the corresponding values N; and M; is valid.

The semantics of statements is defined in Table The semantics of the ~~ predicate is
defined in terms of the reduction relation for destructors, unless the destructor is ver in which
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Table 8 Semantics of statements [ ST € {true, false}
{ true if g # ver and g(M) I N

M) ~ N
[9(M) ~ N] false otherwise
true if M =N
false otherwise

(=1 = {

[SiAS:] = [Si] AlSe]
[S1vS] = [51] VIs:]
[true] = true
[false] = false

case the statement is simply falsd’}

A.4 Processes

Additional to the processes from [14] and [4], we have an if process that tests two terms for equality
(if M = N then P else Q) and an elimination construct for union types (case x = M in P).

As in [I4], the processes assume C and assert C', where C' is a logical formula, are used to
express authorization policies, and do not have any computational significance. Assumptions
are used to mark security-related events in processes, and also to express global authorization
policies. Assertions specify logical formulas that are supposed to be entailed at run-time by the
currently active assumptions.

Table 9 Syntax of processes

PQ,R = processes
out(M,N).P output
in(M,x).P input
lin(M,z).P replicated input
new a :T.P restriction
P|Q parallel composition
0 null process
let z = g(ﬁ) then P else Q destructor evaluation
let (z,y) =M in P pair splitting
if M = N then P else O equality check
casex =M in P elimination of unions
assume C' assume formula
assert C expect formula to hold

Notation: We use let (z) = M in P to denote let (z1,y1) = M in let (x2,32) =
y1in ...let (zn,yn) = Yn—1 in if y, = ok then P, where y are fresh variables.

9This is necessary to avoid circularity, since the ver destructor can also appear inside statements.
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A.5 Authorization Logic

Our calculus and type system are largely independent of the exact choice of authorization logic.
We assume that the logical entailment relation A = C' is expansive, monotonous, idempotent
and closed under substitution of terms for variables. The equality in the logic needs to be an
equivalence relation, and the logic must allow replacing equals by equals. The spi calculus terms
form a free algebra in the logic. The logic needs to support function symbols and pairs; however,
they do not need to be first-class, it is enough if we can encode them faithfully (e.g., it is easy to
encode pairs in first-order logic). The destructor reduction relation has to be faithfully encoded
in the logic (e.g., as a binary predicate satisfying corresponding axioms). Finally, the logic is
assumed to include some of the usual logical connectives of classical first-order logic with their
canonical meaning: true, false, A, V, =, -, 3, and V. Note that, unlike in the earlier versions of
this type system [4], we assume that the logic is classical and not intuitionistic — the law
of the excluded middle is an explicit prerequisite on the logic.

Proposition A.1 (Logical Entailment: Assumptions)
Expansivity: C € A implies that A = C;

Monotonicity: A = C and A C A’ then A’ = C;

Idempotence: A= A" and AUA' |=C then A = C;

Substitution: A = C then Ao = Co;

Reflexivity: = M = M;

Symmetry: If AEN =M then A= M = N;

Transitivity: [f A=N=M and AE=EM =L then Al=N = L;
Replacement: A =M = N and A |= C{M/x} imply that also A = C{N/x};
Statements: [S] = true if and only if 0 = S.

Pairs: If A= (M,N)=(M',N') then A= M =M and A= N = N';
True: = true;

False: false = A;

Equals-True: A = C = true if and only if A= C;

And: AECAC ifand only if Al=C and A E C';

Or: AECVC ifand only if A=C or AEC';

Implication: A = C' = C if and only if A,C" = C;

Contradiction: If A = C and A = —C then A = false;

Excluded middle: = CV —C;

Existential: If A = C{M/z} then A = 3x.C;

Universal: Assuming that x ¢ A we have A |=Vz.C if and only if A = C.

In our implementation we consider classical first-order logic with equality as the authorization
logic and we use various automated theorem provers to discharge the proof obligations generated
by our type system.
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A.6 Operational Semantics

The semantics of the calculus is standard and is defined by the usual structural equivalence
(P = Q) and an internal reduction relation (P — Q). Structural equivalence relates the processes
that are considered equivalent up to syntactic re-arrangement. It is the smallest equivalence
relation satisfying the rules in Table

Table 10 Structural equivalence P=qQ
(EQ-ZERO-ID) P|O0 = P
(EqQ-PAr-CoMM) PlQ = Q|P
(EQ-PAR-Assoc) (PIQ)|R = P|(Q]|R)
(EQ-ScoPE) newa:T.(P|Q) = Plnewa:T.Q, ifa ¢ fn(P)
(EQ-BIND-SWAP) new ap : Th.new ag : To.P = new ag : To.new a1 : T1.P, if a; # as
(EQ-CtxT) EIPl = €Ql,ifP=Q

Where € stands for an evaluation context, i.e., a context of the form & = new @ : T.([ ] | P).

Internal reduction is the smallest relation on closed processes satisfying the rules in Table

Table 11 Internal reduction P—-qQ
(RED-1/0) out(a, M).P | in(a,x).QQ — P |Q{M/x}
(RED-!I/0) out(a, M).P | lin(a,z).QQ — P |Q{M/z}|'in(a,z).Q
(RED-DESTR) let 2 = g(M) then P else Q — P{N/z}, ifg(M)} N
(RED-ELSE)  let z = g(M) then Pelse Q — Q, ifg(M)Y
(RED-SPLIT) let (x,y) = (M,N)in P — P{M/z}{N/y}
(RED-IF) if M =M then Pelse Q — P
(RED-ELSE) if M =N then Pelse Q — Q, ifM#*N
(RED-CASE) casex =M inP — P{M/x}

(RED-CTXT) EP) — €Q], ifP—-Q
(RED-EQ) P—Q, ifP=P,P—Q, and Q' =Q

A.7 Robust Safety

A process is safe if and only if all its assertions are entailed by the active assumptions in every
protocol execution.

Definition A.2 (Safety) A closed process P is safe if and only if for every C' and Q such that
P —*new a: T.(assert C' | Q), there exists an evaluation context £ =new b: U.[]| Q" such
that Q = E[assume Cy | ... | assume Cy], fn(C)Nb =10, and we have that {C1,...,Cp} = C.

A process is robustly safe if it is safe when run in parallel with an arbitrary opponent. Our type
system guarantees that if a process is well-typed, then it is also robustly safe.

Definition A.3 (Opponent) A closed process is an opponent if it does not contain any assert
and if the only type occurring therein is Un.

Definition A.4 (Robust Safety) A closed process P is robustly safe if and only if P | O is
safe for every opponent O.
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B Type System for Zero-knowledge

Table [12] lists the types of our type system, while in Table [13| we list the typing judgements. The
well-formed environment judgement is defined in Table [14]

The kinding rules are given in Table and the subtyping rules in Table

Tables 20| and [21] are devoted to the types of the constructors and destructors considered in
this paper. In Table [22| we define the term typing judgement. Table [23| lists the rules for typing
processes, which are defined using the auxiliary statement verification predicate (Table and
the environment extraction relation (Table [24)).

Table 12 Types

T.U:= T TAU Un SigKey(T') PubKey(T) Hash(T) Stm(y : T,3%.0) _
TVvVU Ch(T) VerKey(T') PrivKey(T) SymKey(T) ZKProof, ,, s(y:T;3z.C)
{z:T|C} Pair(z:T,U) Signed(T) PubEnc(T) SymEnc(T)

Notations: Let Private denote the type Ch(T), and type L denote {z : Un | false}.

Let {C} denote the “OK”-type {z : Un | C'}, and { C'[} denote the refinement type {z: T | C},
where in both cases x ¢ fu(C).

Let 7 : jidenote x1:T1,...,x, : T, for some n.

Let (z : T){C'} denote the type Pair(x; : T1, ... Pair(z, : T,,, {C'})) where we additionally require
that the variables Z are not bound in T (they can be bound in C' though).

Table 13 Typing Judgements

I'ko well-formed environment
I'+T well-formed type

re=cC entailed formula
'ET:k kinding, k € {pub, tnt}
I'-T<U subtyping

f:(Th,...,T,) — T constructor typing
g:(Th,...,T,) — T destructor typing
I'tM:T term typing
I'-P well-typed process

Notation: We use I' - 7 to denote a judgement where J € {¢,T,C,T :: k,T <:U,M : T, P}

Table 14 Well-formed environments and types F'oand I'FT
ENV-E ENv-BINDING TYPE
(Z)iv_ MPTY ko u ¢ dom(T) free(T) C dom(T) ko free(T) C dom(T)
o
Hu:Tko re=rm

Definition: dom(0) = 0; dom(T,u : T) = dom(T),u

Convention: We will very often disregard the order in dom(I') and use it as a set.
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Table 15 Entailed formula recC

ENTAILED
ko free(C) C dom(T) forms(T) E C

TEC

Definition:

forms(y  {a: T | C)) = {Cly/x}} U forms(y : T)
forms(y : Ty NTa) = forms(y : Th) U forms(y : T)
forms(y : T1 VTy) ={C1 VvV Cy | Cy € forms(y : T1),Ca € forms(y : 1)}
forms(I'1,T'2) = forms(I'1) U forms(I'2)
(

forms(I') = (), otherwise
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Table 16 Kinding (k € {pub, tnt})

I'ET::

Kinp-Top-TNT
I'ko

I'ET:tnt

KIND-AND-TNT
IET::tnt

I'FU:tnt 'FT:: pub

Kinp-Tor-PuB KiNnD-AND-PuUB1

KiND-AND-PUB2
I' = false I'=1T :: pub '+ U :: pub
I'=T: pub I'ETAU :: pub I'T AU :: pub

KIND-OR-PUB KIND-OR-TNT1
I'FU : pub

I'FTAU :: tnt

KIND-OR-TNT2
I'EU :tnt

I'ETVU :: tnt

KIND-REFINE-EMPTY-PUB

I'ET::tnt
I'ETVU ::tnt

'ETvVvU:: pub

KIND-REFINE-PUB
'F{z:T|C} I'FT:: pub
F'E{z:T|C} :pub

KIND-REFINE-TNT Kinp-UN
F'{z:T7|C} De:TE-C =T :tnt Lz:TEC 'o
'F{z:T|C}:pub FE{z:T|C} :tnt 'FUn:k
KiND-CHAN KIND-PAIR KiIND-SIGNED-PUB
I'=T:: pub I'ET:tnt I'tT:k Lx:THT =k I'=T:: pub
I'FCh(T) :: k

KIND-SIGNED-TNT
I'+T

KiIND-SIGKEY
I'ET::tnt

[+ Pair(z : T,T') = k '+ Signed(T) :: pub
KiIND-VERKEY-PUB

KIND-VERKEY-TNT
I'+T

I'ET ::tnt

I' - Signed(T') :: tnt

KIND-PUBENC-PUB
'eT

I' = PubEnc(T) :: pub

KIND-PUBKEY-TNT
I'ET:: pub

I' - SigKey(T') :: k

KIND-PRIVKEY
I'=1T:: pub

I' = VerKey(T') :: pub I' - VerKey(T') :: tnt

KIND-PUBENC-TNT
I'ET:tnt

I' - PubEnc(T) :: tnt

KIND-PUBKEY-PUB
I'+T

'+ PubKey(T) :: pub

KIND-HASH-PUB

KIND-HASH-TNT
I'eT

I'ET::tnt

I' = PubKey(T) :: tnt

KIND-SYMKEY
'FT: pub 'ET:tnt

' SymKey(T) :: k

KIND-ZK
Vie[l,m].THT;:k

I' - PrivKey(T) :: k

'+ Hash(T) :: pub I' - Hash(T) :: tnt

KIND-SYMENC
=T

I' F SymEnc(T) :: k

KIND-STM
I' |= false

LEStm(y:7T,3%.0) = k

if k=tntthen I,7: T =37.Celse I,j: T+ {3%.C}

I+ ZKProof,, m.s(7 : T;32.C) = k

Derived rules:

KIND-OK-PUB

KIND-OK-TNT

KIND-TUPLE-PUB

'+ {C} r=cC Vi.TFT,::pub  DF(Z:T){C}
I'E{C} :: pub I'E{C} :: tnt

L+ (Z:T){C} :: pub

KIND-TUPLE-TNT

Vi.I' = T; :: tnt

ri:TkEC

Property: If I |= false then for all 7" and & i

Tk (Z:T){C}: tnt

fI'FT thenT'HT :: k.

20
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Table 17 Logical Characterization of Kinding pub and tnt

pub(T) = false tnt(T) = true

pub(T'AU) = pub(U) V pub(T) tnt(T AU) = tnt(U) A tnt(T)

pub(T'V U) = pub(U) A pub(T) tnt(T vV U) =tnt(U) V tnt(T)

pub({z : T | C}) = pub(T) V Va.-C tnt{z: T | C}) =tnt(T) AVz. C
pub(Un) = true tnt(Un) = true

pub(Ch(7T)) = pub(T) A tnt(T) tnt(Ch(T")) = pub(T') A tnt(T")
pub(Pair(x : T,U)) = pub(T") AVz. pub(U) tnt(Pair(z : T,U)) = tnt(T) A Vz. tnt(U)
pub(Signed(T")) = pub(T") tnt(Signed(T")) = true

pub(SigKey(T")) = tnt(T") tnt(SigKey (7)) = tnt(T)
pub(VerKey(T')) = true tnt(VerKey(T')) = tnt(T)
pub(PubEnc(T)) = true tnt(PubEnc(T")) = tnt(T)
pub(PubKey(T')) = true tnt(PubKey (7)) = pub(T)
pub(PrivKey(T")) = pub(T) tnt(PrivKey(T)) = pub(T)

pub(Hash(T')) = true tnt(Hash(T")) = tnt(T)

pub(SymKey(7T')) = pub(T) A tnt(T) tnt(SymKey(T')) = pub(T') A tnt(T)
pub(SymEnc(T')) = true tnt(SymEnc(T)) = true

pub(ZKProof (7 : T; 3%.C')) = Aspub(T}) tnt(ZKProof (7 : T; 3%.C)) = Atnt(T}) A 32.C
pub(Stm(y : T,3%.C)) = false tnt(Stm (3 : T,3%.C)) = false

Property: Assuming that I' =T then I' - 7" :: k if and only if T = k(T'), where k € {pub, tnt}.
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Table 18 Subtyping 'ET<:U
SuB-PuB-TNT SUB-REFL SuB-Top SuB-AND1
I'ET:: pub I'U::tnt =T =T U T <: T
I'T<:U '-T<:T T <:T r-TAU<:T'
SUB-AND2 SUB-AND3 SuB-OR1
IR r-u <1 'T<:T 'ET < Ty =T <:T T, <: T
PFTAU <:T' 'ET <:T1 NTy

SuB-OR2
T'+U T <:T

-7 <:TVvU

SUB-REFINE-EMPTY
FE{z:T|C}

Iz:TE-C

I'ETyvIy <: T

SuB-OR3
r+T -7 <U

r=7<:TVvU

SUB-REFINE-LEFT
F'H{z:T|C} reT<:T
FE{z:T|C}<:T

SUB-REFINE-RIGHT SuB-CHAN-INV

FE{z:T|C}<:T

SuB-PAIR-CoVv
'-T <: U

e Ty FTy <: Uy

reT<:T Ne:TEC

I'tT<>U
FreT<:{z:T"|C}

'k Ch(T) <: Ch(U)

SUB-SIGNED-INV

SuB-SIGKEY-INV
'T<:>U

'eT<>U

T+ Pair(z : T, Ts) <: Pair(z : Uy, Us)

SuB-VERKEY-Cov
'T<:U

T I Signed(T') <: Signed(U) T I SigKey(T) <: SigKey(U)

SuB-PUBENC-INV

SuB-PUBKEY-CON
I'ET <>U

I' - VerKey(T') <: VerKey(U)

SUB-PRIVKEY-INV
'-T<:>U

I' F PrivKey(T') <: PrivKey(U)

SuB-SYMENC-INV
I'ET <>U

I' F SymEnc(T') <: SymEnc(U)

Derived rules:

SUB-REFINE

' <:T

I' - PubEnc(T") <: PubEnc(U) I' - PubKey(T') <: PubKey(U)

SuB-HASH-INV
'-T<:>U

I' - Hash(T') <: Hash(U)

SUB-SYMKEY-INV
'-T<:>U

I' - SymKey(T') <: SymKey(U)

SuB-ZK-Cov

Vi.THT, <:U; D,j:T,.:{32.C} = 32.C"

I - ZKProof , . 5(7 : T; 3%.C) <: ZKProof, 5 (7 : U; 32.C")

SUB-OK
reT<:T Lrx:{z:T|C}EC r, :{C}EC
FE{z:T|C}<:{z:T"|C'"} r={c}y<:{c"}
SUB-TUPLE _
Vi.THT; <: U; rz:T, :{C}EC

Tk (Z:T){C} <: (& :U){C"}
Notation: '-T <:>U if TFT <:Uand ' U <: T.
Property: If I' | false then for al T and U if T T and ' U then T HT <: U.
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Table 19 Logical Characterization of Subtyping sub

sub(T',T) = true
sub(T, T) = true
SUb(U1 VvV Uy, Th A Tg) = (sub(U1 \Y Ug,Tl) A SUb(U1 V UQ,TQ))
\/(SUb(Ul,Tl VAN Tg) AN SUb(UQ, T A TQ)) vV (pub(U1 V Ug) AN tnt(T1 VAN TQ))
sub({z: T | C}, Ty ANT3) = (sub({z : T | C},T1) Asub({z : T | C},T3))
Vsub(T, Ty ATa) VVz.~CV (pub({z : T | C}) Atnt(T1 A T3))

SUb(U1 AUy, Ty A Tg) = (sub(U1 A UQ,Tl) A SUb(U1 A UQ,TQ))
\/sub(Ul, T A TQ) V sub(UQ,Tl VAN T2) V (pub(U1 VAN U2) A tnt(T1 VAN Tg))

sub(T, Ty A Tz) = (sub(T, T1) Asub(T,T»)) V (pub(T) A tnt(Ty A T2))
sub(Ty VT, {x:T | C}) = (sub(Th,{z : T | C}) Asub(To,{z: T | C}))

V(sub(Ty V T2, T) AVz.C) V (pub(Ty V To) Atnt({z : T | C}))
SUb(T1 VT, Ul V Ug) = (sub(Tl, U,V UQ) A SUb(TQ7 U,V UQ))

Vsub(Ty V Ta,Uy) V sub(Ty V T, Us) V (pub(Ty V To) A tnt(Uy V Us))

sub(Ty V T2, T) = (sub(Th,T) Asub(T2,T)) V (pub(Th V To) A tnt(T))
sub({z: T | C},{z: T" | C'}) = (sub(T, T') AVz. C = C")V (pub({z : T | C}) Atnt({z : T" | C'}))
sub({z: T | C}, Ty VT5) =sub(T, Ty vV T5) V (Vx.~C) Vsub({z : T | C},T1)

Vsub({z : T | C},T5) V (pub({z : T | C}) Atnt(T1 V T3))
sub({x : T | C},T) = sub(T,T") V (Vz.=C) V (pub({x : T | C}) A tnt(T"))
sub(Ty ANTo,{z: T | C}) = (sub(Ty AT, T) AVx. C) Vsub(Th,{z: T | C})

Vsub(Ta, {x : T | C}) V (pub(Ty ATo) Atnt({z : T | C}))
sub(T",{z : T | C}) = (sub(T",T) AVx. C) V (pub(T’) Atnt({z : T | C}))
sub(Uy A U, T1 V Ty) = sub(Uy A Us, T1) V sub(Uy A Us, T)

\/SUb(Ul,Tl V TQ) vV sub(Ug,Tl vV TQ) V (pub(U1 A UQ) A tnt(T1 V TQ))

AT, T) =sub(T1,T) V sub(T2,T) V (pub(T1 A T3) A tnt(T))
sub(T, T V Tz) = sub(T,T1) V sub(T,T2) V (pub(T) A tnt(17 V T3))
h(T"), Ch(U)) = (sub(T,U) A sub(U,T)) V (pub(Ch(T)) A tnt(Ch(U)))
sub(Pair(x : T,U), Pair(z : T',U")) = (sub(T,T") AVz. sub(U,U")) V (pub(Pair(z : T, U)) A tnt(Pair(z : T',U")))
sub(Signed(T"), Signed(U)) = (sub(T,U) A sub(U,T)) V (pub(Signed(T")) A tnt(Signed(U)))
sub(SigKey(T'), SigKey(U)) = (sub(T U) Asub(U,T)) V (pub(SigKey(T')) A tnt(SigKey(U))
sub(VerKey(T'), VerKey(U) ub(T,U) V (pub(VerKey(T')) A tnt(VerKey(U)))

sub(7y
(
(C
(
(
(
(
sub(PubEnc(T"), PubEnc(U (sub(T U) Asub(U,T)) V (pub(PubEnc(T)) A tnt(PubEnc(U)))
( su
( (s
(
(
(
(

sub

)
)=
)

( ) =
sub(PubKey(T'), PubKey(U)) b(U,T) V (pub(PubKey(T")) A tnt(PubKey(U)))
sub(PrivKey(T'), PrivKey(U)) ub(T,U) Asub(U,T)) V (pub(PrivKey(T")) A tnt(PrivKey(U)))
sub(Hash (1), Hash(U)) = (sub(7,U) A sub(U,T')) V (pub(Hash(T)) A tnt(Hash(U)))
sub(SymKey(T'), SymKey(U)) = (sub(7,U) A sub(U,T)) V (pub(SymKey(T")) A tnt(SymKey(U)))
sub(SymEnc(T"), SymEnc(U)) = (sub(T",U) A sub(U,T')) V (pub(SymEnc(T")) A tnt(SymEnc(U)))
sub(ZKProof , ;.5(7 : T; 3%.C), ZKProof 1 (7 : U; 32.C")) = Assub(T;, U;) A 33.C = 37.C")
V(pub(ZKProof,, 1, 5(¥ T;3%.C)) A tnt(ZKProof,, . s(7 : U;3z.C")))
sub(T",U) = pub(T') A tnt(U), otherwise

Note: In the definition of sub each case applies only if none of the previous ones apply (like in
most functional programming languages). 32

Property: Assuming that I' -7 and I' = U then I' - 7" <: U if and only if I' |= sub(T, U).




Table 20 Typing Constructors f:(Ty,...

pk : (PrivKey(T')) — PubKey(T')
enc : (T, PubKey(T')) — PubEnc(T")
vk : (SigKey(T')) — VerKey(T)
sign : (T, SigKey(T)) — Signed(T)
hash : (T') — Hash(T")
senc : (T, SymKey(T')) — SymEnc(T)
ok : () — Un

Table 21 Typing Destructors g:(Th,...

dec : (PubEnc(T'), PrivKey(T")) — T
Signed(T'), VerKey(T)) — T
SymEnc(T), SymKey(T)) — T

ZKProof,, m 5(¥ : f; J3z.C)) — (¥ : T){true}

check :

sdec :

~ o~ o~ o~

public,, ., :

n,m
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Table 22 Typing Terms

'EM:T

Exnv SuB AND
ko u:T el I'EM:T r-T<:7 'EM:T I'EM:U

I'tw:T r-M:T I'E-M:TANU

Orl1 OR2 REFINE

I'EM:T I'EM:U I'EM:T FlzC’{M/a?}

r-M:TvU r-M:TvU rEM:{z:T|C}

Pair

FI—MliTl FI_MQTQ{Ml/J}}
'+ (Ml,Mg) : Pair(m : Tl,TQ)

CONSTR
f:(Th,....,T,)—T f#zk Vie[l,n.T'FM;:T;
TF f(Mi,...,My):T

7K
I(spm,s) =Stm(yr : T, ..., Ym : Trp, 321, .., 2,.C) _
Vie[l,n].TFN;:U; PE(My,....Mp): (y1: T, .. ym : T ){C{N/z}}
I'F zkym,s(Ni, ..., Nps My, ..., Mp,)
ZKProof, m s((y1 : T, ..y Ym : T ) {31, ..., 2,.C})

ZK-UN N
[(spm.s) = Stm(y : Un, true) Vie [1,n].T'F N;:Un Vje[l,m]. T+ M;:Un

I'F 2k, 5(Ni, ..., Nps M, ..., My,) : ZKProof, p s((y1 : Un, ...y, Un){3z1, ..., 2y true})

Derived rules

TUPLE L
Vie[l,n].Fl—Mi:Ti FlzC{M/'aE}
'+ <M1,...,Mn> : (.CCl :Tl,...,xn:Tn>{C}

Notation: We write I'(u) for the type T" such that I' = T'y,u : T, T's for some I'; and I's.
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Table 23 Typing Processes

r=p
PrOC-OUT PROC-(REPL)-IN Proc-STOP
T-M:Ch(T) TFN:T TrP TFM:CNT) T,z:TFP THo
T - out(M, N).P T [in(M,z).P T'Fo
Proc-NEW Proc-PAR .
T € {Un, Ch(U), SigKey(U), PrivKey(U)} Fa:THP I, _:{P}FQ r,_:{Q}+P
I'Fnewa:T.P

Proc-DEs

g:(Th,....,T,)—T g # ver
Dz :T,_:{Red(g(M,...,
I, _: {—=3z. Red(g(My,...,

I'P|Q

Vie[l,n].T+ M :T,
M,),z)} + P
M), 2)} - Q

I'klet z = g(My,.

Proc-VER

T+ N : ZKProof . (7 : U; 37.C")

Vie[l,].TFM,;:T;
Lox (g s Tig, -

.., My,) then P else Q

T ($nm,s) = Stm(y : T, 3%.C)

verify-stm(S,T',n,m, 1,5 : U, 3 : T, 3%.C)) holds
o Ym T){32. C{M; /yi}iep g} - P

r'-Q
I'Flet z = very, ;. 5(N, Mi,..., M) then P else Q
Proc-VER-UN N
[(spm.s) = Stm(y : Un, true)
I'N:Un Vie [1,]]. T+ M; : Un Iz:Unk P '@

I'Flet = very, ;m1.5(IV,

ProcC-PAIR-SPLIT
'+ M : Pair(z: T,U)

M, ..., M;) then P else @

Doe:T,y:U,_:{(x,y) =M} P

I'klet (z,y)=MinP

non-disj(T,U)} P  T,_:{~(N=M)}FQ

I'Fif N =M then P else Q

Proc-Ir

I'EN:T I'EM:U F,,:{N:M/\
PrROC-CASE
I'-M:TVvU I'z:THP

T,2:Uk P

PRrROC-ASSUME

PROC-ASSERT
r'-{C}

I'Fcasez =M in P

Derived rules:

PRrROC-TUPLE-SPLIT

IEC

I' F assume C' '+ assert C'

PEM:(yp:Th,...,yn : Tp){C}
DoeyThy oo xn : Toy - {21, yzn) = MAC{Z/Y}} H P
I'Flet (x1,...,2,) =M in P
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Table 24 Formula Extraction P
new a:7.P=3a. P PlQ=PAQ assume C = C P = true, otherwise
Table 25 Logical Characterization of Type Disjointness non-disj(T1, 1)

non-disj(T, Private) = non-disj(Private, T') = —pub(T)

non-disj(7’, U) = true, otherwise

Property: If there exists N so that ' N : T and I' = N : U then I' = non-disj(T, U).
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Table 26 Statement Verification

verify-stm(S, T, n,m, Ly1 : Uty ..oy Ym Uy y1 2 Ty oo oy Ym 2 Ty, 321, -+, 2,.C) holds
if a1 HS{%/&}{&/B}‘]ll—l‘l/+1:n+17""ym:Tm;C =TI I = CandVje[l+1,m]. "+ yj : T;

where F’:I’,f:—T—,ylle,...,yl Tyt Uity ooy Ym 2 Uy 2o T and TV F o

Let v range over U y. We write [|S|]rr to denote [|S|]lyf,+l:THl""’ym:Tm;C

[1S1 A Sallrr = Ta2 ATy, if [[Seflr = T, [[S1]r, = Tz, [|S1]rv + TI'1, and [|Sa[lr, = T2
[|S1V Sallrr +— Ty Vv To,if [|S1|]rr — 'y and [|S2|]rr — D
[[check(vag, vic) ~ vnfler > Do :  (ent(T*) A —sub(I" (uas), Signed (T*))) |} v T*,
Yke[i+1,m] * 1 non-disj(T*,Un) [} v Ty,
zo + { (non-disj(T*,Un) V C) A Red(check(vas,vi),vn) }], if IV F vk : VerKey(T™)

[[dec(var, vic) ~ vn|]r = T'[on : { non-disj(T*,Un) |} VT, Yrepi1,m) : { non-disj(T™*, Un) [} V Ty,
ze + { (non-disj(T*,Un) v C) A Red(dec(vpr, v ), vn) [, if TV F vpy o PubEnc(T™)

[[uar = hash(vy)|]rr = T'[un @ { non-disj(T*,Un) | V T, yrepig1,m) : { non-disj(T™, Un) |} V T},
zo + { (non-disj(T*,Un) V C') A vpr = hash(vy) [, if TV F vy - Hash (T7%)

[lony = enc(uar, vi)|lrr — T oar: Jent(T*) [V T*, v : {tnt(T*) |} V PubKey(T™),
zo : Jon =enc(upr, vg) ], E TV F oy : PubEnc(T™)

H(U]VI,UL) = UN”I‘/ = F/[”U]w : T, v - U{U]\/[/IE},ZC : ﬂ (’UZ\/[,”UL) = UN H, if IV F UN Pair(x : T, U)
[(o70) = onller = T'fong : Ul ze s { C{onr/Z} A (oar) = v B, i T (o) = (Z: UH{C*}

ISl = Tve - { ST

Definitions: For all I'; and I'y such that dom(I'1) = dom(I'2) (same variables and names in
the same order), we define I'y A I's and I'y vV I'y as follows:

DAD =0 (Tpu:T) A Tou:U) = Ty ATo),u:TAU
PDvo =0 (Tu:T)V (Tu:U) = (I'y VIy),u:TVU
Definition: T'[v: U] =TV, v : TAUT"; f T =T, v : T,T”

Note: Note that [|S|]r+ is no longer a function but a relation.
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C Transformation Algorithm

We present an algorithm that transform protocols according to our approach. Protocols will be
expressed in the extensible spi calculus presented in Appendix [A] We first present the algorithm
that transforms untyped spi calculus processes (Section|C.1)). Then we present the transformation

of the types (Section [C.2).

C.1 Transforming Processes

We assume that in the process representing the protocol all names and variables are distinct and
for each input process with a label k£ there exists a corresponding output process with the same
label. Our algorithm relies on a public key infrastructure: Every participant has a decryption
and a signing key, all participants know all encryption and verification keys of all participants.

Furthermore we assume that each symmetric key is annotated by the private key of the
participant using the symmetric key to encrypt a message. For instance, if participant A
uses the symmetric key ks4p to encrypt m and sends it to B, we will use the annotation
privatekey(kap) = kag.

For the description of the algorithm we will use the following definitions and notations:

e P denotes the set of all processes, while P, @, ... € P denote processes. Z denotes the
set of all labels, where k,k’,... € L are labels. V denote the set of (input-) variables
(z,y,... € V), N the set of names (m,n,... € N), T the set of terms, X the set of
substitutions (o, 01,... € ¥), and S the set of statements. In order to refer to variables in
the original process we will use variables z,y, ... (€ V). We will denote variables added by
the algorithm by #,§,,... (£ V)

e The algorithm will modify every output for which there exists an input with the same
label in the process P. To refer to input and output labels we will use:

labelsip: P — 2L
labels;, (P) = {k 130,Q: P2C [k - in(u, 2).Q] }

labelsgyt : P — 2r
labelsgyt (P) = {k |3C,Q : P=C'[k : out(u, M).Q)] }

The labels of the outputs of the encryption and verification keys are pl, p2,p3, and p4.
Two messages are sent, the label for sending and receiving the first message is 1 and for
the second message 2.

labels;y, (Prot) = {1,2}
labelsgyt (Prot) = {pl,p2,p3,p4,1,2}

e In the process P a message, sent in an output with label k, will be bound to a variable in
the input with label k. In order to refer to this variable we use:

variable: Px L —YV
x, 3C,Q : P=C [k : [!]in(u, z).Q]

undef, otherwise

variable (P k) = {
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The message received in input with label 1 is bound to the variable x, the message received
in input 2 is bound to y.

variable (Prot,1) = x
variable (Prot,2) =y

Analogously to above, we will refer to the channel and the message of the output with
label k with:

output: Px L—T xT

eputs (P, k) (u, M), 3C,Q: P=C [k : out(u, M).Q]
output (P, k) =
P undef, otherwise

In output 1 and 2 the channels and messages used are the following;:

output (Prot, 1) = (ch,sign(enc((q, p), pk(kpr)), kuv))
output (Prot,2) = (ch,sign(enc((u, z3), pk(ks)), kps))

We will refer to the set of restricted values in the output with label £ by:

restricted: P x L — oN

restricted (P k) = {n‘ElC’, C'Q,R: P=C[vn.Q] ANQ=C"[k : out(u, M).R] }

No restrictions occur inside a process representing a participant of the protocol, hence for
both outputs the restricted values are the same, namely A’s message m and the signing
and decryption keys of the participants.

restricted (Prot,1) = {q,p, kv, kpE, kps, ks}
restricted (Prot,2) = {p,ku,kpp, kps, ks}

In order to keep track of the dependency between input messages and output message,
we have to keep track of all destructor evaluations and pair splittings occurring before
the output. This is done by collecting all destructor evaluations and pair splittings as
substitutions in reversed order of the process. This substitution applied to the output
message — considered as a statement — will result in a statement built from input variables,
public values, restricted names, constructors, and destructors (because the definition of
terms does not allow destructors, but the definition of statements does, we have to work
on statements and not on terms). By reversing the order of the single substitutions
and exchanging in each substitution the term to be replaced and the term replacing
it, backsubstitutions can be performed. In the definition of deseva(P, k) we look for a
destructor evaluation or a pair splitting occurring before the output with label k, such
that no other destructor evaluation or pair splitting occurs before the found one. This
destructor evaluation or pair splitting is transformed to a substitution and added at the
end of the destructor evaluations and pair splittings occurring in the continuation process
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of the found one. Adding it at the end reverses the order of the substitutions in the process.

deseva: P x L — 2%
deseva (P, k) =
deseva (Q, k) {g(N)/z},
if 30,¢",0,Q,Q" : P=C [Iet z = g(N) then Q else Q'] A
Q=C"[k :out(u, M).Q"] A C|[] is a deseva-context

deseva (Q, k) {N[1],/x1} ... {N[n]n,/zn},
it3C,C",Q,Q": PEC[let (21,...,20) = N in Q] A
Q=C"lk :out(u, M).Q'| AC[] is a deseva-context

e, otherwise

We say C'[] is a deseva-context, the hole does not occur in a branch of a destructor
evaluation or a tuple splitting.

Before output 1 no destructor evaluations or pair splittings occur. For output 2 the A’s
message has to be extracted from the input, which results in two destructor applications.

deseva (Prot,1) =¢
deseva (Prot,2) = {x3/x1[2]2}{x2/x1[1]2}{check(z, vk(ky))/x1}

e compilegutput returns the statements obtained by applying the destructor evaluations at
output with label k& to the channel and the message of this output:

compilegutput : P X L =8 xS
compilegutput (P, k) = (uo, Mo)
with (u, M) = output (P, k)
o = deseva (P, k)
Applying all substitutions given by the destructor evaluations from above to the chan-

nels and output messages, we obtain statements built from constructor and destructor
applications, names, and input variables.

Compileoutput (PTOtv 1) = <Ch7 Sign (enc((q,p), pk(kPE))a kU))

compilegytput (Prot,2) = (ch,sign (enc((u, dec(check(z, vk(kr)), kpg)[1]2), pk(ks)), kpg))

e graph returns a list of labels belonging to the inputs which output with label k£ depends on.
One can think of the message flow of a process as a dependency graph: each message sent in
the process corresponds to a node, using the label of the input and output process to refer
to the nodes, and we have a vertex from node &’ to node &” only if the message in output
with label &’ depends on the message received in the input with label k. graph(P, k) will
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then return the adjacency list of node k.
graph’ : P x £ — 2~
graph’ (P, k) = {K'|3C,C",Q,R: P=C [k : [l]in(v,z).Q)]
A QEC [k :out(v',M').R]
A z € variables (M) }
with (u, M) = compileoutput (P, k)
The first label in the list is the label k. The order of the remaining labels corresponds to
the order of the inputs in the process, i. e. the label k; will occur before the label k; in the
list if and only if there is the input with label k; first, then there is the input with label k;
and then there is the output with label k:
graph: P x L — L"
graph (P, k) = (k,k1,...,kn-1),
with graph’ (P k) = {k1,...,kn_1},
Vn>j>zi>1:4C,C",Q,R: (P=C [k; : [in(ur,z1).Q)]
A QEC"[k; : [Nin(ug, x2).R])
Output 1 is the first output in the protocol, hence the output does not depend on other

inputs, but output 2 depend on input 1. In this case the transitive closures of graph are
identical to graph.

graph (Prot,1) =1
graph (Prot,2) = (2,1)
inputvariables,;; will return all input variables occurring in the output with label &k of
process P:
inputvariablesa;; : P X L — 2V
inputvariablesa; (P k) = {variable (P, k') ‘k" e{ki,. ., kn_1} }
with graph (P, k) = (k, k1, ..., kn—1)

There are no inputs before output with label 1. Before output 2, there is an input
which is bound to variable x, since x occurs in the generated output message of output 2
(compile_output(Prot,2)), this output depends on input 1 (variable(Prot,1) = z).

inputvariablesay; (Prot,1) = &

inputvariables,y; (Prot,2) = {z}

inputvariablespy, returns the same as inputvariables,); minus those variables cor-
responding to inputs of private channels. So inputvariablespy, will return all input
variables occurring in the output with label k of process P and where the input variables
carry messages from public channels:

inputvariablespy : P X £ — 2V
inputvariablespu (P, k) = {variable (P, k') ‘k’ e {ky,. .., kn_1}
A —private_channel (P, k’) }
with graph (P, k) = (k,k1,...,kn—1)
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The output of inputvariablespyy, is the same as the output of inputvariablesai;, since
there are no private channels in our example process Prot.

inputvariablespy, (Prot,1) = @
inputvariablespy, (Prot,2) = {z}

The definition of inputvariablesyy, relies on the definition of private_channel:

private_channel returns a boolean value, whether the channel of the output with label
k is a private one or not. A channel u is private if it is restricted and one is not able
to extract that channel u out of a message used in the protocol. To find out, whether
extracting u from a term used in the protocol we use public and public_terms as defined
below.

private_channel : P x £ — Bool
private_channel (P, k) = u € restricted (P, k) A
—public(u, inputvariablespu, (P, k))
with (u, M) = compilegutput (P, k)

Note that this definition is not circular, because of the partial ordering of the labels
returned by graph.

public_terms(P, k) will be used to refer to all terms, which are public in the process P at
output with label k. These terms include all terms in outputs which have no corresponding
input process (this is, for example, the case for outputs of encryption and verification
keys) and all inputvariables of the process P before output k. The set of all public terms
will not change during execution of the transformation algorithm (up to renaming of
inputvariables).

public_terms: P x L — 27
public_terms (P,k) = {M|3C,Q: P=C [k : out(u,M).Q| Nk’ & labelsiy(P)
A —private_channel(P, k) } U inputvariablesyu (P, k)

The public terms in the example are:

public_terms (Prot,1) = {pk(kpg), pk(ks), vk(ki), vk(kps)}
public_terms (Prot,2) = {pk(kpr), pk(ks), vk(ky),vk(kps), z}

For deciding whether a statement s is public or not, we use public, which receives the
statement s, a set of public statements pub and a set of restricted names res as inputs.
public will be used by the statement generation generatestatenent- While the set pub of
public statements will be extended during the generation of the statement as new public
statements will be added, public_terms(P, k) is used to keep track of all public terms at
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output k& which will not change during statement generation.

public: S x 2° x £ — Bool
public (s,pub,k) = s € pub U public_terms(P, k)
V public’ (s, pub, k)

public’ : S x 25 x £ — Bool
public’ (u,pub, k) = u € pubU public_terms(P, k)
V u & restricted(P, k)
) = /\:Z public(M;, pub, k)
public’ (pk(M), pub, k) = public(M, pub, k)
public’ (enc(My, M3), pub, k) = public(Mjy, pub, k) A public(Ms, pub, k)
public’ (senc(Mjy, My), pub, k) = public(My, pub, k) A public(Ms, pub, k)
public’ (vk(M), pub, k) = public(M, pub, k)
public’ (sign(My, Ms), pub, k) = public(Mji, pub, k) A public(Ma, pub, k)
public’ (hash(M), pub, k) = public(M, pub, k)
(M), )= (
); )= (
); ) = (
); ) = (

public’ (<M1, . ,Mn>,pub k

public’ (id(M), pub, k) = public(M, pub, k)
public’ (dec(My, Ms), pub, k) = public(Mjy, pub, k) A public(Ms, pub, k)
public’ (sdec(My, Ms), pub, k) = public(M;, pub, k) A public(Ms, pub, k)

public’ (check(My, Ms), pub, k) = public(My, pub, k) A public(Ms, pub, k)
The channels used to send the messages of output 1 and 2 are public.

private_channel (Prot, 1) = false

private_channel (Prot,2) = false

e The statement generation generatesiatenent (P, k) returns a tuple consisting of a statement,
a list of private and a list of public messages. The list of private messages forms the private
component and the list of public messages forms the public component. The statement,
the private, and the public component are used for the generation of the zero-knowledge
proof for the output k. The idea behind the zero-knowledge proof is to prove that the
participant (represented by a process in the applied 7-calculus) has constructed the output
according to the protocol specification.

In order to generate the statement and the private and public component for the output
k, we obtain the statement stm from compileoutput(P, k). stm is the message of output
k, where all variables, which are not input variables, have been substituted by destructor
applications. stm consists only of names, input variables, constructors, and destructors.
In our example we will generate zero-knowledge proofs for outputs 1 and 2 (here, we are
only interested in the second component of the result, the first one is the channel, which
we don’t use here):

Compileoutput (PT‘OI'I, 1) = (Cha Sign (enc((Q7p)7 pk(kPE))a kU))

compileoytput (Prot,2) = (ch,sign (enc((u, dec(check(z, vk(ky)), kpr)[1]2), pk(ks)), kps)>
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Now we would like to generate the statement, the private and public component for

sign(enc((q, p), pk(kpg)), ku) and
sign(enc((u, dec(check(z, vk(kp)), kpg)[1]2), pk(ks)), kps)-

The statement will be generated by induction on the structure of the input statement M#.
Intuitively the statements are generated the following way. The statement generation for
the message of output 1:

( [[sign (enc((q,p), pk(k:pE)), kU)]] true ? (5), <sign (enc((q,p), pk(k:pE)),k:U)))
=( Lenc(@: ). PkCkrE) Depecko, -5
(e), <S|gn (enc((q,p), pk(kpE)). ku), vk(ky), enc((g,p), Pk(kPE))))
_( [[((L )]]ﬁd =enc(a,B4)Acheck(B1,82)~03
((¢,p)),
(sign(enc((qp), pk(kp)), k), vk(ku), enc((a,p),pk(kpr)), Pk(kps)))
2(53 = enc((an, a2), B1) A check(Br, B2) ~ Bs,

(a.p),
(sign(enc((q,p). pk(kpE)), k), vk(ku), enc((,p),pk(kpr)), Pk(kps)))

The statement generation for the message of output 2:

( [Isign (enc (. dec(check(w, vk(Fu)), kpi)[1]2), Pk(Es)), £ps) ] yye -
(), (sign(enc((u, dec(check(x, vk(ky)), kpg)[L]2), pk(ks)), kps)))
=( [enc((u. dec(check(w, vk(ku)), kpi) (112, PK(ES)) ] haci50 )t
(¢), (sign((u,enc((u,dec(check(z, vk(kp)), kpp)[l]2), pk(ks))[1]2), kps), vk(kps),
enc((u, dec(check(z, vk(krr)), kpr)[1]2), Pk(ks)))>
—( (u, dec(check(a, vk(kur)), k) 112)] 5, —enc(as 1) Acheck(51.0) )

((u, dec(check(z, vk(kr)), k:pE)[l]g)),
(sign(enc((u, dec(check(z, vk(kv)), kpg)[1]2), pk(ks)), kps), vk(kps),

enc(dec((u, check(z, vk(kp)), kpr)[1]2), pk(ks)), pk(k:s))>

:( [dec(check(z, vk(Ku)), kp ) [112] g, —ane((3s.00) 5 Acheck(Br a)sils -

(dec(check(z, vk(kv)), kpg)[1]2),
(sign(enc((u, dec(check(z, vk(kv)), kpg)[1]2), pk(ks)), kps), vk(kps),

enc(dec((u, check(z, vk(kp)), kpr)[1]2), pk(ks)), pk(ks), u), )
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:( [dec(check (2, vk(ku)), kP )] g, —ene((5s.000) 31 )rcheck (s )il -
(dec(check(z,vk(kv)), kpg)[1)2, dec(check(z, vk(ky)), kpr)[2]2),
(sign (enc((u, dec(check(z, vk(kp)), kpg)[1]2), pk(k:s))7kp5), vk(kps),
enc(dec((u, check(z, vk(ky)), kpe)[1]2), pk(ks)), pk(ks), u),)

:( [dec(check(w, vk(ku)): kP E)] gy —pk(as)nss=enc((Bs,01),81)Acheck(51,82) ~s *
(dec(check(z, vk(ku)), kpg)[1]2, dec(check(z,vk(ky)), kpr)[2]2, kpE),
(sign(enc((u, dec(check(z, vk(kv)), kpg)[1]2), pk(ks)), kps), vk(kps),

enc((u, dec(check(z, vk(kyy)), kpi)[1]2), pk(ks)), pkks), u, pk(k:pE)))

({lcheck(, (ki) gec(,as)~o(er,0) B —enc((B51), ) check(B1 B}
(dec(check(z, vk(ku)), kpg)[1]2, dec(check(z,vk(ky)), kpp)[2]2, kpE),
(sign (enc((u, dec(check(z, vk(kr)), ka)[ l2), k(ks)) kpg) vk(kps),

enc((u, dec(check(z, vk(kv)), kpe)[1]2), pk(ks))

7p s u, Pk(kPE)
check(:v,vk(k‘U)))>

:< [[x]]check(ﬁg,Bg)WB7/\dec(,87,a3)v~>(a1,ag)Aﬁg:pk(ag)/\ﬁg:enc((ﬁo,al) Ba)Acheck(B1,B2)~083 *
(dec(check(m,vk(kU)),k:pE)[ ]2, dec(check(w Vk(k‘U)) k‘pE)[ ]2, ka),
(sign(enc((u, dec(check(z, vk(kr)), ka)[ J2), pk(ks), u ) kps), vk(kps),
enc((u, dec(check(z, vk(kv)), kpr)[1]2), pk(ks)), pk(ks), pk(kpE),
check(z, vk(kp)), vk(ko), x))

:<Ch€Ck(ﬁ97ﬁs) ~ (7 A dec(Br, a3) ~ (o1, a2) A Bs = pk(as)

A B3 = enc((Bs, a1), Ba) A check(B1, B2) ~ B3,

(dec(check(z, vk(ky)), kpg)[1)2, dec(check(z, vk(ky)), kpe)[2l2, kpE),
(sign(enc((u, dec(check(z, vk(ky)), kpg)[1]2), pk(ks)), kps), vk(kps),

enc((u, dec(check(z, vk(kv)), kpe)[1]2), pk(ks)), pk(ks), u, pk(kpE),
check(z, vk(ky)), vk(ky), 3;))

As stated above, the statement is generated by induction on the structure of the input
statement Mo, where M is obtained from output(P, k) and all destructor evaluations
{My/z1}...{M,/x,} = 0 = deseva (P, k) are applied to M.

generategsatenent : P X L > S X (S x ... x8) x (§x...xS8)
generatestatement (P k) = (S', sec’,pub’)

with (u, M) = output (P, k),
o = deseva (P, k),
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{Mi/x1}...{M,/x,} = 0o,
(507SO>8660)pUb0) = (HMO-]]trumBl)E?MU))

(Si1,8i-1, seci—1, pubi_1),

if z; € sec;—1 U pub;_1,
(IIMi]]Si,l ) B\pubi71|+la S€Ci—1, (pUbi_l, xl))7

if 2; ¢ sec;—1 Upub;—_1 A public(:ci,pubi_l, k)
([[Mi]]si—1 y Osec; _q|+1s (Secifh xi)7pUbifl)a

if z; ¢ sec;—1 Upubj_1 A —\public(xi,pubi_l, k:),

(Si, si, secq, pub;) =

for0<i<n

Here ([[M als, s, sec, pub) means the generation of statement Mo, where s is the placeholder
for Mo; S is the formula generated so far and sec and pub are the private and public
component, which have been generated so far. After the statement for the output message
has been generated, the statement is extended by the destructor evaluations which have
not been taken into consideration. The generation starts by adding the statement Mo
to the public component pub, 31 as placeholder for the statement and true as formula.
Depending on the structure of S# the following cases may occur:

If S# is a name or a variable u, nothing has to be done, since the name or the variable
has already been added to one of the list in the previous generation step. We keep the
generated statement S along with the private and public messages sec and pub:

([uls » . sec, pub) = (S, s, sec, pub)

If S# is a tuple (M, ..., M,), there are two cases: if the tuple is public, we add all
components My, ..., M, to the public messages and then generate the statements for each
single component, otherwise we add all components My, ..., M, to the private messages
and generate the statements for each single component.

([, -7Mn>ﬂ5,8,sec,pub) =

(Sn{<6\pub\+17 ceey ﬂ|pub\+n>/8}, Sny Secn,pubn)

with (51, S1, sechpum) - ( [[Ml]]s a/8|pub\{5}|+1, sec\ {3}, (pub\ {s}, M, ..., Mn)),
(82, 52, seco, puby) = ([Ma]g,  Bipup {s}+2> Sec1, puby),

(Sru Sn, S€Cn, pUbn) = ( [[Mn]]sn_l ) ﬁ|pub\{s}\+n’ Secn—17PUbn—1)7
if public(<M1, cee Mn>,pub, k:)

(Sn{<a|sec\+17 ) O‘|sec\+n>/3}7 Sn; Secn7PUbn)
with (Sl, s1, secl,publ) = ( [Mi]g s Qsec\ {s}+15 (sec\ {s}, M1, ..., My), pub \ {s}),
(S2, 52, seca, pubz) = ([Mz]g, , ¥see {s}]+2> S€C1, b)),

(Sn7 Sn, S€Cn, pUbn) = ( [[Mn]]sn_l » X sec\{s}|+n> SecnflprLbnfl%
if —|pub1ic(<M1, .. .,Mn>,pub, k)

\
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Similarly we generate the statement for the ith component of a tuple M consisting of n
elements:

([M3)

\

nlg 8, sec,pub) =

(Sn{<6\pub\+17 s 7ﬂ|pub\+n>/s}7 Sns Secn7PUbn)
with (Sl, s1, secl,publ) = ( [M[1]n]s, Bipubl+1, sec \ {s}, (pub, M[1],, . .. ,M[n]n)),
(S2, 59, seca, pubz) = ([M[2]n]g, » Bipuv|+2> s€c1, pubr),

(ST“ Sn, Secnapubn) = ( [[M[n]nﬂsn_l 7ﬂ|pub|+na secnflapld)nfl)a
if public(M, pub, k:)

(Sn{<a|sec\+1a SRR a|sec\+n>/s}7 Sn, SeC’MPUbn)
with (Sl, s1, secl,publ) = ([[M[l]nﬂs s Qsec|+15 (s€¢, M[1]p, . .. ,M[n]n),pub),
(SQ, 52, Sec2apUb2) = ( [[M[2]nﬂ,5‘1 y Osec|+2» SeclvPUbl),

(Sm Sn, SecnaPUbn) = ( [[M[n]n]]sn71 y Osec|4+n» SecnflapUbnfl)a
if ﬁpublic(M, pub, k)

If S# is a encryption key pk(M), there are three different cases. If the encryption key is

public,

there is nothing to generated, since pk(M) is then contained in the list of public

messages. If this is not the case, we have to look whether the corresponding decryption key
M is public or not. Depending on that, we add M to the private or the public component
and continue by compiling the statement for M.

([[Pk(M)]]S , 8, sec, pub) =

(S, s, sec, pub) ,

if public (pk(M), pub, k)
([[M]]s:pk(ﬁ‘pule)/\S ) ﬂ|pub|+17 SEC, (pUba M)> y

if ﬂpublic(pk(M),pub, k:) A public (M, pub, k:)
([[M]]Szpk(a\secHﬂ/\S y Osec|+15 (sec, M)7PU'b> )

if ﬂpublic(pk(M),pub, k;) A ﬁpublic(M, pub, k)
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If S is an asymmetric encryption enc(My, My) of message M; with encryption key My we
have four cases: both message M7 and encryption key M, are public; M; is secret and My
is public; M; is public and M is secret or both M7 and M, are secret. In all cases, first
Ms is added to the corresponding list of messages and the statement for it is generated,
then the same is done for M;.

([enc(My, Ma)] g, s, sec,pub) = ([Mi]gn,s", sec”, pub”)

with (9’8, sec, pub’) =

( [[MQ]]S 7/8|pub|+17 sec, (PUb7 M?))a
if public(Ma, pub, k)

( [[MZ]]S y sec|+15 (860, M2)7PUb)a
if —public(Ma, pub, k)

(S//’ S”,Sec”,pub”) —

(

(S = enc(ﬁ\pub’ﬂ—&—la 3/) A Sl? ﬁ|pub’\+17 Secl7 (pUb/7 Ml))a

if public(M;, pub, k)

(S = enc(a|sec”|+17 S/) A Sl? Alsec!|+1> (SBC,, Ml),pUb,),
if —public(Mqy,pub, k)

If S# is a symmetric encryption senc(My, Ms) of message M; with symmetric key Mo we
have the same cases as for the asymetric encryption. The only difference in the generation is
for the case of My being secret. Then we additionally use the annotation for the symmetric
key M, and prove that the sender of senc(Mi, Ms) knows the secret key for his public key.

senc(Mi, M>)]«, s, sec,pub) = ([Mi] o , ", sec”, pub”
S S
with (', s, sed, pud’) =
( [[MZ]]S 7ﬂ|pub|+la Sec, (pub, MZ))a
if public(Ma, pub, k)

( [[MQ]]S ) a|sec|+17 (866, M?)aPUb)J
if —public(Ma, pub, k)

(S//’ 8,/7860//,pub”> —
(ﬁ|pub’\+1 = pk(a\sec’H-l) N 5/7 ﬁ\pub’H—la
(sed, privatekey(My)), (pub’, pk(privatekey(Ms))))
(S,/,7 S///, SCC/,/, pub///) —
(s= senc(Bpup|+155 ) AN S”, Blpuprr|+1, sec”, (pub”, My)),
if public(My,pub, k)
(S = Senc(a|sec”|+1a S/) N S//a Qlsec’| 415 (SGCN, M1)7PU'bH)7
if —public(Mj, pub, k)
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If S# is a verification key, the same cases apply as for an encryption key.

([[Vk(M)ﬂS Sy 8€C>pUb) =
( (S, s, sec, pub) ,
if public(vk(M), pub, k)
([[M]]SZVk(ﬁ\pule)/\S ) ﬁ|pub\+17 sec, (pUba M)) )
if ﬂpublic(vk(M),pub7 k) A public(M,pub, k:)
([[M]]SZVk(a\secHﬂ/\S » ¥|sec|+15 (5667 M),pul)) )
if ﬁpublic(vk(M),pub, k:) A ﬁpublic(M, pub, k:)

If S# is a hash hash(M) of M there are two cases: M is either public or secret. We add
M to the corresponding list and extend the statement S. We do not continue compiling
the statement for M, since the hash does not reveal anything about M. In the same way
the statement should not reveal anything about M.

([hash(M)] g, s, sec, pub) =

(s = hash(Bipupj+1) A S Bipup|+1, sec, (pub, M)) ,
if public(M7 pub, k:)

(5 = hash(asec)+1) A S, seci+1, (s€C, M), pub) ,
if ﬁpublic(M, pub, k)

If S# is a signature sign(Mi, Ms) of a message M; with signing key Mo we do the following:
If the corresponding verification key vk(M3) is public, we add the verification key to the
public component. Then we add the message M; to the public or private component
depending on whether M; is public or not. We extend the statement by proving that
verifying the signature sign(M7, My) with the verification key vk(M3) results in the message
M. Finally we continue the generation with M;. If on the other hand the verification key
vk(Mz) is not public, we generate the statement as for an asymetric encryption: we add
M> to the corresponding component, generate the statement for Ms. Then we add M; to
the corresponding component and finally continue compiling the statement for M;.
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( [sign(Mi, M2)] g, s, sec, pub) = ( [Mi] g 8™, sec”’,pub”')
with (57, s, sec, pud’) =
([M2]g , Bipus)+1, sec, (pub, Ma)),

if public(Ma, pub, k) A —public(vk(Ms), pub, k)
([Malg, jseci+1, (sec, My), pub),

if =public(Ma,pub, k) A —public(vk(Ms), pub, k)
(S, Bipuv|+1, sec, (pub, vk(My))),

if public(vk(Ms), pub, k)
(8", 5", sec”, pub’) =
(8", Bipup|+1, sec, (pub’, My)),

if public(sign(My, M2), pub, k) V public(My, pub, k)
(8", sect| 41, (sec, My), pub'),

if —public(sign(Mi, Ma), pub, k) A —public(Mj, pub, k)
(8", 8" secd”  pub’") =
( (check(s,s) ~ s" A S',s", sec”, pub”),

if public(vk(Ma), pub, k)
(s =sign(s”,s) NS, 8", sec”,pub”),

if —public(vk(Ms),pub, k)

If S# is a decryption dec(My, My) of My with decryption key Ms, we have four different
cases. Again we have all combinations of M; and Ms being private or public. Depending
on that, Ms is added to the corresponding list, the statement for M, is generated. Then the
statement is extended to prove the connection between the decryption and the encryption
key. Finally M is added to the corresponding list and the statement generation is continued
with M;.

([dec(My, M2)] g, s, sec, pub) = ([Mi]gm , s, sec”, pub™)

with (7, s, sec, pub’) =

( [[MQ]]S 7ﬁ|pUb|+17 Sec, (pub, MZ))a
if public(Ma, pub, k)

( [[MQ]]S ) a|sec|+17 <S€C, M2)7PUb)7
if —public(Ma, pub, k)

(S//’ 8”7 SeCH,pub//) —

(/B|pub/|+l = pk(8/> A 8/7 ﬁ|pub"+17 860/7 (pub/7 pk(MQ)))a
if public(pk(M3), pub, k)

(a|sec’|+1 = pk(sl) A S/’ Alsec!|+15 (Sec’, pk(MQ))aPUb/)a
if —public(pk(Ms), pub, k)
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(SW, 8/”, sec’",pub”’) _
(S = dec(ﬁ\pub’ﬂ—&—la 5/) A Sl/v ﬁ\pub”|+1a sec", (pUb”a Ml))a
if public(My, pub, k)
(S = dec(a|sec”|+17 5/) A Sl/v Alsec’’|+1> (860/,, Ml),pub"),
if —public(Mqy,pub, k)

If S# is a symmetric decryption sdec(My, My) of M; with decryption key Ms, we have
four different cases: all combinations of M; and M being private or public. Depending on
that, M7 and M are added to the corresponding lists and the statements for Ms and M;
are generated.

sdec(M;y, Mo s, sec,pub) = ([Mi]cn ,s”, sec”, pub”

([[ ( ) S99 7p S ) 7p

with (', ¢, sed, pub’) =

(

(IM2]s , Bipu|+1, sec, (pub, My)),

if public(Ma, pub, k)

( [[MQ]]S ) a|sec|+17 (Seca M2)7PUb)7
if —public(Ma, pub, k)

(S//’ 8”7860//,pub//) —

(S = Sdec(ﬂ|pub/|+la S/) N Sl7 ﬂ\pub’\Jrla 860’, (pUbly Ml))a
if public(My, pub, k)

(s= sdec(secr| 158" A S’ pseer| 415 (S€C, M), pub’),
if —public(M;, pub, k)

If S# is a verification check(My, My) of a signature M; with verification key My, we have
four different cases. As above, we have all combinations of M; and Ms begin private or
public.

([check(My, Ma)] g, s, sec, pub) = ([Mi]gn , ", sec”, pub”)

with (57, s, sec, pud’) =

(

( [[MQ]]S aﬁ|pub|+la sec, (pUbv MQ))a

if public(Ma, pub, k)

( [[M2]]S ’ a|sec|+lv (3607 M2)7PUb)7
if —public(Ma, pub, k)

(S”, S”, sec”,pub’/) _

(CheCk(/B|pub’|+1a S/) ~ 5 A SI7 ﬁ\pub’H—la Secla (pUbla Ml))v
if public(My, pub, k)

(ChECk(a|sec’|+17 5,) ~ s NS Qsec’|+15 (Seclv M1)7PUb/)’
if —public(My, pub, k)
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Compiling the statements for output 1 and 2 we obtain the statements, the private and
the public components. The messages in the public components will be reordered in the
generation of the zero-knowledge proof.

generatestatement (Prot, 1)
— (53 = enc((a1, a2), B4) A check(B31, B2) ~ B3,
(4:7)
(sign(enc((g,p), pk(kpE)). ku), vk(ku), enc((q.p), pk(kpr)), pk(kPE))>

generatestatement (Prot, 2)
— (check(fh, fs) ~ i A dec(Br, as) ~ (a1,2) A By = pk(a)
A B3 = enc((B5, 1), B1) A check(B1, B2) ~ B3,
(dec(check(z, vk(ku)), kpg)[1], dec(check(z,vk(ky)),kpr)[2), kpE),
(sign(enc((u, dec(check(z, vk(kv)), kpr)[1]), pk(ks)), kps), vk(kps),
enc((“? dec(check(x, Vk(kU))> kPE)[l])v pk(kS))a pk(kS)v u, pk(kPE)a

check(z, vk(kp)), vk(ko), x))

e Given a process P and a label k, generate (P, k) returns a tuple consisting of the label
k; the length of the private and public component of the generated zero-knowledge proof;
the statement of this proof; a tuple consisting of the zero-knowledge proof with forwarded
proofs, which replaces the message in the original process; the length of a list of terms to
be matched in the verification of the generated zero-knowledge proof and that list.

generatey, 1 PX L > LXNXNXxSXxT xNxT

Basically the statement generation generategtatement returns the statement S’, the private
and public component sec’, pub’ (constisting of statements) for the zero-knowledge proof.
For constructing a zero-knowledge proof, first we have to backsubstitute the statements in
sec’ and pub’ to get terms sec and pub”:

(S’, sec’,pub') = generatesiatenent (P, k)
o = deseva (P, k)
sec = sec'o !

pub” = pub o1
To avoid mixing up preliminary results of generate,(Prot, 1) and generate,y(Prot,2),

we will add the label (1), (2) respectively, to the index to distinguish those results. For

generatestatenent (Prot, 1) we have o(1) = € and hence 0(_5 = ¢. Performing the (empty)

back substitution for the result of generatestatement (Prot, 1), we get
S(1y = Bs = enc((a1, az2), B1) A check(B1, B2) ~ fs,
sec() = (Q7p)a
publ(’l) = (sign (enc((q,p)7 pk(ka)),kU), vk(kr),
enc((q,p), pk(kpg)), pk(kpE)).
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But for generategtatement (Prot,2) we have

ooy = {x3/x1 2|2 {x2/21[1]2}{check(z, vk(ky)) /21},
05 = {z1/check(z, vk(ky)) Hz1[L)2/22}{z1[2]2/25}.

Performing that back substitution for the result of generatesiatenent (Prot,2), we get

S(g) = check(By, Bs) ~ Br Adec(f7, as) ~ (a1, a2) A B = pk(as)
A B3 = enc((B5, 1), Ba) A check(By, B2) ~~ [,
sec(g) = (xg, xs, ka),
pub/(’Q) = (sign (enc((u, x2), pk(k:g)),kps), vk(kps),
enc((u,azg),pk(kg)), pk(ks), u, pk(kpg),
z1, vk(ku), z)

However for the verification of the zero-knowledge proof terms of the public component
have to be matched. According to the reduction rule for the ver destructor only terms
at the beginning of the private component of a zero-knowledge proof can be matched.
Therefore the order of the messages in the public component pub” has to be changed.
Public terms returned by public_terms(P, k) will be matched in the verification, since
they are available to everyone. We will denote all public terms in pub” by L and put them
at the beginning of the public component pub. Furthermore we will put the message M
sent in the original process as first message behind the terms L:

L= ((pub” \ {M}) Npublic_terms(P, k:))
pub = (f), M, pub” \ (public_terms(P, k) U {M}))
(u, M) = output (P, k)

For rearranging the terms we have

(u@y, Mq)) = ((a ) ku))
(u(2), M(2)) = (ch, sign(enc((u, z2), (ks)),kps))
) = ), pk(ks), vk(ku), vk ¥
) = ), Pk(ks), vk(ku), vk

(ch, sign (enc

public terms(Prot 1) = {pk(kpg
kp

public_terms(Prot,2) = {pk(kpg

resulting in

Loy = (vk(kv), pk(kpe))
Ly = (vk(kps), pk(ks). pk(kpi), vk(ku), =)
(vk(kv), pk(kpp), sign(enc((q,p), pk(kpr)), ku),
enc((a, ), pk(kp)) )
puba) = (vk(kps), pk(ks), pk(kps), vk(ku), =,

sign (enc((u, x2), pk(k:s)) , kpg), enc((u, x2), pk(k:s)), :c1>

pub(l)
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In the same way the placeholders in the statement have to be changed. First we compute
the length ¢ of the private component sec, the length j of the public component pub, and
the length [ of the list of public terms L:

1= ‘sec}
] = ‘pub‘
I=|L|

That results in

=2 Juy=4 lg=2
i) =3, Jo=9 g =5

Then we substitute the 3’s in the statement S’ from generategstatement- We have to pay
attention to avoid capturing wrong messages from the reordered public component pub.
This can be done for instance by first increment the index ¢ of each [3; by j (since there are
only j public messages, no message will be captured) and then replace each ;1 (which
has been the placeholder for the ith message in pub”) by the position of the message in
pub:

S =50
o' ={Buys/ 01} ABjri/ BB Pres} - AB, /Bivs}
such that publl;] = pub”|i], fori=1,...7

The substitutions now is as follows:

(1) = {Bs/B1}{Bs/ B2 B7/ B3 1 Bs / Bu}
{83/ B85 3{B1/B6 }:{Ba/ B7}{ B2/ Bs }

(o) = {510/ BrH{B11/ B2} Br2/ B3} P13/ Ba}
{814/ B53{ 815/ Bs 1 Bre/ B 1817/ Bs }{ B1s/ Bo }
{Be/Bro {61/ B11 67/ B2 {82/ B3}
{Bs/B14}{B3/ P15 {Bo/ Br6 }{ 81/ P17 {85/ B1s}

Applying them to the statements we obtain the same statements, but with changed order
of messages in the public component:

S(1) = Ba = enc((a1, a2), B2) A check(B3, 1) ~ B4
S(2) = check(B5, B1) ~ By A dec(fy, az) ~ (a1, a2) A B3 = pk(as)
A B7 = enc((Bs, 1), B2) A check(Bs, B1) ~ B7

Furthermore all inputs have to be forwarded. In the transformed protocol inputs will
be zero-knowledge proofs. If zero-knowledge proofs are sent over private channels, we
have to encrypt them to avoid revealing secrets. Let ki, ..., k, be the labels of the inputs
(where k; = k by definition of graph(P,k)) and x; the input variable of input k;. The
zero-knowledge proof of input k; will be bound to the variable z;. If that zero-knowledge
proof x; of input k; has been sent over a private channel (private_channel(P,k;)) and
we forward that over a public channel (—private_channel(P,k)), we have to encrypt it:
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enc(xi, pk(l%z)) For that encryption we will use a new public key pk(l%i) for encrypting the
zero-knowledge proof from input k;. Otherwise we forward the input z; unencrypted. We
use Z; to refer to the (possibly) encrypted zero-knowledge proof ;.

graph (P, k) = (ki1,...,kn)
x; = variable (P,k;), 1<i<n
enc(i;, pk(k;)), private_channel (P,k;)
T = A —private_channel (P, k)

i, otherwise, l<i<n
Note that there is nothing to forward in output 1. hence we get

graph (Prot,1) =1
graph (Prot,2) = (2,1)

T (2) X

z

al (2)

Finally generate,(P, k) returns a tuple consisting of the label k; the length i of the
private component of the zero-knowledge proofs generated for the message of output k; the
length j of the public component of that proof; the statement S of that proof; the tuple
<zk,;,j,5(sec, pub), zh, ... ,l’{n> consisting the generated zero-knowledge proof for output k,
zk; ; ssec, pub, and the forwarded proofs a5, ..., x; the length [ of the list of public terms
L and this list L:

generatey (P k) = (k, i, j, S, <zk,-7j7g(sec,pub),x’2,...,:L‘;1>, [+1,
(I~/, variable(P, k)))
Note that we append the variable variatzle(P, k) of the input k of the original protocol.
This results in the list of public terms (L, variable(P,k)) and its length  + 1. This is

done to be able to link different zero-knowledge proofs and will be exploited for compiling
the verification of zero-knowledge proofs by generateyer.

After applying the backsubstitution, reordering the public components from the statement
generation, adapting the statement we obtain the following results from the generation of
the zero-knowledge proofs.

generate,y (Prot, 1)
= (17 27 47 64 = enc((aly 062), 62) A CheCk(B& ﬁl) ~ 647

<Zk274,[34:enc((a1,02)1/@2)/\CheCk(63761)wﬂ4
(¢, p; vk(kv), pk(kpg), sign(enc((¢,p), pk(kpE)), ku),
enc((q,p), pk(kpi)))),

3, (vk(ku), pk(kpr), )
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generatey (Prot,2)
= (27 3,9, check(Bs, B4) ~ By A dec(fg, az) ~ (a1, a2) A B3 = pk(az)
A B7 = enc((Bs, 1), B2) A check(Bs, B1) ~ Br,

(2K3,9,check(Bs,84) B0 Adec(Bo axs) (a1 02 )ABs =pk(as)
NBr=enc((Bs,a1),B2) Acheck(Bs,31)~7

(1.27 xs, kPE;Vk(kPS)a pk(kS)a pk<kPE)7 Vk(kU)7 Z,
sign(enc((u, z2), pk(ks)), kps), enc((u,z2),pk(ks)), u, z1),2),
6, (vk(kps), pk(ks), pk(kpe), vk(ku), @, )
For replacing the message M in the original process only the tuple <zki7]~,5(sec, pub),
xhy oo, ZL‘;L> containing the generated zero-knowledge proof and the other forwarded proofs

is used. All other components will be used for the verification of the zero-knowledge proofs.
In summary generate,y is defined as:

generate,, : P XL —=LXNXNXSX7T xNxT
generatey (P k) = <k, i,7, S, <zki,j75(sec, pub), T, . .. ,x’n>,
1+1, (IN/, variable(P, k)))
with (S’, sec’,pub’) = generatestatenent (P, k)
(u, M) = output (P, k)
o = deseva (P, k)
sec = sec'o 1
pub” = pub’ o1
L= <(pub” \ {M}) Npublic_terms(P, k))

pub = (f/, M, pub”\ (public_terms(P,k)U {M}))

1= }sec‘
] = }pub‘
I=|L|
S =50
o' = {Br1j/Br} - ABjri/BiH B/ Brss} - ABy, B}
such that pub[l;] = pub”|i], fori=1,...j

graph (P, k) = (k1,...,kn)
x; = variable (P k;), 1<i<n
enc(Z;, pk(k;)), private_channel (P,k;)
T, = A —private_channel (P k), 1 <i<n

T, otherwise

e Given a process P, a continuation process @), and a label k, generateyer (P, @, k) returns
a process, which replaces the continuation process @) in the original process P.

generateyer : PXP XL — P

o6



generateye, basically inserts a process between the input k£ and the continuation process
Q. As stated above we use generate,y to replace the term M of an output &’ by a tuple
<i1, . ,ﬁ:n>, where each 2, is a zero-knowledge proof — either generated for that specific
output &’ (as it is the case for 1) or forwarded (as it is the case for the other ones). In
order to process the transformed output, several steps have to be performed and inserted
before continuing the protocol with the process Q.

generateyer (P, Q. k) = ...

The tuple # received from the input k will be split into its components 3@1, e ,:@n. Note
that the algorithm will change input variables (see transform), since the content of the
corresponding output will be changed by generate,x. The input variable z in the original
process will be changed to 4 in the transformed process. Therefore we do not split x, but
. To find out how many components the input tuple will consist of, we use the transitive
closure of graph: tc(graph) will return a list of labels (k, ..., k), where we have k = k;
and each %p will be the zero-knowledge proof generated for output k, when executing the

process.
let <x1xn> _

with x := variable(P, k)
te(graph) (P, k) = (k1, ..., ky)

in

K>

For our example we then have the following preliminary results:

variable(Prot,1) =z
variable(Prot,2) =y
te(graph) (Prot,1) =1

— @1

te(graph) (Prot, 2)
generateyer (Prot,Q,1) = let <§1> =Zin

generateyer (Prot,Q,2) = let <§1,y§2> = yj in

In the next step we decrypt the zero-knowledge proofs a:cl, L resulting in the decrypted
zero-knowledge proofs &1, ..., Z,. If they have been encrypted before forwarding, otherwise
we apply the id destructor. According to our definition of generate,y the first zero-
knowledge proof is never encrypted, hence we do not have to decrypt it.

let 1 = N7 in
let , = N, in

dec(a::p, /%p), private_channel (P, ky) Ap # 1

with N, = .
P {id(i"p), otherwise, 1<p<n

o7



We have that for generateye,(Prot,1), p =1 and for generateye,(Prot,2), p ranges from
1 to 2. Now we get:

Nigy = id(a1)
Ni@) = id(91)
Ny (9) = id(72)

generateyer (Prot,Q,1) = ...

let 1 = ’Ld(:%l) in

generateyer (Prot,Q,2) = ...

For the verification of the zero-knowledge proofs Z1, ..., Z,, we will need some messages
from the public components public;, (£1), ..., public; (#,) of the proofs. We extract them
from the proofs by applying the public destructor to each &, and then split the tuple
obtained from the application of the public destructor. To do so, we need the arity j, of
each public component of the zero-knowledge proof &, which we get from generate,, (we
omit the components of the result which are not necessary for this step). We denote the
mth message of the public component of the pth proof by &, ,.

let (#7,1,...,2n,j,) = public; (&) then
let (Z1,1,...,21,) = public;, (Z1) then
with generatey (P, k) = (p,...,jp,...,...,...,...), 1<p<n

Extracting the messages from the public components in our example is done in the following
way:

) =4 1@ =9  Jee=Jiq) =4
generateyer (Prot,Q,1) = ...

let <i171,.’i172,i’1’3,f£1’4> = public4(:i‘1) then

generatever(PTOt, Q, 2) =...
let (Y2,1,...,Y24) = publicy(g2) then
let (91.1,...,91,9) = publicg(y1) then

The fourth step is the verification of each zero-knowledge proof ver;, ; 1. s, (a%p, I:p). While
basically all messages which we have to use in the matching part of the verification are
collected in each list (M 1,..., M, ;,) generated by generate,y, the variables in those
lists have to be changed. This is necessary in order to link different zero-knowledge proofs:
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For generation the input variables of a process representing a participant have been used,
while now those input variables have to be extracted from forwarded zero-knowledge proofs.
For changing the variable names in (M 1,..., M, ;,) we use the substitution o,: If a
term My ; in (Mp1,..., M, ,) is a input variable in the process with output &, then we
substitute that term with &, ;. If a term M,y p in (M 1, ..., Mp/,lp,) as M,y is a variable
in the process with output &, and occurs in (Mp1,..., My ,) as M, ; then we substitute
My,; by Zp,1. We perform the substitutions o, an each list (Mp1,..., M, ,), except for
o1: here we only perform them on the shortened list (M 1,..., My 1) (M1, will be
assigned to the original input variable in the next step).

Furthermore the message #; ;, of the public component of the first zero-knowledge proof is
assigned to the variable x which has been the input variable in the original process. Then
we continue with the continuation process Q).

let Tp, v = Very, j. 1,5, (.ﬁn, Ln> then

let ig}v = VErj, jy 15,55 (fg, L2> then
let ily = Verj 4, 11—1,5 (i’l,L1> then

let <i'n,ln+la L. i‘n,jn> = i‘n,V in

let (22,1541, - --&2,5,) = &2, in
let <x,£n’ll+1, . ..£n7j1> =21y in Q
with generatezx (P, ky) = (P, ip, Jp, Sps- - s bps (Mp,1,- -, Mp1,)), 1

I~/p _ {(Ml’l, . 7M1,l1—1)0’1, p=1
(Mp,l,...,MpJp)ap, p#1

op = {&p,1/Mp, 1} where M, ; € inputvariablesyu (P, kp)
{@p v /My, 1} where M, ; = inputvariablespu (P, ky)

ANMpy = M,

N
i)
N
S

With inputvariablespy, (Prot,1) = @ and inputvariablespuy, (Prot,2) = {x} we get
for this step:

(Ml 1( M13 ) = (Vk pk :ICPE') l‘)
(Mll( Mg 2)) = (vk( kpg pk(ks), pk(kpg), vk(ku), =, y)
(MQI( ) MQg ) = (Vk pk ]CPE) ZL‘)

=€

o1(1)
= {15/}

= 5/»”6}

= (vk(kur), pk(kpE))

(v (k‘Ps pk(ks), pk(kpg), vk(ku), 915)

(vk(kv), pk(kpe), 91,5)
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generateyer (Prot,Q,1) =
let &1,y = vers 42 g,=enc((a1,a2),02) Acheck (83,51 ) ~fa
(z1,vk(ky), pk(kpg)) then
let <x,:i"174> =21y in Q
generateyer (Prot,Q,2) = ...
let o,y = Vers 43 g,—enc((a1,a2),82) Acheck(Bs,61 )~ B
(92, vk(kr ), pk(kpg), 91,5) then

let 1, = Vers g 5 check(8s,84)~BoAdec(Bo,as) ~(a1,a2)ABs=pk(as)
ABr=enc((Bs,01),B2) Acheck(Bs,31)~7

(91, vk(kps), pk(ks), pk(kpr), vk(ku), 91,5) then
let (J2,4) = Go,v in
let (y, 91,7, 91,8, 91,9) = 1,v in Q

The processes which will be inserted after receiving the inputs 1 and 2 are the following
(here we abbreviate the continuation process with Q)

generateyer (Prot,Q,1) =
let (Z1) = 7 in
let (&1,1,...,21,4) = publica(21) in
let £y, = Vers 42 g,—enc((a1,02),32) Acheck (83,61 )~04
(:cl,vk ku), pk(ka)) then
let (z, 4>—w1van
generateyer (Prot )
let < > = y in
let < 12 4> publicy(f2) in
let <?J1,1, -2 J10) = publicy(f1) in
let Yo, = Vers 43 g,—enc((a1,a2),82) Acheck(Bs,61)~f1
(Qg,vk(k:U), pk(kpg), 3)1,5) then

let Ql,V = VE€r3.9 5 check(fs5,04)~By Adec(Bg,a3)~(a1,c2) AB3=pk(c3)
NBr=enc((Bs,x1),B2) Acheck(Bs,81)~+07

(41, vk(kps), pk(ks), pk(kpg), vk(ku), §1,5) then
let (J2,4) = G,y in
let (y, 91,7, 91,8, G1,0) = Jr,v in Q
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Summing up all steps we get:

generateyer : PXP X L— P
generateyer (P, Q, k) = let <:§1, .. ,f:n> =

let £o = Ny in...let £, = Ny in

in

IS

let (£5,1,...,2n,j,) = public; (&) then

let (Z1,1,...,21,5) = public;, (Z1) then

let T, v = ver;, j. 1,5, (in, Ln> then
let izy = Veri, js 12,55 (:Z'Q, L2> then

let T1,v = ver;, j, 1,—1,5 (ﬁ:l, L1> then

let <§7n,ln+17 .. -i'n,jn> = jn,V in

let <£IAZ‘27[2+1, .. .:%2,]'2> = .’,IA;‘27V in
let <J),i‘n711+1, .. ..ﬁn’]’1> = i‘l,V in Q
with z := variable(P k)

te(graph) (P k) = (kq, ..
{dec(a% k,), private_channel (P, kp) Ap # 1
d(zp) otherwise, 1<p<n
generatey (P, k) (p ipy Jps Sps -5 lpy (M1, . ... ,Mpvlp)), 1<p<n
(Mg, My )0, p=1
_{ Mpa,..., My 1,)op, p#1

op = {Zp,1/Mp, 1} where M, ; € inputvariablespu (P, kp)
{Zp 1v/Mp,1} where M, ; = inputvariablespu (P, ky)
A My, = My,

e The transformation algorithm transform returns the generated process. The algorithm
generates for every output the zero-knowledge proof, if there is an input with matching
label, and forwards the other zero-knowledge proofs. It changes the variables of all inputs
(since now tuple of zero-knowledge proofs are bound to them) and inserts the verification
of all received zero-knowledge proofs for inputs, where there is a corresponding output
with matching label. Additionally private keys — which are restricted — are added to the
process. The corresponding encryption keys are output to allow for the decryption of
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zero-knowledge proofs received from private channels.

transform: P — P

transform (P) = new kout(chy, pk(k)) (transform’ (P, P))

transform’ : P x P — P

transform’ (P, k : out(u, M).Q) =

k : out(u, My).transform’ (P, Q),
if / € labelsiy(P) N labelsgys(P)

k : out(u, M).transform’ (P, Q),

| otherwise

transform’ (P, k : [l]in(u,z).Q) =

k : [l]in(u, Zin).generateyer (P, transforn’ (P, Q) , k),
if k € labels;iy(P) N labelsgyyt(P)

k: [lin(u, x).transform (Q),

otherwise

transform’ (P, new nQ) = new ntransform’ (P, Q)
transform’ (P Q|Q ) = transform’ (P, Q) [transform’ (P, Q/)
'(P,0) =
transform’ (P let 2 = g(M) then Q else Q)
let 2 = g(M) then transform’ (P,Q) else transform’ (P, Q)
transform’ (P, let (z1,...,2,) = M in Q) =
let (z1,...,%,) = M in transfornm’ (P, Q)

transform’ (P, assume C) = assume C

transform

transform’ (P, assert C') = assert C
with (k,ik,jk,Sk,Mk,lk,Lk) = generate,y (P, k)
labelsgyt (P) = (kl, . ,k:n),

k= {l%ﬂprivate,channel (P, k:z)} )

pk(k) = {pk(k)lk € k.
chy, & free(transform’(P, P))

C.2 Transforming Types

The algorithm changes messages which are sent in the process, hence the types in the process
are also changed.

62



The type of a zero-knowledge proofs zk; j g(n1,...,n;;m1,...,m;) depends on the type of the
public component of the proof. The type of the public component is a dependant tuple type.
The formula for this dependent tuple type is obtained by substituting the placeholders in the
statement by existentially quantified variable x1, ..., z; for messages from the private component,
variables y1,...,y; used for typing the singe terms of the public component, and a conjunction
of formulas. The conjunction consists of all formulas which occur in assumptions preceding the
output k and which contain at least one name which is restricted in the output k, since we want
to obtain the formulas containing restricted names. For typing a single term my, of the public
component of a zero-knowledge proof we use the typing environment I' - my, : T}

kP X T x T — typer
lfk(P,k:,zki,j,S(nl,...,ni;ml,...,mj)> =
ZKProof; j s((y1 : T, ...,y : T) {31, ..., 25 : So A /\111 Fio})
with T+ my, : T}, k=1,...,7,
o={z1,...,zifon, ..., H{y1, ..., y; /B, .., B}
{F1,...Fp} ={F|3C,Q,Q" : P=C'[assume (F)|Q] A Q=C [k : out(u, M).Q']
A free(F) # 0}

According to the definition of generate,, the message M of the output & in the original process P
will be transformed into a tuple of zero-knowledge proofs. To find out how many zero-knowledge
proofs the tuple will consist of, we use the transitive closure of graph: tc(graph) will return a
list of labels (k1, ..., k), where we have k = k1. The corresponding message M’ in the output k
of the transformed process P’ = transform(P) will have the following type:

fxype:'PXIXTthpe'f

PP ke, M) = (y1 T,y T
with (v, M") = output(P’, k)
tc(graph)(P, k) = (ki1,. .., kn)
M' = (Mi,...,M,))
Pk, M) =T/,  i=1,....],
PubEnc(7}), private_channel(P,k;)
T, = A—private_channel(P,k)

T!, otherwise, 1<i<n

For our example we get the following types for the zero-knowledge proofs: For

Zk2,4,ﬂ4=enc((a1,ag),ﬁg)/\check(,@;;,ﬁl)«/»,&;
(¢,p;vk(kv), pk(kpg), sign(enc((q,p),pk(kpg)), ku), enc((¢.p), pk(kpE)))
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we get

ZKProofy 4 g, =enc((an ), 62) Acheck(s,61)~5s
(<y1 : VerKey(PubEnc(Pair(z, : Un, {z), : Private | Request(u, z4)}))),

Y2

: PubKey(Pair(z4 : Un, {z,, : Private | Request(u, z4)})),

ys : Signed(PubEnc(Pair(z, : Un, {z), : Private | Request(u,z4)}))),
y4 : PubEnc(Pair(z, : Un, {z, : Private | Request(u, z4)})))

{3$1,$2 : ya = enc((z1,72),y2) A check(ys, y1) ~ ya A Request(u, 901)})

and for

Zk3791CheCk([35,[34)”*[39/\616‘:([39,043)“*(&1,az)/\53:Pk(013)/\ﬂ7:enc((/38,&1)ﬁ2)ACheCk(ﬁGﬂ1)Wﬂ?
(.’132, xs, kPE;Vk(kPS)v pk(kS)7 pk(kPE)7 Vk(kU)7 Z,
sign(enc((u,xg),pk(k:g)),kpg), enc((u,wg),pk(kg)), u, :cl)

we get

ZKPrOOf3,97check(657ﬁ4)«/->59/\dec(ﬁ97a3)w(a17042)/\[83:pk(ag)/\ﬁ7=enc((ﬁ8,al),ﬁQ)/\ChECk(ﬁﬁ,ﬁl)wﬁ7
(<y1 : VerKey(PubEnc({(z,, : Un, z, : Un){Request(z,, z,) A Registered(z,,)})),

Ya2 -
Ys:
: VerKey(PubEnc(Pair(z, : Un, {z, : Private | Request(u, z,)}))),
: Signed(PubEnc(Pair(z4 : Un, {z), : Private | Request(u, z4)}))),

Y4
Ys

Y6
: PubEnc({z,, : Un, 24 : Un){Request(z,, z,) A Registered(x,)}),

Y7

ys -
Y9 -

PubKey((z, : Un, z, : Un){Request(z,, z,) A Registered(z,,)}),
PubKey(Pair(z, : Un, {z), : Private | Request(u, z4)})),
Signed(PubEnc({(z, : Un, z, : Un){Request(z,, z,) A Registered(x,)})),

Un,
PubEnc(Pair(zq : Un, {z,, : Private | Request(u,z4)})))

{3x1, 2, 3 : check(ys, ya) ~ yo A dec(yg, x3) ~ (x1,72) A ys = pk(w3)

Ay7 = enc((ys, z1),y2) A check(yg, y1) ~> y7 A Registered(yg)})
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D The Complete Example

D.1 The Original Protocol

new k.

new kpg.

new kpg.

new kg.

new p.

out(ch, pk(kpg)).

out(ch, pk(ks)).
out(ch,vk(ky)).

out(ch, vk(kpg)).

(assume —Compromised(p)
| assume Compromised(prozy) = Vu.Registered(u)
| policy | U | P | S)

policy =assume Yu,q : Request(u, ¢) A Registered(u) = Authenticate(u, q)

U =new q.(assume Request(u, q)
lout(ch, sign(enc((q, p), pk(kpE)), ku))

P =(assume Registered(u)
lin(ch, x).
let z1 = check(x,vk(ky)) then
let 2o = dec(xl, k:pE) then
let (z3,z4) = x2 in
out(ch, sign(enc((u, z3), pk(ks)), kps)))

S =in(ch,y).
let y; = check(y,vk(kps)) then
let yo = dec(y1,ks) then

let (y3,y4) = y2 in
assume Authenticate(ys, y4)
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D.2 The Strengthened Protocol

new k.

new kpg.

new kpg.

new kg.

new p.

out(ch, pk(kpg)).
out(ch, pk(ks))
out(ch, vk(ky))
out(ch,vk(kpg)).

(assume Compromised(p)

| assume Compromised(prozy) = Vu.Registered(u)
| policy | U | P | S)

policy =assume Yu,q : Request(u, q) A Registered(u) = Authenticate(u, q)

U =new q.(assume Request(u, q)
lout(ch, zky 4. 8,—enc((a1,a2),32) Acheck(Bs,31 )~
(¢, p; vk(kv), pk(kpE), sign(enc((q, p), pk(kpE)), ku),
enc((q,p),pk(kpr)))))

P =(assume Registered(u)

lin(ch, z).

let £1, p = public,(Z) then

let (Z1,1, 21,2, 21,3, 81,4) = &1,p in

let 21,y = Vers 42 gi—enc((ai1,a2),82) Acheck(Bs, 41 )~B1
(2, vk(ku), pk(kpg)) then

let (x,214) = 21,y in

let z1 = check(z,vk(ky)) then

let 2o = dec(a:l, ka) then

let (x3,24) = 22 in

OUt(Ch7 (Zk3,9,check(ﬁ5 ,,64)->ﬁ9 /\dec(ﬁg ,Oég)w(al 7az)/\ﬁ3=pk(a3)
A Br=enc((B9,c1),B2) Acheck(Bs,01)~>07

(xg, T4, kPE; Vk(k}ps), pk(kﬁs), pk(ka), Vk(k‘U), x,
sign(enc((u, z3), pk(ks)), kps), enc((u, z3), pk(ks)), u, 1), 2)))
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S =in(ch, 7).
let (§1,42) = ¢ in
let g2 p = publicy(92) then
let (f2,1, J2,2, 2,3, J2,4) = Jo,p in
let §1,p = publicg(f1) then
let (§1,1, 91,2, 91,3, 91,4 U1.5, I1,65 G1,7, J1,8, G1,9) = G1,p i
let 2, = Vers 43 5, —enc((a1,a2),82) Acheck(Bs,51)~B4
(42, vk(kv), pk(kp), in,5) then

let §1,v = Vers g5 check(8s,31)~BoAdec(By,az)~(a1,a2) ABs=pk(as)
A Br=enc((Bg,a1),B2) Acheck(B6,61)~07

(Ql, Vk(k‘ps), pk(k)s), pk(k‘pE), Vk(ij), @1,5) then
let 2.4 = G2, in
let (y, 91,7, 91,8, 91,0) = G1,v in
let y; = check(y, vk(kps)) then
let yo = dec(y1,ks) then

let (y3,y4) = y2 in
assume Authenticate(ys, y4)

D.3 Spi2RCF': The Original Protocol Converted to RCF

typedef PrivateUnlessP = {sCompromised(p)} — {sCompromised(p)}
typedef t1 = g : Un % (PrivateUnlessP x {sRequest(u, q)})
typedef t2 = (u_1 : Unx(q : Unx{((sRequest(u_1, q) A sRegistered(u_1))V sCompromised(p))}))
(veh ] Un)
(vu ] Un)
let £_US = mkSK ((k : ek (t1) *
{z :Un | 3Y,Z1,22. (encrypted(k, pair(Z1, pair(Z2,Y)),z) A sRequest(u, Z1))})) () in
let k_PE = mkDK (t1) () in
let k_PS = mkSK ((k : ek (t2) *
{z:Un|3Y,Z1,22. (encrypted(k, pair(Z1, pair(Z2,Y)), x)
A ((sRequest(Z1,7Z2) N sRegistered(Z1)) V sCompromised(p)))})) () in
let k_SE = mkDK (t2) () in
let vk_US = mkVK k_US in
let pk_PE = mkEK k_PE in
let vk_PS = mkVK k_PS in
let pk_SE = mkEK k_SE in
ch'pk_PE; ch\pk_SE; ch\vk_US; ch\vk_PS,

(
assume VCu, Cq. ((sRequest(Cu, Cq) N sRegistered(Cu)) = sAuthenticate(Cu, Cq))
)T
(
(

assume —sCompromised(p)

)7 (

67



assume VCu. (sCompromised(p) = sRegistered(Cu))

)T (
(

(vp | {anon : Un | sCompromised(p)})
let ¢ = mkUn () in

(

assume sRequest(u, q)

)T (

let tosend = let temp2 = encrypt pk_PFE in
temp2 (q, (p,())) in

let tanfl = let templ = sign k_US in
templ (pk_PE, tosend) in

ch!(tanf1, tosend)

(
assume sRegistered (u)
)T (
let zp = ch? in
let (x,km) = xp in let temp7 = check vk_US in
let temp8 = temp7 x in
let kmp = temp8 km in
let (dk,z_1) = kmp in if dk = pk_PE then
let tempb = decrypt k_PE in
let tempb = tempd x_1 in
let x_2 = tempb in
let (z_3,z_4, dummyl) = z_2 in if dummyl = () then
let tosendp = let temp4 = encrypt pk_SE in
temp4 (u, (z-3,())) in
let tanf2 = let temp3 = sign k_PS in
temp3 (pk_SE, tosendp) in
ch!(tanf2, tosendp)

)

)T (

let yp = ch? in
let (y, kmp) = yp in let temp11 = check vk_PS in
let temp12 = templl y in
let kmpp = templ12 kmp in
let (dk,y_1) = kmpp in if dk = pk_SE then
let temp9 = decrypt k_SE in
let temp10 = temp9 y_1 in
let y_2 = templ10 in
let (y-3,y-4, dummy4) = y_2 in if dummy4 = () then
assert sAuthenticate(y_3,y_4)
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